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What's New in Dominion SX |1 v2.5.0

The following sections have changed or information has been added to the SX I
User Guide based on enhancements and changes to the equipment and/or user
documentation.

e TLS 1.3 support: TLS Ciphers for Web Access (on page 137)
e Advanced Routing: Advanced Routing (on page 89)

e NTP Security: Configure Date and Time Settings from the Remote Console
(on page 94)

Please see the Release Notes for a more detailed explanation of the changes
applied to this version of the SX II.



This document contains proprietary information that is protected by copyright.
All rights reserved. No part of this document may be photocopied, reproduced,
or translated into another language without the express prior written consent
of Raritan, Inc.

© Copyright 2022 Raritan, Inc. All third-party software and hardware
mentioned in this document are registered trademarks or trademarks of and
are the property of their respective holders.

FCC Information

This equipment has been tested and found to comply with the limits for a Class
A digital device, pursuant to Part 15 of the FCC Rules. These limits are designed
to provide reasonable protection against harmful interference in a commercial
installation. This equipment generates, uses, and can radiate radio frequency
energy and if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. Operation of this
equipment in a residential environment may cause harmful interference.

VCCI Information (Japan)

CHEREI, JIAABTBREHEETY. COEBAFERETCERT
BERBEEESERITIEFBNET, COBSICREREN EY L
WHRERTILOBRENBZ LN BNET, VCCIl—A

Raritan is not responsible for damage to this product resulting from accident,
disaster, misuse, abuse, non-Raritan modification of the product, or other
events outside of Raritan's reasonable control or not arising under normal
operating conditions.

If a power cable is included with this product, it must be used exclusively for
this product.

C€ cvs
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To avoid potentially fatal shock hazard and possible damage to Raritan
equipment:

e Do not use a 2-wire power cord in any product configuration.

e Test AC outlets at your computer and monitor for proper polarity and
grounding.

e Use only with grounded outlets at both the computer and monitor.

e When using a backup UPS, power the computer, monitor and appliance off
the supply.

CS03 Certification - DSX2-16 and
DSX2-48

NOTICE: This equipment meets the applicable Industry Canada Terminal
Equipment Technical Specifications. This is confirmed by the registration
number. The abbreviation IC, before the registration number, signifies that
registration was performed based on a Declaration of Conformity, indicating
that Industry Canada technical specifications were met. It does not imply that
Industry Canada approved the equipment.

NOTICE: The Ringer Equivalence Number (REN) for this terminal equipment is
01. The REN assigned to each terminal equipment provides an indication of the
maximum number of terminals allowed to be connected to a telephone
interface. The termination on an interface may consist of any combination of
devices subject only to the requirement that the sum of the Ringer Equivalence
Numbers of all the devices does not exceed five.

AVIS : Le présent matériel est conforme aux spécifications techniques
d’Industrie Canadaapplicables au matériel terminal. Cette conformité est
confirmée par le numérod'enregistrement. Le sigle IC, placé devant le numéro
d'enregistrement, signifie quel’enregistrement s’est effectué conformément a
une déclaration de conformité et indique queles spécifications techniques
d'Industrie Canada ont été respectées. Il n’implique pasqu’Industrie Canada a
approuvé le matériel.

AVIS : L'indice d'équivalence de la sonnerie (IES) du présent matériel est de 01.
L'IESassigné a chaque dispositif terminal indique le nombre maximal de
terminaux qui peuvent étreraccordés a une interface téléphonique. La
terminaison d'une interface peut consister en unecombinaison quelconque de
dispositifs, a la seule condition que la somme d'indicesd'équivalence de la
sonnerie de tous les dispositifs n'excede pas 5.



Features and Benefits

Next-Generation Console Server

Raritan's Next-Generation
Serial Console Server

Ten Years of Serial Console
Experience

Dominion Platform, User
Interface and
Management

Full CLI-based
Configuration and Auto-
Configuration

Exciting New Features and
Innovations

CommandCenter
Management & Scalability

The Dominion SX Il is Raritan's next-generation Serial Console Server (also known as
Terminal Server) that provides IT and network administrators secure IP access and control
of serial devices, anytime, anywhere. The new SX Il is the most powerful, secure, reliable,
easy-to-use and manageable serial-over-IP console server on the market. SX Il provides
convenient and productive access to networking devices, servers, PDUs,
telecommunications and other serial devices.

For over ten years, thousands of customers have relied on the first generation Dominion
SX for access and control of hundreds of thousands of serial devices, representing over 500
million hours of total operation. The SX Il builds upon that experience with a wide range of
advancements and innovations.

Starting with a powerful, Dominion hardware platform providing performance, reliability
and security, the SX Il includes virtually all the Serial-over-IP features of its predecessor,
Dominion compatible user interfaces and management features, plus exciting new
capabilities.

The SX Il offers complete CLI access and management via SSH, Telnet and web-based user
interface, with convenient direct port access. Two script-based automatic configuration
methods are available for a fast installation and for subsequent configuration changes.

The SX Il new features include: military grade security features with 256-bit AES encryption
and FIPS encryption mode, automatic DTE/DCE serial port detection, innovative at-the-
rack access options, wireless modem support, IPv6 networking, script based auto-
configuration and Dominion compatible user interfaces and management.

With Raritan’s CommandCenter, organizations can manage hundreds or even thousands of
serial devices, spread across multiple locations, including branch offices.

Powerful Hardware Platform

Powerful New Powerful new hardware platform with 1GHz CPU engine, with an 8-fold increase in RAM.
Hardware Platform Increased flash memory, up to 8 GB, for storage and logging. Front panel LED's show port
connection status.

Wide Variety of 1U  Rackable, 1U models available in 4, 8, 16, 32 and 48 ports. All have dual power supplies and dual
Models Gigabit Ethernet LAN ports. Models are available with an optional built-in modem. At-the-rack
access includes RJ-45/serial, USB and KVM console.

Raritan.
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Powerful Serial
Processing Engine

Dual AC Power
Supplies

Dual DC Powered
Models

Dual Gigabit
Ethernet LAN on all
Models

Five USB Ports

Optional Telephone
Modem

Innovative Local
Console

The Dominion SX Il with its powerful hardware platform provides high-powered serial processing
for the most extreme use cases. Up to 10 users can simultaneously connect to a serial device
connected to a SX Il port. Up to 200 simultaneous user sessions are supported by a given SX Il
console server. Port configuration time is up to 23 times faster than the original SX. Connection
times are over 50 times faster.

All models have dual, 100-240 volt AC, auto-switching power supplies with automatic failover for
increased reliability.

Dual power and dual LAN, 8, 32 and 48 port DC powered models are available. These models
provide the same features, serial access and performance as the AC powered models.

Dual gigabit Ethernet LAN ports, which can be configured for simultaneous operation or
automatic failover. Dual stack IPv4 and IPv6 networking.

The Dominion SX Il has four USB 2.0 ports, three on the back panel and one on the front panel.
These are available for local keyboard/mouse, 3G/4G cellular modem and for automatic
configuration via USB drive. A USB 2.0 mini-B port is available for local laptop connection.

All models have the option for an internal, 56K telephone modem with RJ11 connection for
emergency access and disaster recovery.

The Dominion SX II's local console provides multiple ways for at-the-rack access. The console
includes a traditional RJ45 serial port, USB mini-B port, and even a DVI/USB KVM console.

Productive Serial-over-IP Access

Widest Variety of
Serial-over-IP Access

SSH/Telnet Client
Access

Web Browser Access

Convenient Direct
Port Access

Cellular and
Telephone Modem
Access

Innovative At-the-
Rack Access

Port Keyword
Monitoring and
Alerting

The Dominion SX Il supports the widest variety of serial-over-IP connections via SSH/Telnet
Clients, web-browser, CommandCenter, telephony modem, cellular modem and at-the-rack
access. This includes CLI, GUIl and multiple Direct Port Access methods.

SSH/Telnet client access from a desktop, laptop, or handheld device. Direct Port Access via SSH
Client using a username/port string syntax. Customer can upload, view and delete SSH keys for
greater security.

Web browser access via Dominion SX Il or CommandCenter user interfaces.

Convenient Direct Port Access methods via SSH, Telnet & HTTP. IP address and TCP port-based
access for Telnet and SSHv2 clients. Independent IP addresses or TCP port numbers can be
assigned to access each SX Il port. HTTPS-based direct access via URL. Com Port Redirection can
be supported for third-party software redirectors.

Optional external Cellular (3G/4G) modem and internal Telephone modem access for emergency
access, business continuity and disaster recovery.

With the Dominion SX Il, you get multiple types of local access at-the-rack. This includes: (1)
Traditional RJ45 serial port, (2) Mini-USB port for laptop connection, and (3) DVI & USB-based
KVM console for connection to a rackmount keyboard tray or even a KVM switch.

Users can define up to 14 keywords per port. The SX Il will scan the data coming from the port,
and if one of the keywords is detected, it will send an alert via SNMP or e-mail. Serial devices are
monitored, even when no user is connected! This results in faster notification that reduces Mean
Time to Repair (MTTR).

Raritan.
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Port Logging to
Syslog, NFS and Local
File

NFS Logging Features

SecureChat Instant
Messaging

Automatic Serial
Device Logoff

Port activity to and from serial devices can be logged to a Syslog server, Network File System
(NFS) server or locally to the SX Il device with up to 8 Gb of storage.

Allows logging of all user keystrokes and server/device responses to NFS server(s). Can even be
stored on the NFS server with user-defined encryption keys for greater security. Keep-alive
messages in the NFS log allow easy monitoring if the managed server/device goes down.

Allows for secure, instant messaging among SX Il users. Enables collaboration of distributed
users to increase their productivity, troubleshoot, reduce the time to resolve problems and for
training purposes.

Once a user is timed out for inactivity, a user defined "logoff" command can be sent to the
target. Improved security of user sessions results as serial sessions are automatically closed upon
time out and not left open for possible un-authorized access.

Comprehensive Serial Device Access

Over Ten Years of Serial The first generation Dominion SX has been serving customers for over ten years, with

Device Management

over 500,000 ports sold. This represents hundreds of millions of hours of operation
across a wide variety of serial devices.

Automatic DTE/DCE Serial  This feature allows for a straight Cat5 connections to Cisco equipment (and other

Port Detection

compatible devices), without rollover cables. It also means that a SX Il can replace the
first generation SX with its existing serial device connections.

Support for the Widest Supports the widest variety of serial equipment including: networking routers, Ethernet
Variety of Serial Devices switches, firewalls, UNIX/LINUX servers, Windows Servers, virtual hosts, rack PDU's, UPS

systems, telecom/wireless gear. Supports multiple operating systems including SUN®
Solaris, HP-UX, AlX, Linux®, Windows® Server 2012, and UNIX®.

Up to 230,400 Baud Serial  Supports operating speeds of 1,200 to 230,400 bits-per-second for serial connections.

Connections

Flexible Serial Port Options Flexible per-port serial options, including BPS, emulation, encoding, parity, flow control,

VT100/220/320/ANSI
support

stop bits, character and line delays, always-active connections and more. Can define an
exit command when the user times out, as well as enable an in-line menu for port
commands and power control.

Increased choice of terminal emulation options, allows support of a broader range of
devices. SX Il supports the following code-sets: US-ASCII (1SO 646); 1ISO 8859-1 (Latin-1);
ISO 8859-15 (Latin-9); UTF-8 and others.

Remote Power Control of Raritan rack PDU's (PX, PX2, PX3, RPC) can be connected to the Dominion SX Il for remote
Raritan PDU’s (With Power power control of the equipment connected to the PDU. Remote power control can be

Control Menu)

done via the SX Il GUI, SSH/Telnet Client or CommandCenter. Outlet associations can be
created for serial devices with multiple power supplies, such that these outlets can be
controlled with a single power command. The SX Il has "Control P" style menu
commands for power control available during a serial session.

Security - Encryption

Strong 256 Bit AES
Encryption

Raritan.
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The SX Il utilizes the Advanced Encryption Standard (AES) encryption for added security. 128-
and 256-bit AES encryption is available. AES is a U.S. government-approved cryptographic
algorithm that is recommended by the National Institute of Standards and Technology (NIST)
in the FIPS Standard 197.

11



Validated FIPS 140-2 For government, military and other high security applications, the Dominion SX Il utilizes a

Cryptographic Module validated FIPS 140-2 Cryptographic Module for enhanced encryption. Modules tested and
validated as conforming to FIPS 140-2 are accepted by federal agencies of the U.S. and
Canada for the protection of sensitive information.

Enhanced Encryption Support more encryption options: web-browser security through 256 and 128-bit SSL
Options encryption; for SSHv2 connections, AES and 3DES are supported (client-dependent).

Security - Authentication

External authentication Dominion SX Il integrates with industry-standard directory servers, such as Microsoft
with LDAP, Radius, TACACS Active Directory, using the LDAP, RADIUS and TACACS protocols. This allows Dominion SX
& Active Directory Il to use pre-existing username/password databases for security and convenience.

SecurelD is supported via RADIUS for added security.

Upload Customer-Provided Customers can upload to the Dominion SX Il digital certificates (self-signed or certificate

SSL Certificates authority provided) for enhanced authentication and secure communication.
Configurable Strong The Dominion SX Il has administrator-configurable, strong password checking to ensure
Password Checking that user-created passwords meet corporate and/or government standards and are

resistant to brute force hacking.

Configurable Security For government, military and other security-conscious customers requiring a security
Banner message before user login, the SX Il can display a user-configurable banner message and
require acceptance before user login.

SSH Client Certificate In addition to authentication via login/password, on the SSH interface users can be
Authentication authenticated via SSH certificates. Each local user can be assigned up to 500 SSH keys.
The key authentication takes the place of the login/password

Local Authentication with  In addition to external authentication, the Dominion SX Il supports local authentication.

Users, Groups and Administrators can define users and groups with customizable administration and port
Permissions access permissions.

Login and Password The SX Il includes multiple login and password security features including password
Security aging, idle timeout, user blocking and login limitations. Failed login attempts can be

result in lockouts and user deactivation.

SHA-2 Certificate Support Support for the more secure SHA-2 certificates.

Security - Networking

Dual Stack IP Networking — The Dominion SX Il provides dual-stack IP networking with simultaneous support of
IPv4 and IPv6 IPv4 and IPv6.
IPTables Firewall support Fully configurable "iptables" firewall support. User selectable and customizable system

security levels catering to wide range of security needs.

Selective Static Routing Supports connections between modem and LAN 1, modem and LAN 2 or LAN 1 and

Support LAN 2. This allows users to utilize two different networks (Public and Private) and
modem access to KVM or Ethernet controlled devices. When used with the firewall
function, secure access can be enabled.

Raritan.
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TCP/IP Port Management

Prevent Man In The Middle

Attacks

Modem Dial-Back Security

Rejects SSHv1 Requests

End User Experience

Multiple User Interfaces

Full Modern CLI - GUI
Equivalence

Broad Range of
Supported Browsers

International Language
Support

PC Share Mode

Can disable TELNET and SSH access if desired. Ability to change these ports in addition
to HTTP, HTTPS and discovery ports

Enhanced security of communication channels by using client and server SSL
certificates.

For enhanced security, Dominion SX supports modem dial-back.

Due to the many known security vulnerabilities of the SSHv1 protocol, the Dominion
SX will automatically reject SSHv1 connections.

The SX Il supports multiple user interfaces giving the user the freedom to use the interface
best suited for the job at hand. This includes remote access via Raritan or third party serial
client via CLI, Raritan graphical user interface (GUI), Admin-only GUI, at-the-rack access or
via CommandCenter. Convenient direct port access methods available.

Full CLI management and configuration, thereby allowing scripting of any command.
Offers broad range of browsers: Firefox, Safari, Internet Explorer, Chrome, Edge.

The web-based user interface supports English, Japanese and Chinese languages. The
Raritan Serial Console can support four languages: English, Japanese, Korean and Chinese
Up to ten users can connect and remotely access each connected serial device up to a

maximum of 200 serial sessions. Sharing feature is very useful for collaboration,
troubleshooting and training.

Easy to Install and Manage

Full CLI-based
Configuration and
Management

Automatic
Configuration via USB
Drive

Automatic
Configuration via TFTP
Server

Dominion-Compatible
Management

Easy to Install

Raritan.
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The SX Il offers complete CLI administration and management via SSH, Telnet and web-based
user interface. Two script-based automatic configuration methods are available for a fast
installation and for subsequent configuration changes.

The SX Il can be optionally configured via a CLI script on a USB drive connected to one of its
USB ports. This can be used for initial configuration or subsequent updates.

The SX Il can be optionally configured via a second method, i.e. via a CLI script contained in a
TFTP server. This can be used for initial configuration or subsequent updates. The TFTP server
address can be retrieved via DHCP or set by the administrator.

Dominion-compatible management features are available via a web-based user interface or
CLI. This includes Dominion-style User Management, Device Settings, Security, Maintenance,
Diagnostic and Help features. Firmware update via web browser without the use of an FTP
server.

Installation in minutes, with just a web browser, CLI or automatic configuration. Some

competitive products require burdensome editing of multiple files to complete a basic
installation.

13
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Configurable Event

Management and
Logging

The SX Il generates a large variety of device and user events including: device operation,
device management changes, security, user activity and user administration. These can be
selectively delivered to: SNMP, Syslog, email (SMTP) as well as stored on the SX Il in the audit

log. Support for SNMP v2 and v3,

Raritan CommandCenter® Management and Scalability

Raritan’s CommandCenter
Centralized Management

Manage Hundreds of Serial
Devices

Single IP Address for
Administration and Device
Connection

Bulk Firmware Upgrades

Remote Power Control via
CommandCenter Secure
Gateway

Like the rest of the Dominion series, Dominion SX Il features complete CommandCenter
Secure Gateway integration, allowing users to consolidate all Dominion SX Il and other
Raritan devices into a single logical system, accessible from a single IP address, and
under a single remote management interface.

When deployed with CommandCenter Secure Gateway, hundreds of Dominion SX ||
devices (and thousands of serial devices) can be centrally accessed and managed.

Administrators and users can connect to a single IP address via CommandCenter Secure
Gateway to manage the SX Il or access the attached serial devices. This connection can
be via web browser or through SSH. Option for SX Il at-the-rack access while under CC-
SG management.

Administrators can schedule firmware upgrades (and other operations) for multiple SX II
devices from CommandCenter.

CommandCenter supports remote power control of Raritan PX rack PDU’s connected to
serial ports on the Dominion SX II. For equipment with multiple power feeds, multiple
power outlets can be associated together to switch equipment on or off with a single
click of the mouse.
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SXITACCESS CHEntS. ..o vt e e e e e e e e e 16
1OS SUPPOIt. ot e e e e e e 17

Package Contents

Each SX Il ships as a fully-configured stand-alone product in a standard 1U 19" rackmount chassis.
The SX Il package includes -

e 1-SXIlappliance

e 1-Rackmount kit

e 2-AC power cords

e 1-Set of 4 rubber feet (for desktop use)
e 1-Warranty card

e 1-SXIIQuick Setup Guide
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SX Il Models

The following SX Il models are available.

Models with an M include an internal modem in addition to the standard features that are provided on
all SX Il models. For a list of standard features, see Features and Benefits (on page 9).

Model size, weight, temperature and other specifications are found in SX Il Dimensions and Physical

DSX2-4 and DSX2-4M - 4-port serial console server
DSX2-8 and DSX2-8M - 8-port serial console server
DSX2-16 and DSX2-16M - 16-port serial console server
DSX2-32 and DSX2-32M - 32-port serial console server
DSX2-48 and DSX2-48M - 48-port serial console server

Specifications (on page 200).

SX Il Appliance Diagram

Note the image shown here is an example, so it may be different from your model.

G}

Appliance diagram key

A AC power outlet(s) 1 and 2 with independent power on/off switches

B

C

Terminal port/console port
Admin Mini-USB port

Modem port (based on model)
3 USB ports

LAN1 and LAN2 ports

Server ports

DVI-D port

Reset button

22\

N
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Appliance diagram key
J USB port

K LED port indicators

L Power status

(Note SX Il 48 port models have their power status located above the front-panel USB port.)

Supported Serial Devices

e Routers
e LAN switches
e Rack PDUs

e Wireless modems
e Telecom modems
e Windows servers
e UNIX servers
® Linux servers
e Virtual hosts

e Firewalls

SX 1l Access Clients
HTML Serial Client (HSC)

HSC is the default client and will launch when you connect to a serial device. The HSC is an HTML-based,
Java-free Serial Client.

See HTML Serial Console (HSC) Help (on page 41)

Direct Port Access
Direct Port Access allows users to bypass having to use the SX II's Login dialog and Port Access page.

This feature also provides the ability to enter a username and password directly to proceed to the
target, if the username and password is not contained in the URL.

Command Line Interface (CLI)

Connect using CLI via SSH or Telnet.

See Command Line Interface Help for SX II

Admin-Only Interface

Access the Admin Client at: https://<SX2 IP/Hostname>/admin.

The Admin Client does not allow target access. Use the Admin Client to perform administrator functions
without using Java.

Raritan.
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All admin functions available in the Remote Console are available in the Admin-Only Interface.

iOS Support

SX Il supports iOS SSH apps, both with and without VPN, to allow users access via iOS mobile devices.

See Access SX Il Using an iOS Device (on page 29)

Raritan.
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Configure SX Il for the First Time

SX Il can be configured from the Remote Console or command line interface (CLI).

In This Chapter

Default Login Information. . ... i 18
Initial SX Il Configuration from the Remote Console. ....................... 18
Initial SX Il Configuration Using Command Line Interface (Optional)........... 19

Default Login Information

SX Il appliances are shipped with the following defaults. Use the defaults when you initially access SX II.

e |Paddress-192.168.0.192
e |Pnetmask-255.255.255.0
e Username - admin (all lowercase)

e Password-raritan (all lowercase)

Important: For backup and business continuity purposes, it is strongly
recommended you create a backup administrator username and password. Keep
the information in a secure location.

Initial SX Il Configuration from the Remote Console

1. After you have installed the SX Il at the rack, connect the power cord(s) between the power
connector on the SX Il and an external, AC or DC power source (depending on your model).

2. You can connect the second power connector to a backup power source.
Use the power cords that came with SX II.

| x
"

3. Connect an external modem to a USB port on the SX2 (optional). See Connect and Enable Global
Access to an External USB-Connected Broadband Modem (on page 108)Online Help

4. Connect vour target devices or other serially managed devices to the server ports on the SX II.
5 %

L

Use a standard Cat5 cable to connect your target device to an available port on the back of SX
II.

Note: Check the pin definition of the RJ45 port on the target. It should match the pin definition on SX II.

Or

If needed, connect a Raritan Nulling Serial Adapter to the serial port on your target, then plug a
standard Cat5 cable into the adapter. Connect the other end of the cable to an available port on
the back of SX II.

5. Flip the power switch(s) to turn SX Il on.

Raritan.
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Next, connect SX Il to your network and configure your network settings for the first time.

See Initial SX Il Configuration Using Command Line Interface (Optional) (on page 19) or Configure SX Il
Network Settings from the Remote Console.

Connect a Laptop to SX Il Using a Cross-Over Cable (Optional)

The first time you configure SX II, if you are connecting from the LAN port on laptop to the LAN1 port on
SX Il using a crossover cable, do the following -

. Use cross-over cable to connect between SX Il LAN1 and the laptop LAN port.
2. Set the Static IP of the LAN port that is connected to SX I1t0 192.168.0.191 and Network Mask
t0 255.255.255.0.
3. Launch your browser and access SX Il via 192.168.0.192.

Initial SX 1l Configuration Using Command Line Interface (Optional)

Ensure that the port settings (serial communication parameters) are configured as follows:

e Bits per Second (BPS) = 115200
e Data bits=8

e Parity = None

e Stop bits =1

e Flow Control = None

» To configure SX Il for the first time using CLI:

1. Connect to SX Il using any one of the following -

e Connect a computer to the Terminal port for serial console access.
e Connect a kevboard trav or KVM console to the DVI-D and USB ports.
x5
Ll

e Connect a laptop to the MiniUSB Admin port.

5,

The emulator interface opens once you are connected to SX Il. Press the Enter key on your keyboard.

When the Login prompt appears, enter the default username admin and password raritan.
Use all lowercase letters.

4. You are prompted to change the default password. When creating a password via CLlI, it cannot
begin with a space or end with a space. This does not apply to creating passwords in using the
Remote Console.

By default, the network is configured for a static IP address.
5. Atthe admin > prompt, enter config and at the next prompt enter network.

Raritan.
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6. Atthe admin > config > network > prompt, enter interface if lanl ipauto
none ip <ip address> mask <mask> gw <gateway ip address>

To use DHCP, enter interface if lanl ipauto dhcp

7. Give the device a name to help identify it.

Enter "name devicename <DSX2 name>".

Up to 32 characters are supported for the name. Spaces and special characters not supported.

8. Atthe admin > config > network prompt, enter quit to getinto upper menu admin >
config, then enter time.

9. Attheadmin > config > time > prompt, set the date and time on the SX II.
e Enter timezonelist and find the number code that corresponds to your time zone.
® Enterclock tz <timezone code> date <date string> time <time string>

where <timezone code> is the time zone code, <time string> is the current time in
"HH:MM:SS" format and <date string> is the current date in "YYYY-MM-DD" format
(quotes included, uses 24-hour time).

Example: clock tz 9 date "2015-08-15" time "09:22:33"
10. Enter top to return to the top level prompt.
11. Next, enter config and then enter ports at the next prompt.
You can now configure each server port that has a target device connected to it.
12. Enter config port then hit ? to see the port parameters.
For example:

config port 1 name ciscol700 bps 9600 parity odd flowcontrol none
emulation vt100

You can also use port ranges or the wildcard asterisk *, such as config port * bps
115200

This configures all ports for a communications speed of 115200 bps.
Or

config port 3-7 bps 115200

This configures ports 3 through 7 for 115200 bps.

Or

config port 1,2,7-9 bps 115200

This configures ports 1, 2, 7 through 9 for 115200 bps.

Repeat this step for each port with a device connected to it.

13. When done, enter top to return to the top level prompt.

Set Terminal Emulation on a Target

The setting for terminal emulation on SX Il is a property associated with the port settings for a particular
target device.

Ensure that the settings for terminal emulation in the client application, such as Telnet or SSH, are
capable of supporting the target device.

Ensure that the encoding in use on the host matches the encoding configured for the target device.
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For example, if the character set on a Sun™ Solaris™ server is set to ISO8859-1, the target device should
also be set to 1ISO8859-1.

Ensure that the terminal emulation on the target host connected to SX Il serial port is set to VT100,
VT220, VT320 or ANSI.

On most UNIX® systems, export TERM=vt100 (orvt220|vt320|ansi) setsthe preferred

terminal emulation type on the UNIX target device. So, if the terminal type setting on a HP-UX" server is
set to VT100, the Access Client should also be set to VT100.

Set the CLI Escape Sequence
The escape key sequence is user-configurable and can be configured per port.

The escape sequence is programmable per port because different target operating systems and host
applications may trap different escape key sequences.

Ensure the default escape sequence set on the SX Il server does not conflict with a key sequence
required by either the access application or the host operating system.

The console sub-mode should be displayed when the default escape key sequence #] is pressed.
Raritan recommends that you do not use [ or Ctrl-[. Either of these may cause unintended commands,

such as invoking the Escape Command unintentionally. This key sequence is also triggered by the arrow
keys on the keyboard.

Raritan.
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Access and Use Remote Console Features

The Remote Console is a browser-based interface accessed when you log in to SX Il via a network

connection. See. Log In to SX Il and HSC (on page 27)

Port Access

Cliick on the individual port name (o see alowabie operations.
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Administrator Functions in the Remote Console

Administrators perform SX Il configuration and maintenance functions from the Remote Console, such
as configuring network access, adding and managing users, managing device IP addresses and so on.

Administrators can also use a version of the Remote Console that does not include any target access.

See Log In to SX Il Admin-Only Interface (on page 29).

End User Functions in the Remote Console

From the Remote Console, end users access targets, change passwords and so on. End users can choose

HTML Serial Client. See HTML Serial Console (HSC) Help (on page 41)

Note that these functions can also be performed via command line interface.

In This Chapter

AllOW POP-UPS. . ottt e e e 23
Installinga Certificate. . ....... ..o it i e e 23
LogInto SXIland HSC. . .. ... i e e e e e 27
Security Warnings and Validation Messages. . ... ..o in i i i i 28
LogInto SX Il Admin-Only Interface. ......... ... . ... 29
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Access SX I Using an iOS Device. . ... oot e 29

Change Your Password from the Remote Console. .. ....................... 30
SX I POt ACCESS Page. . v vttt e e e e e e 31
SX Il Left Panel. ... ..o e 32
Port Action Menu Options - Connect, Disconnect, Power On, Power Off and Power
CYClE TargetS. o ottt e e e 33
Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off and
PoWer Cycle Targets. . oo vttt et e et e e 37
HTML Serial Console (HSC) Help. . . ... oo e 41
Allow Pop-Ups

Regardless of the browser you are using, you must allow pop-ups in order to launch the SX Il Remote
Console.

Installing a Certificate

You may be prompted by the browser to accept and validate the SX II's SSL certificate.

Depending on your browser and security settings, additional security warnings may be displayed when
you log in to SX II.

It is necessary to accept these warnings to launch the SX Il Remote Console. For more information, see
Security Warnings and Validation Messages.

Two sample methods on how to install an SSL Certificate in the browser are provided here. Specific

methods and steps depend on your browser and operating system. See your browser and operating
system help for details.

Example 1: Import the Certificate into the Browser

In this example, you import the Certificate into the browser.
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Open a browser, then log in to SX II.
Click More Information on the first warning.
Click View Certificate Details on the More Information dialog. You are prompted to install the
certificate. Follow the wizard steps.
Note: If you are not prompted by the browser, manually select the Settings or Options for your browser,
and import the certificate. The following example shows the IE > Tools > Internet Options method.
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1. Click the Content tab.
2. Click Certificates.
The Certificate Import Wizard opens and walks you through each step.
¢ File to Import - Browse to locate the Certificate
e Certificate Store - Select the location to store the Certificate
3. Click Finish on the last step of the Wizard.
The Certificate is imported. Close the success message.
4. Click OK on the Internet Options dialog to apply the changes, then close and reopen the browser.

Example 2: Add the SX Il to Trusted Sites and Import the
Certificate

In this example, the SX II's URL is added as a Trusted Site, and the Self Signed Certificate is added as part
of the process.
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Open an IE browser, then select Tools > Internet Options to open the Internet Options dialog
Click the Security tab.

Click on Trusted Sites.

Disable Protected Mode, and accept any warnings.

Click Sites to open the Trusted Sites dialog.

Enter the SX Il URL, then click Add.

Deselect server verification for the zone (if applicable).
Click Close.

Click OK on the Internet Options dialog to apply the changes, then close and reopen the browser.

W e N LR WN R

Next, import the Certificate.

[ More tntormation )

(I The certificate used to identfy the website & not trusted. The reasons
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The certificate Authority that issued the certificate is not trusted.
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Open an IE browser, then log in to SX II.
Click More Information on the first Java™ security warning.

Click View Certificate Details on the More Information dialog. You are prompted to install the
certificate. Follow the wizard steps.

For details see, Example 1: Import the Certificate into the Browser (on page 23).

Converting a Binary Certificate to a Base64-Encoded DER
Certificate (Optional)

SX Il requires an SSL certificate in either Base64-Encoded DER format or PEM format.

If you are using an SSL certificate in binary format, you cannot install it.

However, you can convert your binary SSL certificate.

g0

Gereral | Detals ‘*m@m
Shove; | Al -
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_vermon V3 L
. (Serl rurmber DceTeQes 178346 feles.., |
. Signature slgorithm sha 1RG5
_ | Sgrature: hash algorithm #al
ey DegeCert Assured D Root CA, ...
'rdd friom Thursday, Movember 03, 2005,
. isbd b Sunday, Nowember 09, 2031 7...
€ ot Pl b ot s 1% Db b
| EdtPropertes.., | | Copy toFle...
Learn more aboud ceriooate celads

1. Locate the DEGHKVMOO0O1.cer binary file on your Windows machine.
Double-click on the DEGHKVMO0001.cer file to open its Certificate dialog.
2. Click the Detail tab.

3. Click "Copy to File...".
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5. Select "Base-64 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a Base-64 encoded X.509.

You can now install the certificate on your SX II.

Log In to SX Il and HSC

This login procedure gives you access to the default HTML Serial Client (HSC) for target connections.
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1. Launch a supported web browser.
2. Enter the SX Il HTTP, HTTPS or DNS address provided to you by your Administrator.

Note: You are always redirected to the IP address from HTTP to HTTPS.

3. Enter your username and password, then click Login.
4. Accept the user agreement (if applicable).

5. If security warnings appear, accept and/or allow access.

Security Warnings and Validation Messages

When logging in to SX Il, security warnings and application validation messages may appear. It is based
on your browser and security settings: See Additional Security Warnings (on page 29)

Java Validation and Access Warning

When logging in to SX Il using the Java-based client, Java prompts you to validate SX II, and to allow
access to the application.

Installing an SSL certificate in each SX Il device is recommended to reduce Java warnings, and enhance
security.

See SSL and TLS Certificates (on page 134)
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Additional Security Warnings

Even after an SSL certificate is installed in the SX Il, depending on your browser and security settings,
additional security warnings may be displayed when you log in to SX II.

It is necessary to accept these warnings to launch the SX Il Remote Console.

Reduce the number of warning messages during subsequent log ins by checking the following options
on the security and certificate warning messages:

e Inthe future, do not show this warning

e Always trust content from this publisher

Log In to SX Il Admin-Only Interface

You cannot connect to targets using the admin-only interface.

1. Launch a supported web browser.

2. Enterthe SXII HTTP, HTTPS or DNS address provided to you by your Administrator, followed by /
admin. For example: IP Address/admin

Note: You are always redirected to the IP address from HTTP to HTTPS.

3. Enter your username and password, then click Login.
4. Accept the user agreement (if applicable).
5. If security warnings appear, accept and/or allow access.

Access SX Il Using an iOS Device

You can access SX Il using your iOS device when certificates are properly installed on the device. iOS
requires that the certificate and all certificates in the certificate chain be installed on the device to
connect properly. This can be done by emailing the certificates to the iOS device. When all certificates
are installed, the Profile will be listed as Verified. If the profile is "Not Verified" for any reason, or if the
certificate is not signed with the IP or DNS entry used to connect to the SX II, the connection will fail.

The following procedure shows how to generate and install valid certificates with openssl.

» To access SX Il using an iOS device:

1. Create a simple CA.
openssl genresa -out localCA.key 2048

openssl req -x509 -sha256 -new -key localCA.key -out localCA.cer -days
356 -subj /CN="Local CA"

2. Generate key,CSR, and cer for SX II.
openssl genrsa -out sx2.key 2048
openssl req -new -out sx2.req -key sx2.key -subj /CN=<SX IP ADDRESS>
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openssl x509 -req -sha256 -in sx2.reqg -out sx2.cer -CAkey localCA.key
-CA localCA.cer -days 355 -CAcreateserial -CAserial serial

3.

O N w

Email the localCA.cer and sx2.cer files created to an email account that can be opened on the 10S
device.

Open the email through the iOS device mail app and click on the localCA.cer to install the certificate.
Follow prompts and trust the certificate.

Repeat for the sx2.cer.
Install the sx2.key and then the sx2.cer onto the SX Il
Reboot the SX II.

Use any browser on the iOS device to connect to the SX Il. If there is any error in the certificate or it
is not trusted, the javascript client will immediately disconnect when attempting to connect.

Change Your Password from the Remote Console

Note: You can also update passwords using command line interface. See Change Your Password Using
CLI (on page 164).

To change your password, open the Change Password page by selecting User Management > Change
Password.

A confirmation that the password was successfully changed is displayed after you change it.

If strong passwords are in use, this page displays information about the format required for the
passwords.

For more information, see Strong Passwords.

Port Access | Power
[[Home > Uses Management > Change Password

Change Password

Qld Password
MNew Password

Confirm New Passward

OK| [ Cancel

Important: If the administrator password is forgotten, SX II must be reset to the
factory default from the Reset button on the rear panel and the initial configuration
tasks must be performed again.
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SX Il Port Access Page

After a successful login, the Port Access page opens listing all ports along with their status and
availability.

Note that target access is not enabled in the Admin-Only Interface version of the Remote Console.

Port Access
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Ports are numbered from 1 up to the total number of ports available for the SX II. For example, Port_1 -
Port_48, Port_1 - Port_32.

"SerialPort"_"Port #" are what make up the default name the physical port until a name is configured
for the port. Once a name is designated for a port, the name stays with the port until the name is edited
or SX Il is factory reset.

Port type includes:

e Auto - No target connected
e DTE - DCE target is connected or this port is forced to be configured as DTE.
e DCE - DTE target is connected or this port is forced to be configured as DCE.

Sort by Port Number, Port Name, Status (Up and Down), and Availability (Idle, Connected, Busy,
Unavailable, and Connecting) by clicking on the column heading.

Click on any port that listed and marked as Available to open its Port Action menu so you can then
manage the target. For more information, see Port Action Menu Options - Connect, Disconnect, Power
On, Power Off and Power Cycle Targets (on page 33).

Note that in the Remote Console, you can also quickly access a powerstrip's page from the Port Access
page by clicking on the Powerstrip link in the Type column.
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SX Il Left Panel

The left panel contains the following information.

Note that some information is conditional - meaning it is displayed based on your role, features being
used and so on. Conditional information is noted here.

Information Description Displayed when?
Time & Session The date and time the current session started Always
User Username Always
State The current state of the application, either idle or active. Always

If idle, the application tracks and displays the amount time the session
has been idle.

Your IP The IP address used to access SX II. Always
Last Login The last login date and time. Always
Under CC-SG The IP address of the CC-SG device managing the SX II. When SX Il is being
Management managed by CC-SG.
Device Information Information specific to the SX Il you are using. Always
Device Name Name assigned to the SX |l you are accessing. Always
IP Address The IP address of the SX Il you are accessing. Always
Firmware Current version of firmware installing on the SX II. Always
Device Model The model of the SX Il you are accessing. Always
Network LAN1, or LAN1 and LAN?2 if you are in dual LAN mode. Always
Powerinl Status of the power 1 outlet connection. Either on or off, or Auto-detect  Always
off
PowerIn2 Status of the power 2 outlet connection. Either on or off, or Auto-detect  Always
off
Port States The statuses of the ports being used by SX Il - up, down, idle. Always
Connected Users The users, identified by their username and IP address, who are currently = Always

connected to SX II.

Online Help Links to online help. Always
FIPS Mode FIPS Mode: EnabledSSL Certificate: FIPS Mode Compliant When FIPS is
enabled
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Port Action Menu Options - Connect, Disconnect, Power On, Power Off and Power
Cycle Targets

Once you log in to SX Il via a web browser, the SX Il Port Access page displays. For more information on
the Port page, see SX Il Port Access Page (on page 31).

From the Port Access page, use the Port Action menu to connect, disconnect, or control power of
targets and power strips that are connected to SX II.

Once connected, you can manage a target with Serial Client, HSC See: HTML Serial Console (HSC) Help
(on page 41)

Note that you must have permissions to a target or power strip in order to access it.

» To access the Port Action menu for a target or power strip:

1. Hover your mouse over a target's port name in the list and click on your mouse.
The Port Action menu appears.

Note that only currently available options, depending on the port's status and availability, are
listed in the Port Action menu.

2. Choose the desired menu option for that port to execute it.

e Connect to a Target (on page 34)

e Disconnect from a Target (on page 35)

e Power On a Target (on page 35)

Power Off a Target (on page 36)

Power Cycle a Target (on page 36)

I é-"'.*"q-'F'eﬂ

Port Access

€ individual port name to se¢ allowable operations.

& Fort 2
& Saral Pod 5 AUTO
¢ Hew_Power_Cabie ALTO

You can then connect using the Serial Client. When you connect to a target, the serial client opensin a
new window. This screenshot shows an HSC connection.
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@ Raritan HTML Serial Console - 192.168.61.142 (1) - Mozilla Flfe‘.'u_x | (5

b 192.16861.17

EMULATOR EDIT POWER HELP

Alternatively, you can connect via Direct Port Access, if SX Il is configured for Direct Port Access.

Note that you can also connect to targets via command line interface. See Connect to Targets Using CLI -
Connect, Disconnect, Power On, Power Off and Power Cycle Targets (on page 37).

Connect to a Target

Creates a new connection to the target device.
From the SX Il Remote Console, HSC opens in a new window and you manage the target from there.
If you are connected to the SX Il from the Local Console port, you access the target via command line

interface. See Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off and Power
Cycle Targets (on page 37).

Port Access

Click on the individual port name to see allowable operations.

1 - brial Port 1 "— RUTO down idie

2 senal Port 2 DCE up idie
3 Senal Port 3 AUTO down idie
4 Senal Port 4 AUTO down idle
b Senal Port 5 AUTO chowm idie
G Senal Port 6 AUTO down idle
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Disconnect from a Target

Once connected to a target, the Disconnect menu option is available in the Port Action menu.

Clicking on the Disconnect option disconnects from a target, and closes the HSC window. You can also
click the X icon on the window or use the Exit menu option.

See Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off and Power Cycle Targets
(on page 37).

Port Access
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Power On a Target

Power on the target from the Remote Console through the associated outlet.

This option is visible only when there are one or more power associations to the target, and when you
have permission to manage the target's power.

You can also perform these actions through HSC, and command line interface. See HTML Serial Console
(HSC) Help (on page 41), and Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off
and Power Cycle Targets (on page 37).

F!Ul"l AcCoBsS
| Connect
'!! o M videnal port name 1o Sed alowalie operanons.
B PowerOff Trpe e Avaiabity
B [ Power Cycle boE 128 =
| Z Sl Pown 2 ALITS ot =2
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Power Off a Target

Power off the target through the associated outlet.
This option is visible only when -

e there are one or more power associations to the target or power strip
¢ you have permission to manage the power

You can also perform these actions through HSC, and command line interface. See HTML Serial Console
(HSC) Help (on page 41), and Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off
and Power Cycle Targets (on page 37).

Port Access
| Connisct
Tal port name [ 288 AN0WEDNE DDeraIiWIS

Chch Pouar On

ALTO =] 2 ]

Power Cycle a Target

Power cycling allows you to turn a target off and then back on through the outlet it is plugged into.

This option is visible only when -

e The power strip is connected to SX Il and configured properly.
e There are one or more power associations to the target.
* You have permission to manage the power.

You can also perform these actions through HSC, and command line interface. See HTML Serial Console
(HSC) Help (on page 41), and Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off
and Power Cycle Targets (on page 37).
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Port Access

| Connct
1 Power On
Power Off

vidual port e i See alfiowable operations,

Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off and Power
Cycle Targets

Before connecting to a target, the terminal emulation and escape sequence must be configured. See Set
Terminal Emulation on a Target (on page 20) and Set the CLI Escape Sequence (on page 21).

Connect the SX II While at the Rack

While at the rack, do one of the following depending on your needs -

e Connect a computer to the Terminal port with a CAT-5 cable and Raritan Adapter ASCSDB9YF.

L

e Connect a kevboard trav or KVM console to the DVI-D and USB ports.
&

g

e Connect a laptop to the Mini-USB Admin port.

@
A

Note that connecting to the SX Il Local Console via the Local port is an independent access path to each
connected target device.

Video Resolution

The default, Local Console port video resolution is 1024x768@60.

By default, monitors are typically set to the highest resolution they support.

Once a monitor is connected to the SX Il Local Port DVI, SX Il retrieves EDID information from the
monitor, including its native, preferred resolution. SX Il uses the monitor's preferred, native resolution

as long as it is a resolution that SX Il supports. If it is not, SX |l switches to a resolution it supports and
that most closely matches the monitor's resolution.
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For example, if a monitor with a native resolution of 2048x1600@60Hz is connected to SX II, SX I
detects that it is not an SX Il supported resolution and selects a resolution it does support, such as
1280x1024@60Hz.

Note that you can connect to targets using the Remote Console and manage them using HTML serial
console. See HTML Serial Console (HSC) Help (on page 41) and Port Action Menu Options - Connect,
Disconnect, Power On, Power Off and Power Cycle Targets (on page 33) .

Connect Commands

Connect to a port using port number or port name. Use double quotes around port names that contain
space symbols. For example: "Serial Port 1".

admin > connect <port number>

OR

admin > connect <port name>

Port Sub-Menu Commands
The port sub-menu can be reached using the escape key sequence.

Clear history buffer for this port.

admin > [portname] > clearhistory

Close this target connection. When a target is disconnected, the appropriate disconnect message
appears.

admin > [portname] > close, quit, g

Display the history buffer for this port.

admin > [portname] > gethistory

Get write access for the port.

admin > [portname] > getwrite

Return to the target session.

admin > [portname] > return
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Send a break to the connected target.

admin > [portname] > sendbreak

Lock write access to this port.

admin > [portname] > writelock

Unlock write access to this port.

admin > [portname] > writeunlock

Query Power status of this port.

admin > [portname] > powerstatus

Toggle Power On/Off of this port.

admin > [portname] > powertoggle

Power on the target.

admin > [portname] > poweron

Power off the target.

admin > [portname] > poweroff

Power cycle the target.

admin > [portname] > powercycle

Command Line Interface Protocols

e SSH (Secure Shell) via IP connection
e Telnet via IP connection
e Local Console via the Local Port and Mini-USB port

e Terminal port

If SX Il has an internal modem and console mode is enabled, the modem interface can also be accessed
from CLI.
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Many SSH/TELNET applications are available such as PuTTY, SSH Client and OpenSSH Client. These can
be located and downloaded from the Internet.

Command Line Interface Partial Searches

Enter the first few characters of command and press the Tab key on your keyboard in order to locate a
specific command.

The command line interface (CLI) completes the entry if the characters form an exact match.

For example entering

admin > Config > us

and then pressing the Tab key, returns the result users.

If an exact match is not found, all of the commands at the same level the CLI hierarchy that are potential
matches are listed.

For example, entering

admin > Config > User > add

and then pressing the Tab key, returns results for addgroup and adduser.

If needed, enter additional text to make the entry unique and press the Tab key to complete the entry.
Alternatively, use a command from the list.

Command Line Interface Tips

e When commands are displayed as a list, they are in alphabetical order.
e Commands are not case sensitive.
e Commands without arguments default to show current settings for the command.

e A command's parameters are usually parameter-value pairs in which the parameter name is
followed by a space and the value.

e Typing a question mark ( ? ) after a command displays help specific to the command.

Command Line Interface Shortcuts

e Press the Up arrow key to display the last entry.

e Press Backspace to delete the last character typed.

e Press Ctrl + C to terminate a command or cancel a command if you typed the wrong parameters.
e Press Enter on your keyboard to execute the command.

e Press Tab on your keyboard to complete a command. Tab also completes parameters and values (if
the value is part of an enumerated set).
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Command Line Interface High-Level Commands

The CLI is menu based. Some commands move to a menu with a different command set.
The following common commands can be used at all levels of the command line interface (CLI):

e top - Returnto the top level of the CLI hierarchy, or the username prompt.
e history - Displays the last 200 commands the user entered into the SX Il CLI.
e logout - Logsthe user out of the current session.

e quit - Moves the user back one level in the CLI hierarchy.

e help - Displaysan overview of the CLI syntax.

HTML Serial Console (HSC) Help

You can connect to serial targets using HSC. HSC is supported with several Raritan products that offer
serial connections. Not all products support all HSC features. Differences are noted.

Raritan HTML Serial Console : DSAM3I ... — B >

M https//192.168.59.100/hs js/hsc_js html?port

EMULATOR EDIT TOOLS POWER HELP

Emulator

IMPORTANT: HSC sessions are affected by the SX II Idle Timeout.

If you have not changed the SX II Idle Timeout setting from the default, your
session could be closed automatically if it exceeds the Idle Timeout period.

Change the default Idle Timeout setting and then launch the HSC. See Login
Limitations (on page 125) for details on changing the Idle Timeout setting.
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Access Emulator Options
1. Select the Emulator drop-down menu to display a list of options.

EMULATOR EDIT TOOLS POWER HELP
Settings L !
Get History

Clear History

Get Write Lock
Write Unlock
Send Break
Reset Port

Connected Users...

Settings

Note:

KX3 administrators can set Terminal emulation settings in Setup > Serial Port Configuration.

KX4-101 administrators can set terminal emulation settings in DSAM Serial Ports > Settings.

SX2 administrators can set terminal emulation settings in Device Settings > Port Configuration.

1. Choose Emulator > Settings. The Terminal Properties dialog displays the default settings.
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Terminal Properties

Columns BO Rows: 25
Foreground: [ ]~ Background: ||| -

Font size 11 Scrofllback: 1000
Encoding: |utf-B “|Language English ~

Backspace Sends: | Delete v

OK Cancel Reset

Set the terminal size by selecting the number of Columns and Rows. Default is 80 by 25.
Set the Foreground and Background colors. Default is white on black.
Set the Font size. Default is 11.

Set the Scrollback number to indicate the number of lines available for scrolling.

ok wnN

Choose one of the following from the Encoding drop-down menu:
e UTF-8
e 8-bit ascii
e |SO-8859-1
e |SO-8859-15
e Shift-JIS
e EUC-JP
e EUC-KR
7. Choose one of the following from the Language drop-down menu:
e English
® Japanese

e Korean

Chinese

Bulgarian

8. The Backspace Sends default is ASCII DEL, or you can choose Control-H from the Backspace Sends
drop-down menu.

9. Click OK to save. If you changed the Language setting, the HSC changes to that language when the
Display Settings window is closed.

The emulator settings are saved on a per port basis in the browser used for HSC, so make sure your
browser is not set to delete history on exit.

Get History
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History information can be useful when debugging, troubleshooting, or administering a target device.
The Get History feature:

e Allows you to view the recent history of console sessions by displaying the console messages to and
from the target device.

e Displays up to 512KB of recent console message history. This allows a user to see target device
events over time.

When the size limit is reached, the text wraps, overwriting the oldest data with the newest.

Notes: History data is displayed only to the user who requested the history.

To view the Session History, choose Emulator > Get History.

Clear History
e To clear the history, choose Emulator > Clear History.

Get Write Access

Only users with permissions to the port get Write Access. The user with Write Access can send
commands to the target device. Write Access can be transferred among users working in the HSC via the
Get Write Access command.

To enable Write Access, choose Emulator > Click Get Write Access.

® You now have Write Access to the target device.
e When another user assumes Write Access from you:
e The HSC displays a red block icon before Write Access in the status bar.

* A message appears to the user who currently has Write Access, alerting that user that another
user has taken over access to the console.

Get Write Lock

Write lock prevents other users from taking the write access while you are using it.

1. To get write lock, choose Emulator > Get Write Lock.

2. If Get Write Lock is not available, a request rejected message appears.

Write Unlock

To get Write Unlock, choose Emulator > Write Unlock.

Send Break

Some target systems such as Sun Solaris servers require the transmission of a null character (Break) to
generate the OK prompt. This is equivalent to issuing a STOP-A from the Sun keyboard.

Only users with Write Access privileges can send a break.

To send an intentional “break” to a Sun Solaris server:
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1. Verify that you have Write Access. If not, follow the instructions in the previous section to obtain
write access.

Choose Emulator > Send Break. A Send Break Ack (Acknowledgement) message appears.
Click OK.

Reset Port

Reset Port resets the physical serial port on the SX2 and re-initializes it to the configured values
regarding bps/bits, and so on.

Connected Users

The Connected Users command allows you to view a list of other users who are currently connected on
the same port.

1. Choose Emulator > Connected Users.

User List

o admin
System: Auto Naming

OK

2. Astar appears in the Write column for the User who has Write Access to the console.

Exit
1. Choose Emulator > Exit to close the HSC.

Copy and Paste and Copy All

Data on the current visible page can be selected for copying. Copy and Paste are accessible in the HSC
by right click in the terminal window. Select Copy or Paste in the context menu that appears.

To copy all text, use the Copy All option in the Edit menu.

If you need to paste a large amount of data, it is better to save the data in a file and use the Send a Text
File function. Pasting a large amount of data in a browser windows can cause the browser to hang as it
processes the data. See Send Text File (on page 46).

When pasting data to a port, the end of a line is sent as a carriage return.

The Cut option on the right-click menu is disabled.

Do not use the Delete option that appears in the right-click menu of IE and some versions of Firefox.
This Delete option will remove display lines entirely from the emulator window.
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» Browser-specific behaviors

When copying from IE or Edge browsers, there are no end of line characters in the copied data. The
pasted data appears to be all in one line and contains many spaces. When pasting back into a HSC
window, the data may appear to be misaligned, but the data is complete.

Send Text File

1. Select Edit> Send Text File.
2. Inthe Send Text File dialog, click Browse to find the text file.
3. Click OK.
e When you click OK, the selected file sends directly to the port.

e If there is currently no target connected, nothing is visible on the screen.

Send Text File

Choose File | No file chosen

That P Dol SaralTent
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» Note, if you are using a Mac® and/or Safari®, do the following in order to use this feature:

In Safari, select Preferences.

Under the Security tab, select "Manage Website Settings"
Click on the SX Il website.

Select "Run in unsafe mode" from the drop-down box.

vk wN e

Restart Safari.
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Tools: Start and Stop Logging

The Tools menu contains options for creating a data history file and downloading it.

1. Choose Tools > Start Logging to start the storage of serial port data in memory.

2. Click Stop Logging to save the log file. A pop up message appears with a download link. Click to
download the memory buffer into a text file.

EMULATOR EDIT TOOLS POWER HELP

Successfully Conmected!

Save Log File

Click Here to Download

OK

Write Access  Encoding: utf-8  Term Size: 80 x 25

Power Status

Power Status in HSC shows the status of the outlet the target is plugged into.

1. Choose Power > Power Status.
2. The Notification dialog shows the status of the outlet as ON or OFF.
Status may also show no associated outlet, or no power permission to the port.

Notification

192.168.61.142(1) Power
Status : Off

OK
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£ Notification

Port has no associated
outlets, or user does not

have power permission on
this port.

Power on a Target

Use this option to power on a target from HSC.

This option is visible only when there are one or more power associations to the target, and when you
have permission to manage the target's power.

1. Select Power> Power On.
2. Click OK in the success message.

Notification

Power operation succeeded.

OK

Power Off a Target

Use this option to power off a target from HSC.

This option is visible only when there are one or more power associations to the target, and when you
have permission to manage the target's power.

1. Select Power> Power Off.
2. Click OK in the success message.
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Notification

Power operation succeeded.

OK

Power Cycle a Target

Power cycling allows you to turn a target off and then back on through the outlet it is plugged into.
This option is visible only when -

e there are one or more power associations to the target

e the target is already powered on (the port status us Up)

e you have permission to manage the target's power
Choose Power> Power Cycle.

2. Click OK in the success message.

Browser Tips for HSC

Some browsers have limitations that affect HSC.

e In Chrome, disable the background throttling to prevent background tabs from disconnecting after a
certain amount of time. Go to chrome://flags, then search for "throttle". Set "Throttle Javascript
timers in backgound" and "Calculate window occlusion on Windows" to "Disabled". Restart chrome
to apply settings.

e Browser option to select certificate for authentication displayed on Edge and Chrome after session
is idle for about 5 minutes, due to internal browser SSL caching and timeouts. If certificate is
selected promptly, reconnection is successful. With longer idle times, authentication is not
successful, and the browser should be restarted to reconnect. Issue is not observed in Firefox or |IE
11.

e Internet Explorer has an internal limitation on the number of websockets that are allowed to be
created to a single server (6). This can be changed by modifying a registry variable as shown here :
https://msdn.microsoft.com/en-us/library/ee330736(v=vs.85).aspx#websocket_maxconn.

e Internet Explorer 11,and Safari have a limitation when connecting to IPv6 devices. Using the
numerical URL will not work when it attempts to establish a websocket connection. In these
browsers, use the device hostname or literal IPv6 as UNC to connect to the SX Il. See https://
en.wikipedia.org/wiki/IPv6_addresstlLiteral_IPv6_addresses_in_UNC_path_names

e When using HSC in 10S Safari, the keyboard may not appear in some pages if the "request desktop
website" setting is enabled. To change the setting, go to Settings > Safari >Request Desktop Website,
then make sure All Websites is not selected, and the device address is not selected. You can also set
this per address by clicking the "aA" in Safari's URL pane when connected to the HSC port, then
select "Website Settings" and make sure that "Request Desktop Website" is not selected.

Raritan.

A brand of Ellegrand

49



50

SX Il Administration

This help contains information on tasks typically performed by Administrators, such as managing user
groups and users, managing authentication and security, configuring network settings and so on.

Note that the same tasks can be performed from the Remote Console, the Admin Client or command
line interface (CLI), so this section is divided into a Remote Console and CLI section.

In This Chapter

Administering SX Il from the Remote Console and Admin-Only Interface. . ..... 50
Administering SX Il Using command line interface. . ....................... 163

Administering SX Il from the Remote Console and Admin-Only Interface

This section is specific to tasks performed in the SX Il Remote Console, including the Admin-Only
Interface

For information on performing tasks using command line interface, see Administering SX Il Using
command line interface (on page 163).

Configure Power Strips from the Remote Console

You can control Raritan PX rack PDU outlets (power strips) and Baytech rack PDU power strip outlets
that are connected to SX II.

For details on how to connect a PX to SX Il, see Connect and Configure a Rack PDU (Powerstrip) (on page
53).

Once connected to SX Il, the rack PDU and its outlets can be configured.

Configure power strips from the Remote Console as shown here, or using command line interface. See
Configure Power Strips Using CLI (on page 164).

Note that in the Remote Console, you can also quickly access a powerstrip's page from the Port Access
page by clicking on the Powerstrip link in the Type column.

If no power strips are connected to SX Il, a message stating "No power strips found" is displayed in the
Powerstrip Device section of page.

If power strips are down or cannot be reached, the message "Cannot communicate with power strip or
outlet number not match, please check!" is displayed on the page in red.
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All of the power strips you have permissions to access and that are connected to SX Il are listed in the
Powerstrip drop-down.

Information about the currently selected power strip is displayed under the Powerstrip drop-down -

* Name

e Model

e Temperature

e Current Amps

e Maximum Amps
e \Voltage

® Powerin Watts

e Power in Volts Ampere

tow Cossitbrpl Mandrpd \Vstags Powerlsiies Frabriein
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The currently selected powerstrip's outlet names, their current state, and their associated ports, if
applicable, are displayed below the powerstrip information.

Use the On, Off and Cycle buttons on the page to control each of the powerstrip's outlets.

Select another powerstrip from the drop-down to view its information and control its outlets.
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Control Powerstrip Outlets
» To turn an outlet on:

1. From the Powerstrip drop-down, select the rack PDU (power strip) you want to turn on.
2. Click On next to the outlet you want to power on.

3. Click OK to close the Power On confirmation dialog. The outlet will be turned on and its state will be
displayed as 'on'.

» To turn an outlet off:

1. Click Off next to the outlet you want to power off.

2. Click OK on the Power Off confirmation dialog. The outlet will be turned off and its state will be
displayed as 'off".

» To cycle the power of an outlet:

1. Click Cycle next to the outlet you want to cycle. The Power Cycle Port dialog opens.
2. Click OK. The outlet then cycles (note that this may take a few seconds).

3. Once the cycling is complete a dialog will open. Click OK to close the dialog.

Specify Power Cycle Duration

To specify the duration between powering an outlet off and on when the cycle command is given, enter
it in the "Power Cycle Duration (5-300 seconds)" field and select Set.

Note: If you are connecting a PX to SX II, it is recommended you set the power cycle time to 5 seconds.
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Connect and Configure a Rack PDU (Powerstrip)

SX Il allows you to connect rack PDUs (power strips) to SX Il ports. You must configure these ports as
power port via the SX Il Port Configuration page.

A special Raritan cable or CSCSPCS -1 Rev.0C adapter is required to connect an SX Il port to the Feature
port of rack PDU.

Important: When configuring your PDU, make sure the Feature port setting is "Power CIM".

Only Raritan rack PDUs are supported.

Configure an SX Il port as power port.

On the Port Configuration page, click the port connected to power strip to open its Port Edit page.
Change the port type from "Serial" to "Power Strip".

change the port name, if needed.

Click OK. SX Il attempts to communicate with the power strip. If communication is successful, the
port is configured as a power port.

vk wNoe

Note: If the power strip is in not in support mode, a communication failure occurs. Update the power
strip to support mode from the power strip application, then configure the port in SX Il again..

6. Once a port is configured as power port, you can change outlet names on the Port Edit page, as well.
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Remove a Power Association

When disconnecting target servers and/or rack PDUs from the device, all power associations should first
be deleted. When a target has been associated with a rack PDU and the target is removed from the
device, the power association remains. When this occurs, you are not able to access the Port
Configuration for that disconnected target server in Device Settings so that the power association can
be properly remove.

To remove a rack PDU association:

Select the appropriate rack PDU from the Power Strip Name drop-down list.

For that rack PDU, select the appropriate outlet from the Outlet Name drop-down list.

From the Outlet Name drop-down list, select None.

Click OK. That rack PDU/outlet association is removed and a confirmation message is displayed.

W N e

» To remove a rack PDU association if the rack PDU has been removed from the target:

1. Click Device Settings > Port Configuration and then click on the active target.

2. Associate the active target to the disconnected power port. This will break the disconnected target's
power association.

3. Finally, associate the active target to the correct power port.

Configure and Manage Users and Groups from the Remote
Console

Note: These functions can also be performed using command line interface. See Configure and Manage
Users and User Groups Using CLI (on page 165).

SX Il stores an internal list of all user profiles and user groups.

User profiles and groups are used to determine access authorization and permissions. This information
is stored internally. User passwords are stored in an encrypted format.

SX Il allows the administrator to define groups with common permissions and attributes. They can then
add users to the groups, and each user takes the attributes and permissions of that group.

Since the group permissions are applied to each individual in the group, permissions do not have to be
applied to each user separately. This reduces the time to configure users.

For example, create a group called Modem Access that has permission to manage modems. Each user
assigned to the Modem Access group can then manage the modem function; you do not have to assign
each user a separate permission.

View a List of Users
e C(Click User Management > User List.

The User List page shows every user profile created to date, and for each one, lists:
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e Username
e Full name

e User group

User List

sgmua

P

newuser newmmemr |

Raores per Page [ et

add] [Delete]

Users belong to a group and groups have privileges. Organizing the various users of your SX Il into
groups saves time by allowing you to manage permissions for all users in a group at once, instead of
managing permissions on a user-by-user basis.

You may also choose not to associate specific users with groups. In this case, you can classify the user as
“" A ”
Individual.

Upon successful authentication, the appliance uses group information to determine the user's
permissions, such as which server ports are accessible, whether rebooting the appliance is allowed, and
other features.

Note: These functions can also be manged using command line interface, see Configure and Manage
Users and User Groups Using CLI (on page 165) .

User Groups

Every SX Il is delivered the default user groups. These groups are listed in the User Groups drop-down
on the Add User page.

e Admin
Users that are members of this group have full administrative privileges to all functions.
The original, factory-default user is a member of this group and has complete system
privileges.
In addition, the Admin user must be a member of the Admin group.

e Unknown

Additionally, if the remote server does not identify a valid user group, the Unknown group is
applied.

This is the default group for users who are authenticated remotely using LDAP/LDAPS,
RADIUS or TACACS+.

Any newly created user is automatically put in this group until they are assigned to another
group.

e Individual Group
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An individual group is essentially a "group" of one. That is, the specific user is in its own
group and not affiliated with other groups.

Use an individual group when you need a user account can have the same rights as a
group.

Individual groups can be identified by @ in the Group Name.

The default user groups cannot be deleted but you can create additional user groups that meet your
needs and assign users to them, if needed.

Username *
pdonee
Full Name
|Pema Dorjee
Password *
------
Confirm Password *
— select —
ohserver "_
«Uninown= (default setting)
OK Cancel

User Profiles

User profiles serve two purposes:

e To provide users with a username and password to log in to SX II.

e To associate the user with a user group. The user group determines which functions and ports the
user can access.

SX Il is shipped with one user profile built in, the Admin user.

This user profile is associated with the Admin user group and has full system and port permissions. This
profile cannot be modified or deleted.

Up to 254 user profiles per group are supported by SX II.

You can create a profile that is unique to each SX Il user.

Alternatively, you can create a profile and assign multiple people to it. Each person assigned to the
profile will then have the same privileges. This saves time but requires caution to ensure a user is not

given inappropriate access to a function. Use this function to limit permissions as well. See Create a
Group with Limited Access to SX Il (IP Access Control List) (on page 59).

Local and Remote Authentication
All users must be authenticated to access SX II.
SX Il can be configured to authenticate users locally and/or remotely using LDAP/LDAPS, RADIUS or

TACACS+. Remote user authentication is processed before local authentication if remote authentication
is enabled. For details, see Configure User Authentication from the Remote Console (on page 65).
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Add a User Group

1. Select User Management > Add New User Group or click Add on the User Group List page.

2. Type a descriptive name for the new user group into the Group Name field.

| Fort Access | Power | Lissr Management| Device Settings | Security |
Home > User Management > Group

Group Name -
'Breaaband |

Device Access While Under CC-5G Management
Davice Settings

Diagnostics

Maintenance

Modem Accass

PC-Share

Security

User Management

= IP ACL

oK ] [cancel]

Set Group Permissions

iﬁl
!

W Dawscn Aedwun Wl Gieder CC- 30 Maragresesl
W Duwice Sattngs

¥ Duagearules

¥ A

o osiem hroean

¥ P Shams

¥ Becenty

¥ Unar Mgt

l.inc-n-!

3. Select the permissions to assign to the group.
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e Device Access While Under CC-SG Management - Allows users and user groups with this
permission to directly access the SX Il while it is under CC-SG management.

SX II is accessed using an IP address when Local Access is enabled for the device in CC-
SG.

When a device is accessed directly while it is under CC-SG management, access and
connection activity is logged on SX II.

User authentication is performed based on SX II authentication settings.

Note: The Admin user group has this permission by default.

¢ Device Settings - Network settings, date/time settings, port configuration, event management
(SNMP, Syslog), and so on.

e Diagnostics - Network interface status, network statistics, ping host, trace route to host, SX Il
diagnostics.

e Maintenance - Backup and restore database, firmware upgrade, factory reset, reboot.
e PC-Share - Simultaneous access to the same target by multiple users.
e Security - SSL certificate, security settings, IP ACL.

e User Management - User and group management, remote, authentication, login settings.

Important: Selecting User Management allows the members of the group to change the
permissions of all users, including their own. Carefully consider granting these permissions.

* Modem Access - Displayed on the page when an external modem is connected to SX Il. Select this
option if you want the group to have access to the external modem. If broadband access is enabled
for a supported Sierra Wireless modem, this permission allows the group to access SX Il via the
wireless modem, as well. See Connect and Enable Global Access to an External USB-Connected
Broadband Modem (on page 108).

Set Port Permissions

[ -

o e e *

Brosctand
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Py e
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oy —y - Gy ]
& Mew_Powsr_Calin ey L e BT
3 ety Dory | w |:-rv'| -
B Bovil Port i Beey |
i favial Port ¥ Fl_":
i Sawal Py 58 Dy |
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4. Select the access permissions the group has to server ports and power control. The default is Deny.
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Select each port individually, or use the checkboxes at the bottom of the page to apply
permissions to all ports.

|:| Set All to Deny |:| Set All Power to Deny
D Set All to View
|:| Set All to Control |:| Set All Power to Access

e Deny - Denied access completely.
¢ View - View but not interact with the connected target.
e Control - Control the connected target.
Control must be assigned to the group if power control access will also be granted.
5. Click OK to create the group and apply permissions.

For information on IP ACL, see Create a Group with Limited Access to SX Il (IP Access Control List) (on
page 59).

Create a Group with Limited Access to SX Il (IP Access Control List)

Important: Exercise caution when using group-based IP access control. It is
possible to be locked out of your SX II if your IP address is within a range that has
been denied access.

This feature limits a user's access to the SX Il by allowing you to assign them to a group that can only
access the device through specific IP addresses.

This feature applies only to users belonging to the specific group. This is unlike the IP Access Control List
feature that applies to all access attempts to the device. IP access control takes priority over group-

based IP ACL and is processed first.

Use the IP ACL section of the Group page to add, insert, replace, and delete IP access control rules on a
group-level basis.

Group Name *
SH2-Nodh

. ¥ IP ACL
Rule & Starting IP Ending 1P Acticn

1 [2s5.285 5555 255.255.55 55
) DROP

[Append | [Replace | [Delete]

{ [ G
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» To add (append) rules:

1. Type the starting IP address in the Starting IP field.

2. Type the ending IP address in the Ending IP field.

3. Choose the action from the available options:
e Accept - IP addresses set to Accept are allowed access to the SX Il device.
e Drop - IP addresses set to Drop are denied access to the SX Il device.

4. Click Append and then click OK. The rule is added to the bottom of the rules list. Repeat steps 1
through 4 for each rule you want to enter.

» Toinsert arule:

Enter a rule number (#). A rule number is required when using the Insert command.
Enter the Starting IP and Ending IP fields.

Choose the action from the Action drop-down list.

W e

Click Insert and then click OK. If the rule number you just typed equals an existing rule number, the
new rule is placed ahead of the exiting rule and all rules are moved down in the list.

» Toreplace a rule:

1. Specify the rule number you want to replace.
2. Type the Starting IP and Ending IP fields.

3. Choose the Action from the drop-down list.
4

Click Replace and then click OK. Your new rule replaces the original rule with the same rule number.
» To delete a rule:

1. Specify the rule number you want to delete.
2. Click Delete.
3. When prompted to confirm the deletion, click OK and the click OK on the page to save the changes.

Create and Activate a User

1. Choose User Management > Add User.
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Home > User Managemeant > User

Username *

| |

Full Name

| |

Password *

I |
Confirm Password *

I |
Dialback Number

[ |

User Group
| - select — b

Active

: GF-'.l Can:el'_

Type a login name in the Username field. This is the name the user enters to log in to SX Il. Required
Type the user's full name in the Full Name field.

Type a password in the Password field, and then type it again in the Confirm Password field.
Required

e The password is case sensitive.

Note: If the strong password feature is enabled, there are other password requirements. See Strong
Passwords for details.

5. Associate the user with a user group by selecting from the User Group drop-down. Required

If you do not want to associate this user with an existing User Group, select Individual Group
from the drop-down list. For more information about permissions for an Individual Group, see
Setting Permissions for an Individual Group.

6. Enter a Dialback Number for modem usage.

7. Decide whether or not to activate this profile immediately. By default, the Active checkbox is
selected.

To deactivate this account, deselect this checkbox. You can return at any time and activate the
user when necessary.

8. Click OK. The page closes.

9. The user profile is created and should appear in the User List page. Reopen the user's page and the

SSH key section is enabled. If needed, assign an SSH key to the user profile. See Add SSH Client
Certificates for Users (on page 62).
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Add SSH Client Certificates for Users

If needed, SSH (Secure Shell) Client Authentication keys can be added to a user. The user must first be
created before the client certificate can be added. You can add more than one key if needed.

1. Select User Management > User List, then click on the name of the user you want to add a SSH client
certificate to. The User's page opens.

Ragerig ® LI LIBRBGHTAT 3 e

Username *
mbodeur
Full Name Hew S5H Key

| Martn Brodeur

Password

Confarm Password

User Groap *
bserver |

] Astive

[o%] [Detete ] [Cancel

2. Enter the SSH key data in the SSH Key Data box. This data is the rsa_id.pub key generated for your
client.

Linux users should delete "name@local host" that appears at the end of the generated key
when adding public keys.

3. Click Add.
The SSH key data is validated in several ways:

a. Specified keytype is validated: [ssh-rsa|ssh-dsa|ecdsa-sha2-nistp256 | ecdsa-sha2-nitsp384 |
ecsda-sha2-nitsp512]

b. Keytype is followed by whitespace, followed by the base64 data.
C. Base64 data is validated.
d. Whitespace and any characters after the base64 are dropped from the key data.

4. The key data should be used for authentication and you should not have to enter a password.

» To delete an SSH key:

1. Click the checkbox next to the key you want to delete.
2. Click Delete.
3. Click OK when prompted to confirm.

Edit or Deactivate a User

Note: This function can also be performed using command line interface. See Configure and Manage
Users and User Groups Using CLI (on page 165).
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Choose User Management > User List. The User List page opens.
Click the checkbox the user profile you want to edit or deactivate.

You can change any of the fields except the Username field.

W nN e

For security reasons, the password is not displayed. To change the profile's password, type a new
password in the Password and Confirm Password fields. If you leave these fields as is, the password
is unchanged.

5. Click OK when finished. The user profile is modified.

Delete a User

Note: This function can also be performed using command line interface. See Delete Users Using CLI.

Choose User Management > User List. The User List page opens.
Click the checkbox to the left of the user profile you want to delete. You can select more than one.

Click Delete. You are prompted to confirm the deletion.

Ll S

Click OK. The selected user profiles are deleted.

View Users by Port

The User By Ports page lists all authenticated local and remote users and ports they are being
connected to.

e If the same user is logged on from more than one client, their username appears on the page for
each connection they have made. For example, if a user has logged on from two (2) different clients,
their name is listed twice.

e This page contains the following user and port information:
e Port Number - port number assigned to the port the user is connected to
e Port Name - port name assigned to the port the user is connected to

e Note: If user is not connected to a target, 'Local Console' or 'Remote Console' is displayed under the
Port Name.

e Username - username for user logins and target connections
e Access From - IP address of client PC accessing the SX Il

e Status - current Active or Idle status of the connection

To view users by port:

e Choose User Management > User by Port. The Users by Port page opens.

Fari By Par

o

Disconnect a User from a Port

You can disconnect a user from a specific port without logging them off of SX Il. For example, if a user is
connected to Serial Port 1 via HSC, you can disconnect them from the port.
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This is unlike the force user logoff SX Il function that disconnects users from the target port and logs

t

1
2.
3.
4
5

hem off of SX Il. See Logging Users Off the SX Il (Force Logoff) for information.

Choose User Management > Users by Port. The Users by Port page opens.

Select the checkbox next to the username of the person you want to disconnect from the target.
Click "Disconnect User from Port".

Click OK on the confirmation message to disconnect the user.

A confirmation message is displayed to indicate that the user was disconnected.

f the "Disconnect User from Port" is disabled, the user is not logged on to a port at the current time or

you did not select the checkbox next to their name in the list above..

Log a User Off of SX Il (Force Logoff)

f you are an administrator or have user management permissions, you are able to log off any

authenticated user who is logged on to SX Il. Users can also be disconnected at the port level. See
Disconnecting Users from Ports.

Ui ey P

—

Choose User Management > Users by Port. The Users by Port page opens.
Select the checkbox next to the username of the person or persons you want to disconnect from the
target.

3. Click "Force User Logoff".
4. Click OK on the Logoff User confirmation message.

If the "Force User Logoff" button is disabled (grayed out), the user is not logged on and/or connected to
a port at the time or you have not selected the checkbox next to their name in the list above.
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Configure User Authentication from the Remote Console

SX Il requires users be authenticated to access the appliance.

Authentication is the process of verifying that a user is who he says he is. Once a user is authenticated,
the user's group is used to determine his system and port permissions. The user's assigned privileges
determine what type of access is allowed. This is called authorization.

Users can be authenticated via SX Il locally or remotely.

By default, users are authenticated locally; you must enable remote authentication. When remote
authentication is enabled, there is an option to allow or deny local authentication as a fallback. See
Fallback to Local Authentication.

When the SX Il is configured for remote authentication, the external authentication server is used
primarily for the purposes of authentication, not authorization.

SX Il provides several options to remotely authenticate users -

e LDAP/LDAPS
e RADIUS
e TACACS+

For information on configuring LDAP, RADIUS and TACACS+ servers, see Configure LDAP, RADIUS and
TACACS+ Servers.

For information on enabling Telnet and SSH in SX II, see Enable Telnet (Optional) (on page 83) and
Enable SSH Access (Optional) (on page 82).

Note: You can also configure remote authentication via command line interface. See Configure User
Authorization and Authentication Services Using CLI (on page 169).

Enable Local User Authentication

Users are validated based on their username and password from a local database.
When Fallback to Local Authentication is enabled, local authentication will be used when remote

authentication is enabled but the user is not found, or when remote servers are not available. See
Fallback to Local Authentication.
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| Port Access | Power [

Homsi > Uit Maragasmint > Authentcation Settings

Authentication Settings
s Local Authentication ]
LDAP
RADIUS
TACAC S+

< Faliback to Local Authentication

* TACACS+

[OK] || Reset To Defaults | [ Cancel |

1. Choose User Management > Authentication Settings. The Authentication Settings page opens.
2. Select Local Authentication.
3. Click OK to save.

» To return to factory defaults:

e Click Reset to Defaults.

Fallback to Local Authentication

Fallback to Local Authentication allows local authentication to be performed when remote
authentication fails for any reason. A remote authentication server is considered available if the server
can be pinged and ICMP communication is available between the SX Il and the authentication server.

Fallback is enabled by default. Deselect the fallback option if you do not want local authentication to be
used.

CC-SG users can always connect to SX Il regardless of the fallback setting.

» To configure fallback to local authentication:
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[ Fort Access | Power [UBSEMBHSGRI] Device setings | securty |

Home > User Management » Authentcabon Sefings

Authentication Settings

Local Authentication
LDAP

s RADIUS
TACAC S+

] ¥ Faliback to Local Authentication I

Choose User Management > Authentication Settings. The Authentication Settings page opens.

2. Select or deselect the Fallback to Local Authentication checkbox. This option works with remote
authentication, so another remote authentication option must be selected when fallback is selected.

3. Click OK to save.

Enable LDAP/LDAPS Authentication

Note: When configuring the LDAP server, the query string format on the server should contain the name
of the group configured on SX 11

You can use the Lightweight Directory Access Protocol (LDAP) to authenticate SX Il users instead of local
authentication.

Lightweight Directory Access Protocol (LDAP/LDAPS) is a networking protocol for querying and
modifying directory services running over TCP/IP.

A client starts an LDAP session by connecting to an LDAP/LDAPS server (the default TCP port is 389). The
client then sends operation requests to the server, and the server sends responses in turn.

Reminder: Microsoft Active Directory functions natively as an LDAP/LDAPS authentication server.

1. Click User Management > Authentication Settings to open the Authentication Settings page.
2. Select the LDAP radio button to enable the LDAP section of the page.
The LDAP section expands. If it does not, click on the LDAP section header.

3. Select Fallback to Local Authentication if you want local authentication to be performed if remote
authentication fails. See Fallback to Local Authentication (on page 66).

Server Configuration
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Port Access | Power [ lSeriManagement| Device Settings | Security | |

| Home > Liser Managemant > Authéntication Seftings

Authentication Settings

Local Authentication
s LDAP

RADIUS

TACACS+

* Fallback to Local Authentication

= Server Configuration

Primary LDAP Server
192 16857 234

Secondary LDAF Server (optional)

Type of External LDAP Server
Microsom Active Direclory v

Active Directory Domain [optional)
TESTSE0.COM

User Search DN
USErs

DM of Administrative User (optional)
adminisiralor

Secret Phrase of Administrative User

EESSEEEsY

Confirm Secret Phrase

Dialback Query String
Qpasswong

4. Inthe Primary LDAP Server field, type the IP address or host name of your LDAP/LDAPS remote
authentication server.

5. Optional In the Secondary LDAP Server field, type the IP address or host name of your backup LDAP/
LDAPS server (up to 256 characters). When the Enable Secure LDAP option is selected, the DNS

name must be used. Note that the remaining fields share the same settings with the Primary LDAP
Server field.
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6. Select the type of External LDAP Server.
e Generic LDAP Server.

¢ Microsoft Active Directory. Active Directory is an implementation of LDAP/LDAPS directory services
by Microsoft for use in Windows environments.

= Type the name of the Active Directory Domain if you selected Microsoft Active Directory. For
example, acme.com. Consult your Active Directive Administrator for a specific domain name.
Optional
7. Inthe User Search DN field, enter the Distinguished Name of where in the LDAP database you want
to begin searching for user information. An example base search value might be:
cn=Users,dc=raritan,dc=com. Consult your authentication server administrator for the appropriate
values to enter into these fields.

8. DN of Administrative User: Optional. Complete this field if your LDAP server only allows
administrators to search user information using the Administrative User role.

Consult your authentication server administrator for the value. Example:
cn=Administrator,cn=Users,dc=testradius,dc=com.

9. If you entered a Distinguished Name for the Administrative User, you must enter the password that
will be used to authenticate the Administrative User's DN against the remote authentication server.

Enter the password in the Secret Phrase field and again in the Confirm Secret Phrase field.

10. Dialback Query String: Enter the string. Ifyou are using Microsoft Active Directory, enter the
following string: msRADIUSCallbackNumber

LDAP/Secure LDAP

1. Foran encrypted connection, select the Enable Secure LDAP checkbox to use SSL, or select the
Enable StartTLS checkbox to use StartTLS. Both options enable the Enable LDAPS Server Certificate
Validation checkbox.

e For an unsecured connection, do not enable Secure LDAP or StartTLS. The default port for
unsecured connections is 389. Use the standard LDAP TCP port or specify another port.

e SSLis a cryptographic protocol that allows SX Il to communicate securely with the LDAP/LDAPS
server. The default Secure LDAP port is 636, or you may specify another port. This field is used only
when Enable Secure LDAP is selected.

e StartTLS is a command that upgrades an unsecured connection to a secure connection using SSL/
TLS. StartTLS does not require a specific port. The standard LDAP port 389 is default.

2. Select the Enable LDAPS Server Certificate Validation checkbox to use the previously uploaded root
CA certificate file to validate the certificate provided by the server. If you do not want to use the
previously uploaded root CA certificate file, leave this checkbox deselected. Disabling this function is
the equivalent of accepting a certificate that has been signed by an unknown certifying authority.
This checkbox is only available when the Enable Secure LDAP checkbox has been enabled.

Note: When the Enable LDAPS Server Certificate Validation option is selected, in addition to using the
Root CA certificate for validation, the server hostname must match the common name provided in the
server certificate.

3. If needed, upload the Root CA Certificate File. This field is enabled for secured connections only.
Consult your authentication server administrator to get the CA certificate file in Base64 encoded
X-509 format for the LDAP/LDAPS server. Use Browse to navigate to the certificate file.

If the certificate has been uploaded to the Certificate Repository, select it in the Repository
LDAP Certificate List (by Subject) list. See Certificate Repository for details.
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Note: You must reboot the device after the certificate file is uploaded or when a different file is chosen
from the repository.

LDAR [ Secure LDAP
Enable Secure LDAP Enabis S1ardTLS
Port
389
Secure LDAP Pomn
|E3E- |
Enable LDAPS Senver Cerficate Validation
Root CA Certificate File
Mua file chosen

or when & file is changed via the pulidown menu.
Mo LDAP Cerlificaie has badn uploaded
Repositony LDAP Certificate List (by Subject):

Test LDAP Server Access

I~ Teat LOAFP Server AcCsss

Losgim for testing

Password for testing

4. To test the LDAP configuration, enter the login name and password in the "Login for testing" field
and the "Password for testing" field, respectively. Click Test.

This is the username and password you entered to access the SX II. It is also username and
password the LDAP server uses to authenticate you.

The SX II then tests the LDAP configuration from the Authentication Settings page. This is
helpful due to the complexity sometimes encountered when configuring the LDAP server and SX
II for remote authentication.

Once the test is completed, a message is displayed that lets you know the test was successful
or, if the test failed, a detailed error message is displayed. It also can display group information
retrieved from remote LDAP server for the test user in case of success.

Enable RADIUS Authentication

Note: When configuring the RADIUS server, the Filter-ID format for the users on the server should have
the following format "Raritan:G{GroupOnSX}:D{DialbackNumber}".

You can use Remote Authentication Dial-In User Service (RADIUS) to authenticate SX Il users instead of
local authentication. RADIUS is an AAA (authentication, authorization, and accounting) protocol for
network access applications.

The following authentication types are supported: PAP, CHAP, MS-CHAPv1, and MS-CHAPv2.

Raritan.

Abrand of [1legrand



[ ortaccess | powe [ UseeManagemen] oevice serongs

Homse > Lsar Management > Authenbe abon Seings

Authentication Settings

Local Authentication
LDAP

& RADIUS

TACACS+

¥ Faliback to Local Authentication

Primary RADIUS Server
Shared Secret

Authentication Port
1812

Accounting Port
1813

Timeout {in seconds)
1

Retries
-

Click User Management > Authentication Settings to open the Authentication Settings page.

Click the RADIUS radio button to enable the RADIUS section of the page. The section expands. If it
does not, click the section header to expand it.

3. Select Fallback to Local Authentication if you want local authentication to be performed if remote
authentication fails. See Fallback to Local Authentication (on page 66).

4. Inthe Primary Radius Server and Secondary Radius Server fields, type the IP address of your primary
and optional secondary remote authentication servers, respectively.

5. Inthe Shared Secret fields, type the server secret used for authentication.

The shared secret is a character string that must be known by both the SX II and the RADIUS
server to allow them to communicate securely. It is essentially a password.

6. The Authentication Port default is port is 1812 but can be changed as required. Port range is
1-65535.

The Accounting Port default port is 1813 but can be changed as required. Port range is 1-65535.

The Timeout is recorded in seconds and default timeout is 1 second, but can be changed as
required.

9. The timeout is the length of time the SX Il waits for a response from the RADIUS server before
sending another authentication request.

10. The default number of retries is 3 Retries.
This is the number of times the SX II will send an authentication request to the RADIUS server.
11. Choose the Global Authentication Type from among the options in the drop-down list:
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e PAP - With PAP, passwords are sent as plain text. PAP is not interactive. The user name and
password are sent as one data package once a connection is established, rather than the server
sending a login prompt and waiting for a response.

e CHAP - With CHAP, authentication can be requested by the server at any time. CHAP provides more
security than PAP.

e MS-CHAPv2 - MS-CHAPv2 provides stronger security than the above two. Selecting this option will
support both MS-CHAPv1 and MS-CHAPv2

Test RADIUS Server Access
To test the configuration, enter the login name and password in the "Login for testing"
field and the "Password for testing" field, respectively. Click Test.

This is the username and password you entered to access the SX II. It is also username
and password the RADIUS server uses to authenticate you.

The SX II then tests the configuration from the Authentication Settings page. This is
helpful due to the complexity sometimes encountered when configuring the server and SX
II for remote authentication.

Once the test is completed, a success message or a detailed error message is displayed. It
also can display group information retrieved from remote server for the test user in case of
success.

Enable TACACS+ Authentication

Note: When configuring the TACACS+ server, a dominionsx service should be added. A user-group
attribute under this service should contain the name of a group configured on the SX Il . A user-dialback
field under this service would contain the modem dialback number for this user.

You can use the Terminal Access Controller Access-Control System Plus (TACACS+) to authenticate SX Il
users instead of using local authentication.
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1. Click User Management > Authentication Settings to open the Authentication Settings page.

[ Port nccess | power | UsetManagement] pevice setings

Homg > Lser Managément > Authenbcabon 5&{!‘595

Authentication Settings
Lecal Authentication
LDAP

RADIUS
s TACACS+

¥ Fallback to Local Authentication

¥ TACACS+

Primary TACACS+ Server
Shared Secret

Port

49

Timeout (in seconds)
1

Ratries
3

2. Click the TACACS+ radio button to enable the TACACS+ section of the page.
The section expands. If it does not, click the section header to expand it.

3. Under Primary TACACS+, type the IP address of the TACACS+ server and the port on which it is

listening (default is 49) in the IP Address and Port fields.

4. Fillin the Shared Secret field. Also known as a key, this field is necessary for encryption and mutual

identification with the TACACS+ server.

5. The Timeout is recorded in seconds and default timeout is 1 second, but can be changed as
required.

6. The timeout is the length of time the SX Il waits for a response from the TACACS+ server before

sending another authentication request.

7. The default number of retries is 3 Retries.

This is the number of times the SX II will send an authentication request to the TACACS+

SEerver.

8. If you have a backup TACACS+ server, enter the same information in the Secondary TACACS+ fields.

9. Click OK. TACACS+ authentication is enabled.
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Authentication Setfings

™ Local Authentication
LDAP
~ RADIUS

—— @ TACACS:
T

¥ TACACS+

Primary TACAC 5+ Server

Shared Secret

Port

43

! Timeout (in seconds)
1

Retries
3

Secondary TACAC S+ Server

Shared Secret

Paort
43

Timeout (in seconds)
1

Retries
a

Configure SX Il Network Settings from the Remote Console

The configuration settings described in Initial SX || Configuration from the Remote Console (on page 18)
are the same that apply when making any changes.

Choose Failover or Isolation Mode

Configure SX Il for Dual LAN Failover Mode (on page 74): In failover mode, LAN status is used to
determine which LAN port is used in failover. LAN port #1 is switched as default. If the switched LAN
port status is down, then the other LAN port will be switched to until a LAN port whose status is on is
found.

Configure SX Il for Dual LAN Isolation Mode (on page 76)

Configure SX Il for Dual LAN Failover Mode

LAN1 and LAN2 share the same IP address to support automatic failover.

LAN1 is the primary port. If LAN1 fails, LAN2 is used to access SX II.
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Select Device Settings > Network to open the Device Network Settings page.

Set the IP Auto Configuration to None in the IPv4 section.

Select the "Enable Automatic Failover" checkbox under LAN Interface Settings to enable failover.
Manually specify the network parameters by entering the Default Gateway.

Enter the IPv4 IP Address, if needed. The default IP address is 192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is 255.255.255.0.

The LAN1 settings are applied to LAN2 if failover occurs.
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8. Complete the IPv6 sections, if applicable.

9. Select the IP Auto Configuration.

If None is selected, you must manually specify -
= Global/Unique IP Address - this is the IP address assigned to SX II.
= Prefix Length - this is the number of bits used in the IPv6 address.
* Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address instead of a Link-Local
subnet. Once located, the address is automatically applied.

Note that the following additional, read-only information appears in this section -

e link-Local IP Address - this address is automatically assigned to the device. It is used for neighbor
discovery or when no routers are present.

e Zone ID - Identifies the device the address is associated with. Read-Only

10. Next, select "Use the Following DNS Server Addresses" and enter the Primary DNS Server IP Address
and Secondary DNS Server IP Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred DHCP Host Name" are only enabled
when SX Il is configured in DHCP mode
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Prefermed DHCP Host Hamse
5 60137

Obtmin DNS Server Address Automatically

& Use the Following DNS Server Addresaes

Primary ONS Server IF Address

Secondary DHS Server IF Address

'-l.;h( .! | f-!l:'“‘. T-;'l I'\r“..'m .I.w. | (:m-.'r; |

11. Set the LAN 1/LAN 2 Interface Speed and Duplex, and the LAN 1/LAN 2 MTU.

¢ Valid range for MTU is 576 - 1500.

12. When finished, click OK. Your SX Il device is now network accessible.

Configure SX Il for Dual LAN Isolation Mode

Isolation mode allows you to access each LAN port independently using different IP addresses.

Failover is not supported in this mode.

1.
2.
3.

w N

Select Device Settings > Network to open the Device Network Settings page.
Set the IP Auto Configuration to None in the IPv4 section.
Ensure the "Enable Automatic Failover" checkbox is not selected.

Current LAN Interface Parameters:
autonegotiation on, 1000 Mbps, full duplex, link ok

LAN Interface Speed & Duplex
Autodetect R
LAN1 MTU

Current LAN2 Interface Parameters:
autonegotiation on, 10 Mbps, half duplex, no link

LAN2 Interface Spesad & Duplex
Autodatect >

LAN2 MTU
1500

| Enable Automatic Failover h

If needed, manually specify the network parameters by entering the Default Gateway and then
complete the steps that follow.

Enter the IP address you want to use to connect to the SX Il LAN1. The default IP address is
192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is 255.255.255.0.
In the LAN2 IPv4 section, set the IP Auto Configuration to None.

Enter the IP address you want to use to connect to the SX || LAN2.
Enter the LAN2 IPv4 Default Gateway and Subnet Mask.
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Basic Network Settings

Device Mame *

IDormn:-::nDew:::e ]

[ IPvd Address
IP Address Subnet Mask
[192 168.61.104 | |255.255.255.0 |
Default Gateway IP Auto Configuration
{192 16861126 | [Mone ~

™= 1| 1PvEG Address

GlaballUnigue IP Address Prefix Length
I\

Gateway |P Address

Link-Local IP Address Zone 1D
MIA %1
IP Auto Configuration

Mone b

- LANZ IPvd4 Address

IP Address Subnet Mask

[ 192 168.61.105 | | 255.255.255.0 |
Default Gateway IP Aute Configuration
{192 168.61.126 | [None v

10. Complete the IPv6 sections, if applicable.

11. Select the IP Auto Configuration.

If None is selected, you must manually specify -
= Global/Unique IP Address - this is the IP address assigned to SX II.
= Prefix Length - this is the number of bits used in the IPv6 address.
= Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address instead of a Link-Local
subnet. Once located, the address is automatically applied.

Note that the following additional, read-only information appears in this section -

e Link-Local IP Address - this address is automatically assigned to the device. It is used for neighbor
discovery or when no routers are present.

e Zone ID - Identifies the device the address is associated with. Read-Only

12. Select "Use the Following DNS Server Addresses" and enter the Primary DNS Server IP Address and
Secondary DNS Server IP Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.
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Note: "Obtain DNS Server Address Automatically" and "Preferred DHCP Host Name" are only enabled
when SX Il is configured in DHCP mode

Obtain DN3 Server Address Automatically
— (@ Use the Following DNS Server Addresses
Primary DNS Server IP Address
| 192.168.55.100 |

Secondary DNS Server IP Address
| 192.168.55.101 |

13. Set the LAN 1/LAN 2 Interface Speed and Duplex, and the LAN 1/LAN 2 MTU.
e Valid range for MTU is 576 - 1500.
14. When finished, click OK.
Your SX II device is now accessible via the LAN1 IP address and the LAN2 IP address.

Reset Network Settings to Factory Defaults

1. Select Device Management > Network to open the Network Settings page.
2. Click "Reset to Defaults" at the bottom of the page.

Enable Auto Script from the Remote Console for Use with TFTP
or a USB Stick

Use this feature to copy the same settings to each of your SX lls.
To do this, a configuration script file with the SX II's settings is created.

Example Script

config
localport

config enable false

Script Result Example

config
Config > localport
Config > LocalPort > config enable false

Local port configuration successful.

Config > LocalPort >
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Create the file and then do one or both of the following to distribute it to the appliances -

e Save the file to a TFTP server with the same name DSX2_SERIAL.autoscript. The first time a new SX II
boots up, it contacts the DHCP server and retrieves the IP address of the appliance, and the DHCP
server sends the SX Il the TFTP server IP address.

Once contacted, the configuration file is sent from the TFTP server, the configuration
settings are applied to the appliance, and the appliance reboots.

No manual intervention is required with this method.

Note that SX II must receive the TFTP server address from one of these settings:
e DHCP next-server (siaddr)
e TFTP server address (option 66). This option takes precedence if both are specified.

e Save the file to USB stick. The file can then be brought to each appliance and used to configure it.

Auto Script Configuration

Script File Name: D5X2_QX94C00004.autoscript

Enable Automatic Script Configuration via USB Stick

| Enable Automatic Script Configuration via TFTF

1. Access and configure the SX Il you want to create a configuration file from.
2. Select Device Settings > Auto Configuration.

3. The name of the script is listed at the top of the Auto Script Configuration section. Read-only
» Enable automatic script configuration via USB stick:
1. Prepare your USB stick and then plug it in to a USB port on the front or back of SX Il. See Prepare a

USB Stick for an Auto Configuration File (on page 81).
Select the "Enable Automatic Script Configuration via USB Stick" checkbox.

Click OK to create the script. A success message is displayed on the page.
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Home > Devce Sattngs > Aulo Senpt Confaquration

Auto Script Configuration

Script File Marme: DSX2_OXS5TDR0001 autosceript

¥ Enable Automatic Script Configuration via USE Stick

Enable Automatic Script Configuration via TFTP

TFTP Auto Script Settings

Last Time Script Executed:

»  Execute Script Only Once.
Execute Script On Every Bootup If Script Has Changed.

¢ Retrieve TFTP IP Address via DHCP.
Set TFTP IP Address Manually
TFTF Server IP AddressiHast Name

_OK] |[ Reset ToDefauits | [ Cancal |

» Enable automatic script configuration via TFTP server:

1.

Select the "Enable Automatic Script Configuration via TFTP Stick" checkbox.

2. The TFTP Auto Script Settings section is enabled.
3. Select when scripts are run on the appliances -

5.

e Execute Script Only Once - the script will only be executed on the appliance the first time it boots
up and not again. Changes must be made manually afterward.

e Execute Script On Every Bootup If Script Has Changed - updates are applied to the appliances upon
bootup when the script changes.

Note that SX II only runs a script if it is different from the last script that was run. This
applies regardless of the option selected here.

SX II remembers most recently executed script, including the time the script was run.
4. Select how the IP address is configured -

e Retrieve TFTP IP Address via DHCP - Note that to do this, IP auto configuration must set to DHCP
and enabled on the SX Il. See Disable or Enable DHCP in SX II.

e Set TFTP IP Address Manually - enter the IP address in the field provided.

Click OK.
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| Herme > Deace Sethngs > Auto Senpl Configuration

Script File Mame: D5X2_QXE5700001.autoscript

Enable Automatic Script Configuration via USB Stick

* Enable Automatic Seript Configuration via TFTP

TFTP Auto Script Settings

Last Time Script Executed:

Execute Script Only Once.
& Executs Script On Every Bootup If Script Has Changed.

& Retrigve TFTF IP Address via DHCP.
Set TFTP IP Address Manually
TFTP Server IP Address/Host Mame

[oK | || Reset To Detauns | [ cancel |

Prepare a USB Stick for an Auto Configuration File

Do the following in order to prepare your USB stick -

Plug the USB stick into a client machine.
Create an empty file named !automatic config.

Create a file named credential that contains the SX Il username and password. Use the
following syntax -

username=<user name>

password=<password>

Note: This is an Administrator user only. No other level user can use this function.

5.
6.
7.

Create a script file named <Device Type> <Serial Number Of Device>.autoscript
containing all of the scripts that need to be executed on the appliance to configure it.

Copy all above files to the top directory of the USB stick.
Remove any file named <Device Type> <Serial Number Of Device> result.txt.

Following are examples of the files you should have on your USB in the end.

lautomatic_config

credential
DSX2 QVY4C00007.autoscript

8.
9.

Add other script files for other devices on the same USB stick, if needed.
Safely remove the USB stick from the client machine when done.
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Execute Auto Configurations with a USB Stick

Following are steps to configure SX lIs using an auto configuration from a USB stick.

Prepare the USB stick and put the auto configuration file on it. See and, if you have not already done
so.

Make sure device is in working condition.

Plug the prepared USB stick in to a USB drive on either the front or back of the SX Il you are
configuring.

The script executes automatically after validating the username and password credentials.

Once the script finishes, SX Il beeps twice and the
<Device Type> <Serial Number Of Device> result.txt fileis generated and

saved at the top directory of the USB stick.
5. You can then unplug the USB stick.

Important - the script will stop executing if you unplug the USB stick prior to its completion.

Configure Device Settings from the Remote Console

Enable SSH Access (Optional)
SSH is enabled by default.

For information on required open ports and port protocols, see Port Access Protocol Requirements (on

page 201).

Note that SSH can be disabled or enabled via Remote Console or command line interface (CLI). See
Configure Device Settings Using CLI (on page 176).

Select Device > Device Settings to open the Device Services page.
Check the Enable SSH Access checkbox and complete the SSH Port.
If needed, select the Enable Legacy DSA checkbox.
Select the SSH Auth Method:
e Password Only: Do not allow any configured certificate authentication

i .

e Certificate Only: Do not allow any password login to the SSH
e Password and Certificate: Allow both authentication methods access to the device
See Add SSH Client Certificates for Users (on page 62) for help with certificates.
5. Click OK to save.
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| Home > Dewice Settings > Device Sernces

Services

Enable TELNET Access

TELNET Port
233

Enable S5H Access
S5H Port

Pl
%]

Enable Legacy DSA

£5H Auth Method
| Password and Certificate |

HTTFPort™

I

TIPS
43

Discovery Port *

5000 [ Encrypted

S
g
=

Enable Telnet (Optional)

Due to the lack of security, the username, password and all traffic is in clear-text on the wire.
Telnet must be enabled before it can be used; is disabled by default.

Note that Telnet can be disabled or enabled via Remote Console or command line interface (CLI). See
Configure Device Settings Using CLI (on page 176).

For information on required open ports and port protocols, see Port Access Protocol Requirements (on
page 201).

1. Select Device Settings > Device Services to open the Device Services page.
2. Change the default port, if needed.
3. Check the Enable Telnet Access checkbox and enter the Telnet Port. Click OK to save.

Change HTTP and HTTPS Port Settings

If needed, change HTTP and/or HTTPS ports used by SX Il. For example, if you are using the default HTTP
port 80 for another purpose, changing the port ensures the appliance does not attempt to use it.

For information on required open ports and port protocols, see Port Access Protocol Requirements (on
page 201).

Note that HTTP/HTTPS can be disabled or enabled via Remote Console or command line interface (CLI).
See Configure Device Settings Using CLI (on page 176).
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1.
2.
3.

Choose Device Settings > Device Services. The Device Service Settings page opens.
Enter the new ports in the HTTP Port and/or HTTPS Port fields.
Click OK.

| Home > Dewice Settings > Device Sernces

Services

Enable TELNET Access

TELNET Port
233

Enable S5H Access
S5H Port

Pl
%]

Enable Legacy DSA

£5H Auth Method
Password and Cerificate v |

5000 [ Encrypted

Change the TCP Discovery Port

SX Il discovery occurs over a single, configurable TCP Port.
The default is Port 5000, but you can change it to use any TCP port except 80 and 443.

To access SX Il from beyond a firewall, your firewall settings must enable two-way communication
through the default Port 5000 or a non-default port configured on this page.

The device will transmit information about itself (make,model,firmware version,encryption) in clear text
unless the encryption option is selected.

For information on required open ports and port protocols, see Port Access Protocol Requirements (on
page 201).

Note that TCP discovery port can be configured via Remote Console or command line interface (CLI).
See Configure Device Settings Using CLI (on page 176).

Choose Device Settings > Device Services. The Device Service Settings page opens.

Enter the Discovery Port.
Select the Encrypted checkbox to encrypt the transmission of device information.

Click OK.

P wnNPE
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Enable Direct Port Access

Direct Port Access allows users to bypass having to use the SX II's Login dialog and Port Access page.
There are three methods to access ports directly.

Note that Direct Port Access can be configured via Remote Console or command line interface (CLI). See
Configure Direct Port Access Using CLI (on page 177).

» "Enable Direct Port Access" and "Enable Direct Port Access via URL":

e Direct Port Access via URL - This feature provides the ability to directly access a port via HTTP/HTTPS
by using one of following syntax:

e https://IPaddress/dpa.asp?
username=username&password=password&port=port number

e https://IPaddress/dpa.asp?
username=username&password=password&portname=port name

This feature also provides the ability to enter a username and password if the username and password
is not contained in the URL.

1. To enable this feature, select Device Settings > Device Services. The Device Service Settings page
opens.

2. Inthe Direct Port Access section, select the "Enable Direct Port Access" checkbox and "Enable Direct
Port Access via URL" checkbox.

3. Click OK to apply the settings.

g Enable Direct Port Access

Enable Direct Port Access via URL

Enable Direct Port Access via Username for S8H/Teinat

» Enable Direct Port Access via SSH/Telnet Using a Unique TCP Port or Unique IP Address

To use this feature, you must configure a unique IP address or a unique TCP port for a server port that
SSH/Telnet can use to access SX Il. The address must be different from the SX Il IP address and TCP port.

When an anonymous user attempts DPA via SSH/Telnet, username and password prompts will not
appear. See Login Limitations (on page 125) for details about anonymous user access.

Select Device Settings > Device Services.
In the Direct Port Access section, select the "Enable Direct Port Access" checkbox.

Locate the port in the table below the checkboxes, then enter the IP address you want to assign to
the port.

4. Click OK to apply the settings.
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Enable Direct Port Access s—
[_] Enable Direct Port Access via URL

[[] Enable Direct Port Access via Usarname for S5H/ Telnet

1 Serial Por 1 [ ! |_ J I J

2 Serial Port 2 [ [ || |

Example:
ssh -1 [user] -p [SSH Port] [SX2 IP/Hostname]

ssh -1 [user] [Serial Port IP]
telnet -1 [user] [SX2 IP/Hostname] [Telnet Port]

telnet -1 [user] [Serial Port IP]

Enable Direct Port Access via Username for SSH/Telnet

This feature provides the ability to access DPA through a username and port combination without
requiring a unique IP address or TCP port.

When an anonymous user attempts DPA via SSH/Telnet, no login prompt will be shown, and user is
directly connected to the port. See Login Limitations (on page 125) for details about anonymous user
access.

Choose Device Settings > Device Services. The Device Service Settings page opens.

In the Direct Port Access section, select the "Enable Direct Port Access" checkbox and "Enable Direct
Port Access via Username for SSH/Telnet" checkbox.

3. Click OK to apply the settings.

Direct Port Access

@ Enable Direct Port Access
|:| Enable Direct Port Access via URL

@ Enable Direct Port Access via Username for S5HiTelnet

Example:
ssh -1 [user]:[Serial Port Name] [SX2 IP/Hostname]

ssh -1 [user]:[Serial Port Number] [SX2 IP/Hostname]
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telnet -1 [user]:[Serial Port Name] [SX2 IP/Hostname]
telnet -1 [user]:[Serial Port Number] [SX2 IP/Hostname]

Example of access port-#1 as admin:
e ssh -1 admin:1 192.168.51.101

IP Forwarding and Static Routes

Enable IP forwarding, or create static routes if SX Il has two LAN ports or is configured for modem
access.

» To enable IP forwarding and static routes:

1. Select Device Settings > Static Routes. The Static Routes page opens.
2. Select the checkboxes to enable each feature, then click OK.

| Home > Device Setlings > Static Routes

IP Forwarding

Enable IP Forwarding
[] Enable Static Routes

[ox]

» To add a static route:

1. When Static Routes is enabled, click Add, then enter the Route details.
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Horme > Devace Settngs > Stabe Routes > Route

Interface:
LaM 1 v
Destination:

Gateway!

MTU:
G4
Flags:

[OK] [Reset ToDefaults | [ Cancel |

2. Select the LAN you want to configure from the drop-down menu in the Interface field.
e LAN1 =ethO
e LAN2 =ethl

3. Type the IP address, subnet mask, and gateway of the destination host in the Destination, Mask, and
Gateway fields.

Enter the maximum transmission unit (MTU) in bytes in the MTU field.
Type the TCP windows size for connections over this route in bytes in the Window field.
Select your route type from the Flags drop-down menu.
¢ Host means this route is for a host machine.
e Net means this route is for a subnet.
7. Click OK.

» To reset a static route:

1. Select Device Settings > Static Routes. The Static Routes page opens.
2. Click Reset To Defaults to reset the route fields to the factory defaults.

» To delete a static route:

Select Device Settings > Static Routes. The Static Routes page opens.

Go to the Static Routes List and select the checkbox next to the route you want to delete.
Click Delete. You are prompted to confirm the deletion.

Click OK. The route is deleted.

Rl S
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Advanced Routing

Advanced routing allows you to customize network routing settings. Similar to iptables support,
individual 'ip' commands can be executed on the device and the runtime state of the device will be
updated with each command. Once saved, the "route commands" should be executed on every bootup
of the device and will be applied after the default system routes are brought up. You can backup/restore
these settings.

» To enable and configure Advanced Routing:

1. Choose Home > Device Settings > Advanced Routing. The Advanced routing page opens.
2. Select the "Enable Advanced Routing" checkbox.
3. Click OK.
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4. Enter 'ip route <data>' or 'ip rule <data>', followed by the Linux 'ip route' and 'ip rule' command
format.

5. Click Apply. The IP Route/Rule Command List appears.

Enable Advanced Routing

oKk | [Cancei]

I HouteFtuke Command Lt
| Ip rowle add 192 168 2 100 wia 152 165 2 89 dev ethl
ip route add default via 182 168.2. 7T dev ol table 200
| ip rule 2dd from 10.0.0.10 lookup 200

ip routelip rule Command:

| Annl‘.-_r | Besst AR Rukes |
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Note: Created rules are applied after the system routing table. It's best to edit this via the local ports, to
prevent network interruption on an invalid rule. Routes will not be saved until Save Routes is clicked. Do
not exit the page until Save Routes or Reset is selected. In case of issues, a restart of the device will
reset the routing tables if not saved.

To reset Advanced Routing:

e C(lick "Reset All Rules" to clear the custom settings.

e A factory reset of the device will delete all custom commands and disable advanced routing.

Enable Syslog Forwarding

This feature logs all system activities and forwards them to remote Syslog servers. You can configure up
to 8 different servers. All messages will be forwarded to all configured servers. If you need to focus on
specific messages per server, you should apply message filters at the server level. Messages are sent
even if some servers are experiencing errors.

Choose Device Settings > Event Management. The Event Management - Settings page opens.
Select Enable Syslog Forwarding to log the appliance's messages to remote Syslog servers.

Type the IP Address/Hostname of your Syslog servers in the IP Address/Hostname fields. IPv4 and
IPv6 are supported.

Enter the port number for each server. Default is 514.
Click OK at the bottom of the page.
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Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

e C(lick Reset to Defaults at the bottom of the page to remove the setting.

802.1X Security

IEEE 802.1X authentication can be configured independently on each LAN port to give the SX Il secure
access to your wired LAN.

Supported authentication methods include:

e EAP_TLS
e EAP_TTLS
e [EAP_PEAP

If your network switch does not allow access to the network without 802.1X in effect, you will not be
able to configure SX Il remotely using a web browser. You can use the Local Port of the SX Il or a
crossover cable to the switch itself.

Before proceeding, upload your certificate in the Certificate Repository so that it can be accessed from
the 802.1X configuration page. See Certificate Repository (on page 143).

Important: Do not delete certificates that are in use from the Certificate Repository.

» To configure 802.1X security:

1. Choose Device Settings > 802.1X Security. The settings page opens. Note that LAN and LAN2 settings
are separate.

In the LAN or LAN2 sections, select the Enable 802.1X Security checkbox to begin.

2. Inthe CA Certificate section, select Enable Verification of TLS Server Certificate if your configuration
requires a certificate.

¢ If your certificate has been uploaded, select it in the Repository CA Certificate List (by Subject) field.
e If your certificate doesn't appear, you must add it to the Certificate Repository. See Certificate
Repository (on page 143).
e Select the option for "Allow expired and not yet valid certificates" to enable if needed.
1. Select your Authentication Method to activate the necessary fields in the form:
e EAP_PEAP: Inner Authentication is set to MSCHAPv2. Enter the user name and password.

= Username: Numerals: 0-9, Lower case letters: a-z, Upper case letters: A-Z, Printable special
characters: ASCII codes 33-47, 123-126, Space (ASCIl code 32) is not allowed. Up to 32
characters.

= Password: Numerals: 0-9, Lower case letters: a-z, Upper case letters: A-Z, Printable special
characters: ASCII codes 33-47, 123-126, Space (ASCII code 32) is allowed. Up to 64 characters.
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EAP_PEAP

Inner Authentication: MSCHAPv2

User Mamea:
Password:
e EAP_TLS:
= If your certificate has been uploaded, select it in the Repository Client Certificate List (by
Subject) field.

= If your certificate doesn't appear, you must add it to the Certificate Repository. See Certificate
Repository (on page 143).

Client Certificate

Repository Client Certificate List (by Subject): Mot Sat
| Horwe Available ~

= If the certificate uploaded to the repository requires a password, the Key Requires Password
and password fields will populate automatically.

Client Private Key

Client Private Key: File Mot Sl
| He fite selected

Koy Requines Password
Password

e EAP_TTLS: Select the Inner Authentication method from the list: MSCHAPv2, CHAP, or PAP. Enter
the user name and password.

EAP_TTLS

Inner Authentication: | MSCHAPv2 ¥

User Name:

Password:

1. Click OK and wait for authentication. This may take several minutes. You can check the status at the
top of the 802.1X settings page. After clicking OK the status will be "enabled/pending". If
authentication is successful, the status changes to "enabled/authorized". If authentication fails, the
status changes to "enabled/failed".
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| Port Access | Power | Virtual Media | User Management [IDeVies

Home > Device Seltings > 302.1X Secwity
Operation completed successfully.

Current 802.1X Status: enabled/authorized -

802.1X Status

Check the 802.1X status at the top of the settings page. Go to Device Settings > 802.1X Security.

Interface State | Authentication State  Status

Enabled Pending Wait

Enabled Authorized Success

Enabled Failed Failed/Troubleshoot
Disabled 802.1X Disabled

Troubleshooting 802.1X Authentication Failure

The following tips may help you troubleshoot 802.1X authentication failure.

e Wait for the authentication to complete — it may take several minutes.

® Double-check that the SX Il 802.1X settings you have entered match how 802.1X is configured on
your network switch.

e Check the 802.1X Status under Device Settings>802.1X Security, in the Audit Log, and the status on
the network switch

e On the network switch: Make sure Periodic Reauthentication is enabled. Set the Reauthentication
Period to the lowest possible value. The switch will reauthenticate when the Reauthentication
Period expires

e Switches may have a way to trigger reauthentication immediately, for example, a 'Reauthenticate
Now' checkbox that can be selected to restart authentication immediately on the switch.

e Reboot the SXII.

e Make sure all certificates are uploaded and remain in the Certificate Repository. See Certificate
Repository (on page 143).
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Configure Date and Time Settings from the Remote Console

Use the Date/Time Settings page to specify the date and time for the SX II. There are two ways to do
this:

e Manually set the date and time.
e Synchronize the date and time with a Network Time Protocol (NTP) server.

Note: NTP security is added to the SX I, which allows it to request the date and time with or without
authentication. If the NTP server is configured to use authentication, it will accept the request along
with the authentication key, and send back the date and time along with a digital information of the
authentication key. The SX Il will verify the digital information and will use the date and time if the key
matches; otherwise discard the received information.

To set the date and time:

Choose Device Settings > Date/Time. The Date/Time Settings page opens.
Choose your time zone from the Time Zone drop-down list.
Adjust for daylight savings time by checking the "Adjust for daylight savings time" checkbox.

P w N e

Choose the method to use to set the date and time:

e User Specified Time - use this option to input the date and time manually. For the User Specified
Time option, enter the date and time. For the time, use the hh:mm:ss format (using a 24-hour
clock).

e Synchronize with NTP Server - use this option to synchronize the date and time with the Network
Time Protocol (NTP) Server.

5. For the Synchronize with NTP Server option:

a. Enter the IP address of the Primary Time server, Authentication Type, ID, key Format and key

value.

b. Enter the IP address of the Secondary Time server, Authentication Type, ID, key Format and key

value Optional

Note: If DHCP is selected for the Network Settings on the Network page, the NTP server IP
address is automatically retrieved from the DHCP server by default. Manually enter the NTP
server IP address by selecting the Override DHCP checkbox.

6. Click OK.
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Configure SNMP Agents from the Remote Console

See Viewing the SX Il MIB (on page 99) for information on viewing the SX Il MIB.

SX Il supports SNMP logging for SNMP v2c and/or v3. SNMP v2c defines message formats and protocol
operations when SNMP logging is enabled. SNMP v3 is a security extension of SNMP that provides user

authentication, password management and encryption.
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1. Choose Device Settings > Device Services. The Device Service Settings page opens.
2. Select the Enable SNMP Daemon checkbox to activate to the SNMP section.
3. Provide the following SNMP agent identifier information for the MIB-II System Group objects:
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e System Name - the SNMP agent's name/appliance name
e System Contact - the contact name related to the appliance

e System Location - the location of the appliance

4. Select either or both Enable SNMP v1/v2c and Enable SNMP v3. At least one option must be

selected. Required

5. Complete the following fields for SNMP v2c (if needed):

e Community - the appliance's community string

e Community Type - grant either Read-Only or Read-Write access to the community users

Note: An SNMP community is the group to which appliances and management stations running
SNMP belong. It helps define where information is sent. The community name is used to identify the
group. The SNMP device or agent may belong to more than one SNMP community.

6. Complete the following fields for SNMP v3 (if needed):

e Select Use Auth Passphrase if one is needed. Select this option if you want to use the same pass
phrase for the authorization pass phrase and privacy pass phrase without having to re-enter it.

e Security Name - the username or service account name of the entity communicating with the
SNMP agent (up to 32 characters).

e Authentication Protocol - the MD5 or SHA authentication protocol used by the SNMP v3 agent.
Note: When FIPS is enabled, SHA must be used for v3 traps for FIPS compliance.

e Authentication Passphrase - the pass phrase required to access the SNMP v3 agent (up to 64
characters).

® Privacy Protocol - if applicable, the AES or DES algorithm used to encrypt data.

e Privacy Passphrase - if applicable, the pass phrase used to access the privacy protocol algorithm (up
to 64 characters).

Next, configure SNMP traps. This is done on the Event Management - Settings page, which can be
quickly accessed by clicking the SNMP Trap Configuration link at the bottom of the Device Services page.
See Configuring SNMP Notifications (on page 96)for information on creating SNMP traps and List of SX

Il SNMP Traps for a list of available SX Il SNMP traps.

The events that are captured once an SNMP trap or inform is configured are selected on the Event
Management - Destination page. See Configuring Event Management - Destinations.

Configuring SNMP Notifications

Simple Network Management Protocol (SNMP) is a protocol governing network management and the
monitoring of network devices and their functions.

SNMPV2 provides for both traps and informs to be sent out over a network to gather information. The
basic difference between traps and informs is that when the remote application receives an inform it
sends back an acknowledgment, while traps are not acknowledged. In SNMPv3, there are further
capabilities and restrictions on how the messages are handled.

The traps and informs are configured on the Event Management - Settings page. See List of SX || SNMP
Traps for a list of supported traps and informs.

Raritan.

Abrand of [1legrand



SNMP agents are configured on the Device Services page. See Configuring SNMP Agents for information
on configuring SNMP agents and Viewing the SX Il MIB (on page 99) for information on viewing the SX
Il MIB.

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Select the SNMP Logging Enabled checkbox to enable to remaining checkboxes in the section.
Required

3. Select either or both SNMP v2c Notifications Enabled and SNMP v3 Notifications Enabled. At least
one option must be selected.

Once selected, all related fields are enabled. Required

4. Complete the following fields for SNMP v2c (if needed):

e Destination IP/Hostname - the IP or hostname of the SNMP manager. Up to five (5) SNMP
managers can be created

Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

a. Port Number - the port number used by the SNMP manager
b. Community String - the appliance's community string

Note: An SNMP community is the group to which appliances and management stations running
SNMP belong. It helps define where information is sent. The community name is used to identify
the group. The SNMP device or agent may belong to more than one SNMP community.

C. Type - notification type, either Trap or Inform

d. Retries and Timeout - for Informs, enter the number of retries to be attempted, and the timeout
period in seconds.

WARNING: Non-responding destinations may significantly slow system response if informs are
configured with large values for retries and/or timeouts.

5. [Ifitis not already, select the SNMPv3 Notifications Enabled checkbox to enable the following fields.
Complete the following fields for SNMP v3 (if needed):

e Destination IP/Hostname - the IP or hostname of the SNMP manager. Up to five (5) SNMP
managers can be created

Note: IPv6 addresses cannot exceed 80 characters in length for the host name.

a. Port Number - the port number used by the SNMP manager

e Security Name - the username or service account name of the entity communicating with the
SNMP agent (up to 32 characters).

e Authentication Protocol - the MD5 or SHA authentication protocol used by the SNMP v3 agent.
Note: When FIPS is enabled, SHA must be used for v3 traps for FIPS compliance.

e Authentication Passphrase - the pass phrase required to access the SNMP v3 agent (up to 64
characters).

e Privacy Protocol - if applicable, the AES or DES algorithm used to encrypt data.
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a. Privacy Passphrase - if applicable, the pass phrase used to access the privacy protocol algorithm
(up to 64 characters).

Note: If you are accessing the Event Management - Settings page from the local console and are
using a screen resolution lower than 1280x1024, the Privacy Passphrase column may not be
displayed on the page. If this occurs, hide the SX II's left panel. See Left Panel

b. Type - notification type, either Trap or Inform.

C. Retries and Timeout - for Informs, enter the number of retries to be attempted, and the timeout
period in seconds.

6. Click OK to create the notifications.
Use the Link to SNMP Agent Configuration link to quickly navigate to the Devices Services page from the
Event Management - Settings page.

The events that are captured once an SNMP trap or inform is configured are selected on the Event
Management - Destination page. See Configuring Event Management - Destinations.

SX Il supports SNMP logging for SNMP v2c and/or v3. SNMP v2c defines message formats and protocol
operations when SNMP logging is enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.

» To edit existing SNMP notifications:

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Make changes as needed and click OK to save the changes.

Note: If you disable SNMP settings at any time, the SNMP information is retained so you do not have to
reenter if you re-enable the settings.

» To delete SNMP notifications:

e (Clear all of the SNMP fields and save.

e Use the reset to factory defaults feature to remove the SNMP configuration and set the SX Il to its
original factory default.

» To reset to factory defaults:

e C(Click Reset To Defaults.

WARNING: When using SNMP notifications over UDP, it is possible for the SX Il and the router that it is
attached to fall out of synchronization when the SX Il is rebooted, preventing the reboot completed
SNMP notification from being logged.
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Viewing the SX || MIB

1. Choose Device Settings > Event Management - Settings. The Event Management - Settings page
opens.

2. Click the 'Click here to view the 'SNMP MIB' link. The MIB file opens in a browser window.

Performance Information in the MIB

The following Gets() have been added to the MIB.
» CPU (processor)
e systemUsageCPU: Current usage as percentage
» Memory
e systemUsageMemory: Current usage as percentage.
» Power supply status
e systemPowerSupplyTable: Table of up to two power supplies' on/off status.
» Port utilization and Port status

e portDataTable: Table of the portDataStatus for each port with the possible states below:
e inactive - Target cannot be accessed. (Ul Status:down, Availability:idle)
e available - Target can be accessed. (Ul Status:up, Availability:idle)

e connected - A user is connected but capacity is available. (Ul Status:up/down,
Availability:connected)

¢ busy - Reached maximum access capacity. (Ul Status:up/down, Availability:busy)

Configure Event Management - Destinations

If system events are enabled, SNMP notification events (traps and informs) are generated. The events
can be logged to the syslog or audit log.

Events and where the event information is sent is configured on the Event Management - Destinations
page.

Note: SNMP, Syslog, and SMTP logging only works when enabled in the Event Management - Settings
page.

» To select events and their destinations:

1. Choose Device Settings > Event Management - Destinations. The Event Management - Destinations
page opens.
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System events are categorized by Device Operation, Device Management, Security, User
Activity, and User Group Administration.

2. Select the checkboxes for those event line items you want to enable or disable, and where you want
to send the information.

Tip: Enable or disable entire categories by checking or clearing the Category checkboxes, respectively.

3. Click OK.
» To reset to factory defaults:

e Click Reset To Defaults.

WARNING: When using SNMP notifications over UDP, it is possible for the SX Il and the router that it is
attached to fall out of synchronization when the SX Il is rebooted, preventing the reboot completed
SNMP notification from being logged.

Heme > Device Seftings > Event Management - Destinations

Event Management - Destinations

Note: SNMP traps will only be generated if the "SNMP Logging Enabled” option is checked. Syslog
events will only be generated if the "Enable Syslog Forwarding” option is checked. SMTP messages
will only be generated if the "SMTP Logging Enabled"” option is checked. Event destination settings
can be found on the "Event Management - Settings" page on the Device Settings menu.

Category Event SNMP Syslog SMTP Audit Log

Device Operation
System Startup
System Shutdown
Power Supply Status Changed
Powerstrip Outlet Status Changed
Network Parameter Changed
Port Status Changed
MNetwork Failure
Ethemet Failover
802 1x Authentication Failure
Automatic Script Configuration

Enable Email (SMTP) Notifications from the Remote Console

Enable email notifications for users on the Event Management - Settings page.

Each person for whom SMTP is enabled receives notification when an event is triggered. Up to ten (10)
users can be added.

Configure SMTP server settings on the SMTP Settings page. Use the "Link to SMTP server configuration"
quick link at the bottom of the Event Management - Settings page. See Configure and Test SMTP Server

Settings (on page 101).
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» To enable SMTP Notifications:

1. Select Device Settings > Event Management - Settings to open the Event Management - Settings
page.
2. Go to the SMTP Settings panel and select the Enable SMTP Server checkbox.
Ensble Sysiog Forasrding

IP AddressMosl Nama

SHTP Configuration -\'

& SMTP Logging Enabled

Emnil Subscrib=ss

itpmadgitemal com

| empil amai tom
Hew Email Subscribey Address
[Add] [Delete]

Link ba SMITP senver configuration

P

3. Type the email address of the SMTP subscriber in the New Email Subscriber Address field and then
click Add.

4. Click OK.

Configure and Test SMTP Server Settings

Enter the information required for a connection to your SMTP server on the SMTP Server Settings page.
Note that if the server requires STARTTLS, SX Il automatically uses it.

Select Device Settings > SMTP Settings.

Provide the server address, port and the email address used to send SMTP notifications.

If the server requires a username and password authentication to send emails, provide them in the
User Account and Password fields, respectively.

4. Click Apply.

Senver -

— Testing will not save changes. Use the apply bulfion when you are safisfied with your
507 2a-Eeff 2001 Jada 901 seorgs " ng i you you
?FI1
2|
Sender Emall Address \
| supposti@rantan com

Recetver Address
| seppon@ranesn com Sand

o SMTP server requires password authentication

User Account
|Suppart

Pesywond

X A
[Apety] [Reset To Detanies
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It is important that the SMTP server information be accurate so that the SX Il appliance can send
messages using that SMTP server.

This test sends an email using the settings displayed on the page in the SMTP Settings pane. SX |l saves
the settings once you click Apply.

1. Send a test email by entering a destination email address to receive the test message

Note that the receiver email is not saved.

2. Verify the message was received by the intended email target. If there are problems, contact your
SMTP administrator to make sure your SMTP server IP address and authorization information are
correct.

Homa > Cwvion Satings » SMTP Seiiings

(s setgs " rew ae s

Server

Testing will et save changes. Use Bhe apply Bulion whee you s safisfied with your

| w07 2006 2021 Zedncwan senegy
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W wid Accont
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[Apply | [Reset To Detauits

Configure Modem Settings from the Remote Console

Configure modem settings for SX || models with internal, analog modems on the Modem Settings page.
You can also configure modem settings via command line interface. See Configure a Modem Using CLI
(on page 171).

Note: SX Il models without internal modems do not have access to the Modem Settings.

SX Il models with internal modems are indicated by an M in the model, such as DSX2-4M. For a list of
models. see SX Il Models (on page 15). You model number is in Device Information in the left panel of
the Remote Console.

Device Information:
Device Name: DominionSX2For250Tesing2022
IP Address:

192.168.59.132

192.168.10.42
Firmware: 2.5.0.1.3342
Device Model:
DSX2-321
Metwork: LANT LANZ
Powerln1: on
Powerln2: on
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» Restrictions of PPP dialup:

When accessing SX Il over dialup, the Port Access tab in the web interface is disabled, but administrative
features are available. Port access cannot load over slow dialup connections. When using PPP dialup,
use SSH CLI for port access.

Connect to the Internal Modem via the Modem Port
e Use atelephony cable to connect to the Modem port on the SX II.

Configure the Internal Modem
1. Choose Device Settings > Modem Settings to open the Modem Settings page.

Note: The Enable Broadband Modem feature is specific to use of an external, wireless modem. See
Connect and Enable Global Access to an External USB-Connected Broadband Modem (on page 108).

2. Select Enable Modem. Default is enabled.
3. Select the Modem Access Mode.
e All - allows modem access through both PPP and console access.
If a PPP signal is not detected, uses console access.

e PPP_Only - allows only PPP connections that will access the SX Il through the configured PPP server
IP address.

e Console_Only - allow only Local Console connections, meaning CLI access through a terminal
emulation program such as Hyperterminal.

4. |If you selected All or PPP_Only as the modem access mode, enter the IP address information.
e Enter the PPP server IP address.
This is address assigned to SX II when a connection is established via dial-up. Required
e Enter the PPP client IP address.

This is the internet address SX II assigns to the Remote Client when a connection is
established via dial-up. Required

Note: The PPP server IP address and PPP Client IP address must be different and cannot conflict
with the network addresses used by the server or the client.

5. PPP_Only mode supports dialback. Select the Enable Modem Dial Back checkbox to enable the
dialback feature.

Only tone dial back is supported; pulse dial back is not supported.

Both Dial-in and Dialback must be enabled on the modem, and the dialback numbers for a user

must be configured in the authentication service (local, RADIUS, LDAP, or TACACS+). See

Create and Activate a User (on page 60).

Users who belong to a user group with Modem Access permission but who do not have a dial-in

number cannot establish a connection.
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Each user accessing the SX II via modem must have a call-back number defined in their profile.
A Comma (,) character is supported to enable a pause, such as in dialing a 9 before a phone
number. Add up to 8 dialback numbers per user. See Configure Multiple Dialback Numbers and
Caller ID Verification (on page 105).

6. Select the Caller ID Verification for Dialback checkbox to enable. When enabled, numbers used to
access the modem will be verified against the dialback numbers listed for a user. See Configure
Multiple Dialback Numbers and Caller ID Verification (on page 105) for more details.

7. Select Enable Modem Dialout to allow outbound modem connections. When enabled, an access
point called "Internal Modem" is added to the end of the port list that will launch an HSC interfaces
directly with the modem. AT commands can then be given to initialize and dial out from the modem.

8. Click OK to commit your changes or click Reset to Defaults to return the settings to their defaults.

* Enable Modem

Modem Access Mode
Console_Only

Enabile Modemn Dialback
Caller ID Verification for Dialback

PPP Server IP Addrass
10.00.1

FPP Client IP Address
10002

f':\ii f'HesetTnDefaults: 'Cancﬂ:

Assign User Groups Modem Access Permissions
e If needed, assign users to a group with Modem Access permissions.

Modem Access permission is assigned to a user group on the Group page, and the user is
then assigned to the group on the User page. For more information, see Configure and
Manage Users and Groups from the Remote Console (on page 54).
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Configure Multiple Dialback Numbers and Caller ID Verification

You can associate multiple phone numbers with a user for dialback from the modem. Caller ID
verification can be enable to validate and dial back to the proper number in the list.

When a user logs in via the modem, and Caller ID Verification is enabled, the system will check the
phone number used to log into the device. If the Caller ID number is found in the user's configured
dialback numbers, dialback will be allowed to continue and dial back to the number in the CallerID.
When Caller ID Verification is diabled, and the user has multiple numbers configured, the system will
always dial back the first number that is in the list of numbers in the dialback field.

Multiple dialback numbers and caller ID verification work the same way with both PPP dialback and
console dialback implementations.

» To configure dialback numbers:

1. Choose User Management, then select a user or create a user. See Create and Activate a User (on
page 60). When your SX [l model has an internal modem, the user profile contains modem-specific
fields.
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2.

3.

Usarname *
modem

Full Mame
modem lesier

Fassword
Confirm Password

Dialback Mumber
1732652095 T324441234 73255512347

User Group *
Aadrmin v

« Active

[OK] [Deleta] [Cancel]

In the Dialback Number field enter the list of phone numbers for this user. Use a space between
each complete phone number. Up to 128 characters total.

Click OK.

» To configure caller ID verification:

106
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Choose Device Settings > Modem Settings to open the Modem Settings page.

Verify PPP_Only is selected for Modem Access Mode.

Verify Enable Modem and Enable Modem Dialback checkboxes are selected.

Select the Caller ID Verification for Dialback checkbox.

Click OK.

Modem Settings

¥ Enable Modem

Modem Access Mode
PPP_Only v

¥ Enable Modem Dialback

¥ Caller ID Verification for Dialback

PPF Server IP Address
10001

PPP Client IP Address
10,0.0.2
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Configure Caller ID Verification for Dialin Numbers

Caller ID verification for dialin numbers allows you to configure a list of 8 approved dialin numbers from
which analog phone calls will be accepted.

When enabled, if a call is received from a number that is not present in the dialin list, the phone does
not answer the line.

If the phone number is present in the dialin list, the connection will take place after the third ring of the
phone.
I Home * Device Safings » Modem Setings

Broadband Modem Senngs

[ enstie Brondiand Medem

[J Enabie Broadband Modem Failover

Modem Senings

Enable Madem
Modem Access Mode
C—
[ Enabbe Modem Dialback
D Caaller ID Verification for Dialbesch

PP Server IP Addiress:
10001
PPF Chenit IF Address
[1000.2

Caller I Verification for Dialin

— MSodlern Dialin List

Phane Numbes
[tz

Ok Reset To Defaulls | | Cancel |

» To configure caller ID verification for dialin numbers:

In Device Settings > Modem Settings, make sure a modem is enabled.
Select the Caller ID Verification for Dialin checkbox.

Enter the approved dialin numbers in the Modem Dialin List.

Click OK.

W PE
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External Modem Support

There are two supported options for external broadband modems. One option may be better for your
configuration.

USB-connected modem:

e All SX Il models support an external, 3G/4G wireless modem connection with USB using a Sierra
Wireless AirLink® GX440, GX450, or ES450 gateway modem.

e With this modem configuration, you can set permissions on SX Il that control who can access using
this modem. See Connect and Enable Global Access to an External USB-Connected Broadband
Modem (on page 108)

LAN-connected modem:

e Al SX Il models support an external 4G modem connection via Ethernet using a Cradlepoint
AER1600 or Cradlepoint IBR200 modem. See Connect to a LAN Connected External Modem (on
page 110).

e With this modem configuration, the modem is unknown to SX Il because it is Ethernet-connected.
You cannot control the modem using SX Il permissions.

e The "Failover to Modem" feature does not apply to this modem configuration.

e This configuration can be used with VPN access.
Connect and Enable Global Access to an External USB-Connected Broadband Modem

Users who need access to SX Il via the Sierra Wireless modem must be assigned to a user group with
Modem Access permissions. This is a security measure that helps control who can access SX Il via the
modem. For example, create a user group called Sierra Wireless Users and give the group Modem
Access permissions, then assign only users who need access to the modem to that group.

The Enable Broadband Modem feature must be enabled in SX Il in order for users to access SX Il via the

Sierra Wireless modem. This is a global-level feature, so it is disabled by default in order to prevent all
users from being able to access SX Il via the modem.

Broadband Modem Settings

C] Enable Broadband Modem

Enable Broadband Modem Failover

Sierra Wireless Software and Firmware Versions
Sierra Wireless must have at least ALEOS Software Version 4.4.1.014

This configuration has been tested with the Verizon Wireless MC7750 Radio Module using firmware
version 3.05.10.13.

Connect the External, Wireless Modem
USB Connection
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Use either a Micro A or Micro B to USB Type A cable to connect the Sierra Wireless to the SX II.

e Connect the Sierra Wireless USB port to any of the USB ports on back of the SX Il or to the USB port
on the front of the SX II.

vz +. =0 W) O D

i3 OO e

-
LEL
S

Note: Only USB connections are supported for this modem.

Configure the Sierra Wireless Modem

Configure the Sierra Wireless modem for use with SX Il using these connections. These settings are
configured on the Sierra Wireless modem, not SX II.

Configure the Sierra Wireless Modem for a Cellular Connection

e A SIM card must be purchased from your service provider and installed in the Sierra Wireless
modem.

e Get a static IP address from your service provider, then assign it to the Sierra Wireless modem.
e Sierra Wireless must be configured for Public mode.
e Host Connection Mode must be set to "USB Uses Public IP".

e USB Device Mode must be set to "USBNET".

Change Default Username

For security reasons, change the default Admin account username to a new name before using the
Sierra Wireless .

Assign User Groups Modem Access Permissions

Following are settings applied in SX II.

e Modem Access permission is assigned to a user group on the Group page, and the user is then

assigned to the group on the User page. For more information, see Configure and Manage Users
and Groups from the Remote Console (on page 54).

Enable Global Access and Failover Settings to External USB-Connected Broadband
Modem

Use this feature to enable or disable access to an external Sierra Wireless modem.

Note: These settings do not apply to the Cradlepoint LAN-connected modem option.

Raritan.

A brand of Ellegrand 109



Cellular (broadband) access is disabled by default. Since this is a global-level feature, it is disabled for all
users.

Once it is enabled, only users who belong to a user group with Modem Access permissions can access
SX Il via the Sierra Wireless modem.

Broadband can be enabled from the Remote Client and via CLI.

» To enable broadband from the Remote Client:

1. Enable broadband by selecting Device Settings > Modem Settings and selecting the Enable
Broadband Modem checkbox.

2. Click OK to apply the change.
SX II is now accessible using the Sierra Wireless modem.

3. If you want your modem automatically enabled only when both LAN ports go down, also select the
Enable Broadband Modem Failover checkbox.

Once either LAN port comes back up, the model will be automatically disabled. All active
sessions will be dropped.

4. Click OK to apply the change.

Broadband Modem Settings

+ Enable Broadband Modem

J Enable Breadband Modem Failover
OK Reset To Defaults | cancel

External Modem Connection Status and Checks

The connection event is logged in the SX Il audit log.

Once the devices are on and the connection is active, the gateway IP address is displayed in the Remote
Console in the left panel under the Network section.

Additionally, the gateway IP address is displayed on the Network Settings page in the IPv4 section's
Default Gateway field.

As with other targets connected to SX II, you can perform diagnostics, ping and perform a trace of the
Sierra Wireless modem using the SX Il Diagnostics tools.

Connect to a LAN Connected External Modem

Cradlepoint AER1600 or IBR200 are supported for LAN-connected external modem access.
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» To connect Cradlepoint modems to SX Il:

e Connect the AER1600's or IBR200's LAN port to the SX Il LAN1 or LAN2 port.

e The SX Il LAN port must be configured for DHCP so that the AER1600 DHCP server can provide it
with the IP address. It is possible to reserve an IP address on the AER1600 so that the user can
configure the SX Il LAN port with a static IP address.

e Inthe SX Il network settings, Enable Automatic Failover should be disabled. Choose Device Settings
> Network, then deselect the Enable Automatic Failover checkbox.

» To configure VPN access:

OpenVPN client on Windows 7 works with the AER1600 when configured according to the instructions
provided by Cradlepoint. A Cradlepoint prime license is required:

http://knowledgebase.cradlepoint.com/articles/Support/OpenVPN-Bridged-Client-Server-Configuration

e Note: If VPN is not in use, port forwarding must be configured in the AER1600 to forward the IP
packets to the SX Il

Power Supply Setup

SX Il provides dual power supplies, and can automatically detect and provide notification regarding the
status of these power supplies.

When both power supplies are used, SX Il automatically detects them and notifies you of their status.
Additionally, both the Powerln1 and Powerln2 Auto Detect checkboxes are automatically selected on

the Power Supply Setup page.

If you are using only one power supply, you can enable automatic detection for only the power supply in
use.

Proper configuration of power supplies ensures SX Il sends the appropriate notifications should a power
supply fail. For example, if power supply number one fails, the power LED at the front of the unit will
turn red.

The Power LED on the front of the SX Il appliance is red when the checkbox is selected for an

unconnected power supply. The LED is blue when the checkbox is not selected for an unconnected
power supply.

» To enable automatic detection for the power supplies in use:

1. Choose Device Settings > Power Supply Setup. The Power Supply Setup page opens.
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2. If you are plugging power input into power supply number one (left-most power supply at the back
of the unit), then select the Powerln1 Auto Detect option.

3. |If you are plugging power input into power supply number two (right-most power supply at the back
of the unit), then select the PowerIn2 Auto Detect option.

4. Click OK.
» To turn off the automatic detection:

e Deselect the checkbox for the appropriate power supply.
» To reset to factory defaults:

e C(Click Reset To Defaults.

Configure Local Port Settings from the Remote Console

Configure Local Console port settings on this page.

Some changes you make to the settings on the Local Port Settings page restart the local terminals. If a
local terminal restart occurs when a setting is changed, it is noted here.
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JHome = Device Sefiings » Local Porl Seings )|

Nore: Some changes to the Local Port Sertings will
restart the local terminal.

] Enabile DV Local Por, Adman Port and Terminal Por

Terminal Port Settings

Baud Rate:

15200 [ =]
Local Port Settings

Keyboard Type
us =
Local User Authentication
@ Locall DAPRAMNUSTACACS+
Hone
o lgnare CC managed mode on local port

oK | | ResetToDetautts | | Cancet |

1. The "Enable DVI-D Local Port, Admin Port and Terminal Port" checkbox is selected and the ports are
enabled by default. Deselecting the checkbox disables the ports.

The local terminal is restarted when this change is made.

2. Inthe Terminal Port Settings, choose the terminal port's Baud Rate.

3. Choose the appropriate keyboard type from among the options in the drop-down list. These
keyboard options apply only to the Remote Console; they do not apply to the Local Console.

The local terminal is restarted when this change is made.

e US °

e US/International

e United Kingdom

e French (France)

e German (Germany)

e German (Switzerland)

e Simplified Chinese

e Traditional Chinese

e Dubeolsik Hangul (Korean)

e JIS (Japanese Industry Standard)
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Portuguese (Portugal)
Norwegian (Norway)
Swedish (Sweden)
Danish (Denmark)
Belgian (Belgium)
Hungarian

Spanish

Italian

Slovenian
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Note: Keyboard use for Chinese, Japanese, and Korean is for display only. Local language input is not
supported at this time for SX Il Local Console functions.

1. Choose the type of Local Console authentication.

e Local/LDAP/RADIUS/TACACS+ - This is the recommended option.
* None - There is no authentication for Local Console access.

Important - If local port authentication is set to None, users only need to hit a character
key on their keyboard and are automatically logged in as admin user.

This option is recommended for secure environments only. For default settings, users are
required to login to the local port via username and password.

2. Select the "Ignore CC managed mode on local port" checkbox if you would like local user access to
the SX Il even when the appliance is under CC-SG management. Alternatively, use the direct device
access while under CC-SG management feature.

If you do not ignore CC manage mode on the local port now and decide at a later time to
remove the appliance from CC-SG management, you must remove the device from within CC-
SG and then return to this page to deselect this checkbox.

Changing the Default GUI Language Setting from the Remote
Console

The SX Il web-based interface defaults to English, but also supports the following localized languages.
These languages are not applied to the Local Console.

e Japanese
e Simplified Chinese
e Traditional Chinese

» To change the GUI language:

114

1. Select Device Settings > Language. The Language Settings page opens.
2. From the Language drop-down, select the language you want to apply to the GUI.
3. Click Apply. Click Reset Defaults to change back to English.

Note: Once you apply a new language, the online help is also localized to match your language
selection.

Configure Port Logging Settings from the Remote Console

e Select Device Services > Port Logging Settings to access the Port Logging - Settings page and
configure the local log settings.

Timestamp and Update Frequency

SX Il logs the port status at regular intervals as defined by the Timestamp value. Enter a time in seconds
between 0 —99999. Note that entering 0 disables timestamps for port logging. Changes to the
timestamp interval will go into effect after the current interval has passed and that port status
timestamp has been logged. The default value is 0 seconds, so port status logging is disabled by default.
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The update frequency is the interval between each data push to the port log file, port syslog and NFS
port logging, if they are enabled. The default value is 30 seconds.

Data is buffered in SX Il during the time between the intervals or until the appliance buffer is full. This
feature manages the logging traffic so it is not pushed continuously.

. Heoma » Device Settngs > Port Loggang - Seftings

Port Logging Settings

Timastamp (Interval)
0

Update Frequency (seconds)
30

Port Log Local File and Port Log Local Input File

Enable the Port Log Local File to capture data for each port locally on SX II. To capture inputs for each
port, enable the Port Log Local Input File.

Log files are stored on SX II's internal flash drive. 8 and 16 port models have a 2GB internal flash drive.
All other models have an 8GB flash drive.

If needed, enter a maximum file size. When files reach the maximum size, the oldest data is overwritten
to maintain size. To retrieve the files, see Manage Port Logging - Local Files from the Remote Console
(on page 117).

Home » Device Setfings > Port Logging - Settngs

Port Logging Settings

Timestamp (Interval)
0

Update Freguency (seconds)
30

= Port Log Local File
Enable Port Log Local File

Enable Port Log Local Input File

Maximurm File Size{bytes)
S000000

Port SysLog

This feature sends port log data to a remote Syslog server. The messages from the SX Il appliance are
sent to the LOCALS category of the Syslog server for more efficient parsing.

Note: Local5 is the default category, but it is configurable to other local categories.
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Since all messages are sent from the same category on the syslog server, all port output resides in the
same file. Use NFS Port Logging if you prefer separate files for each port's data.

1. Go to the System Logging panel and select the Enable Port Syslog checkbox.

}.ma.:a:“ '_L_..T... S —

| Haeme = Darvice Samegs > Por Logang - Semegs

Timesiamp |inderal)
[

Update Frequansy [secondsi
)

[~ Pl Log Lol File
Enabis Post Log Local File
Enabis Post Log Local inpid File

Mazimum File See{byies)
SOO000T

r~ Pert Sysiog
Erakis Porl Srilog
Bysleg Tringory
B
Sysbog Message Format
Sibeg Primary [ 1 B4 58 Pt

51d

Syuiee Saorciary [P HoiEE Pl
Su

2. Type the IP address of the remote Syslog server in the Primary IP Address field.
3. If you have a backup Syslog server, type its IP address in the Secondary IP Address field.

4. You can use the default port of 514 for primary and secondary syslog servers or define your own.

Network File System (NFS) Logging

Network File System (NFS) logging allows you to log all port activity to an NFS shared directory. All user
activity and user port logins and logouts are logged. There are two log files:

e Input: Records all input (keystrokes) from users.

e Qutput: Contains all the messages that come from the server into the console server. This includes

all user input that is echoed back from the managed device/server.

You must also enable port logging. For more information on port logging, see Enable Port Logging.

Note: The NFS server must have the exported directory with write permission for the port logging to
work.
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Select the Enable NFS checkbox to enable NFS logging.

Type the IP address or hostname of the NFS server in the Primary IP/Hostname field, and then enter

the path to the log file in the NFS Primary Directory field.

3. If you have a backup NFS server, enter the IP/hostname in the Secondary IP/Hostname field and NFS
Secondary Directory fields. If the primary server fails, port logging is redirected to the secondary
server.

N o wuv s

Enter a maximum File Size in megabytes.

Enter a File Prefix to be added to all filenames. Use " " for a blank prefix.

Specify the directory for output of log files in the Out Directory field.
If needed, activate the Enable Input Port Logging feature and type a directory for input in the In

Directory field. To turn this feature off, deselect this checkbox.

®

Use Port Name in Filename: select to customize log file names with the port name.

Select the Encryption checkbox to enable encryption of log files.
e Enter the RC4 key in the NFS Encryption Key (RC4) field.

Manage Port Logging - Local Files from the Remote Console

[~ NF5 Port Logging

¥| Enable NFS Port Logging
MNFS Primary IP /| Hostname

NF5 Secondary IP ! Hostname
File Prefix

s¥_nfs

Out Directory

Enable input Port Logging

In Directory

MFS Primary Directory

MNFS Secondary Directory

File Size (megabytes)
1

Use Port Name in Filename
(Port name should be unique)

Encryption
MFS Encryption Key (RC4)

» To delete log files:

1. Select checkbox for log files.
2. Click Delete Log File.

» To retrieve a log file:

e C(lick the Download link for a log file's "OutputFile" or "InputFile".

Note that power string data is not saved in port log files.
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For information on configuring local log files for ports, see Configure Port Logging Settings from the
Remote Console (on page 114).

Configure Ports from the Remote Console

The Port Configuration page displays a list of the SX Il ports.

Port Access
Click on the individual port name to see allowable operations.

i No.

1

2
.
4
5

1. To access the Port Configuration page, choose Device Settings > Port Configuration.

Mame

Senal Port 1
Sarial Port 2
Serial Port 3
Serial Port 4
Serial Port 5

Type
AUTO

AUTO
AUTO
AUTO
AUTO

Status

down
down
down
down
down

Availability

idller
iclle
il
e
dle

This page is initially displayed in port number order, but can be sorted by Name or Type by
clicking on the column heading.

2. To access a port's page to configure it, click the Port Name for the port you want to configure.

3. Select the Type of target, either Serial or Powerstrip.

4. Provide a meaningful name for the serial target or power strip. Or, click Auto Name Search to use
the configured autoname search settings to retrieve the System Name. Auto Name does not work
for power ports. See Port Auto Name (on page 123).

Note: CommandCenter Secure Gateway does not recognize rack PDU names containing spaces.

Configure Powerstrips

1. If you selected Power Strip, change the Power Strip Name and click OK. If a power strip is detected,
you are returned to the Port Configuration page.

2. Select the port again to edit it and its outlet names, if desired. Outlet names default to the outlet

number.

Note: When a rack PDU is associated with a target device (port), the outlet name is replaced by the

target device name, even if you assigned another name to the outlet.

3. Click OK to save, or Reset to Defaults to start over.

118
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Configure Target Devices

If you selected a target device, there are various settings you can configure.

Note: When a rack PDU is associated to a target device (port), the outlet name is replaced by the target
device name (even if you assigned another name to the outlet).

1. Enter or update the Target Name.

2. If an outlet is connected to the same server that the port is connected to, a power association can
be made with the target device.

A port can have up to four associated outlets, and you can associate a different rack PDU
(power strip) with each. From this page, you can define those associations so that you can
power on, power off, and power cycle the server from the Port Access page.

To use this feature, you need Raritan remote rack PDU(s).

3. Select the Power Strip Name and associate an name with each of the power strip's outlets by
selecting from the Outlet Name drop-down.

4. Click OK. A confirmation message is displayed.

Power Strip Name Outbet Mame
[Fowsrstrip |+ ] [Cuter2[v]
Powerstrip | » | m
Powerstip  |w [Outier £]

5. To allow direct port access to the target's port, enter the port's IP address, and the SSH port and
Telnet port.

IP Address: SEH Post: Telnet Port

:

201 EEE ]

Configure Port Settings
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Configure the remaining port settings, as needed or required.

1. Select the terminal emulation type from the drop-down menu in the Emulation field. This is the
terminal emulation mode used to match the serial targets connected to the ports. The choices are:

VT100

VT220

V1320

ANSI

2. Set Encoding to always use a specific character encoding for this port.
Encoding overrides the global setting for the port to whatever value you set.

The choices are: DEFAULT,US-ASCII,ISO8859-1, ISO8859-15,UTF-8, Shift-JIS, EUC-JP, EUC-CN,
EdUC-KR.

3. Inthe Equipment Type field, indicate whether you want the SX Il to automatically detect a physical
connection to the target. The default is Auto Detection.

e Auto Detection

e Force DTE: SX Il acts as a piece of data terminal detection equipment to detect targets connected
toit.

e Force DCE: SX Il acts as a piece of data communications equipment to detect equipment connected
to it.

Note: If the target has the ability to autodetect either DTE or DCE, you must select either Force DTE
or Force DCE for the port. SX Il does not support autodetection of both DCE and DTE on the same
port.

Select the value of Bits Per Second from the Bits Per Second drop-down menu.
Select the Parity Bits from the Parity Bits drop-down menu.
Select the Flow Control from the Flow Control drop-down menu.

N o u s

If you need to configure the delay between when individual characters are sent via the port, enter
the time in milliseconds in the Char Delay field.

8. To configure the delay between when lines of text are sent via the port, enter it in the Line Delay
field.

9. Configure the sendbreak duration by entering the send break time in the Send Break Duration field.
The send break is configurable from Oms - 1000ms.

10. The Always Active setting affects port data logs. Select Always Active if you want to log activities
coming into a port even if no user is connected.

The default option is to not maintain port access without a connected user, which means ignore
data coming into a port when no user is connected.

11. Port Detection: When disabled, the port will always be shown as "UP", bypassing port detection.
This can be useful for targets that show issues conflicting with the Port/DTE/DCE detection.

12. Select from the Multiple Writers drop-down if you want multiple clients to be able to write to the
port at the same time. The default behavior is that only one user may have write access to the port
at a single time.

13. Select Suppress Messages to prevent messages from being displayed to anonymous users
connecting to SX Il via Direct Port Access.

14. Select the Escape Mode: Control or None.
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The escape sequence affects only the CLI. When entering escape mode, the user is given a
menu of commands that can be performed (for example, gethistory, power commands, and so
forth), a command to return to the port session, and a command to exit the port connection.

The default is None.
15. Type the character in the Escape Character field. The default for the SX Il is ] (closed bracket).

Raritan recommends that you do not use [ or Ctrl-[. Either of these may cause unintended
commands, such as invoking the Escape Command unintentionally. This key sequence is also
triggered by the arrow keys on the keyboard.

16. Type a command in the Exit Command field, such as 1ogout.

This is the command that is sent to your system when a user with write permission disconnects
from the port.

The main function of this command is to ensure that the user's session on the target machine is
closed; however, it is not imperative to have an Exit command configured on a port.

Note: See Configure Discovery Port Using CLI for details on port configuration commands.

17. Click OK to save, or click Reset to Defaults to start over.

Serial Port Settings

Emulation: Encoding: Equipment Type:
VT100 » Default “ | | Auto Detection |
BPS. Parity/Bits; Flow Control:
BEO0 W Mone/d Mone b
Stop Bits:
1w

Char Delay (ms): Line Delay (ms): Send Break Duration (ms):
[0 | 1o | [300 |

Multiple Writers:
Single writer allowed on a port at a ime.

Suppress Messages Always Active

Port Detection

Escape Mode: Escape Character:
Control

Exit Command:

Apply Settings to Other Ports

Once finished, you can apply the same port settings to other ports.

1. Select the ports from the Apply Serial Port Settings To Other Ports section of the page by selecting
them individually or using the selection buttons at the bottom of the page.
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* Apply Serial Port Settings To Other Ports

& Port Number
U 2 Serial Port 2
[ 3 Senal Port 3
O 4 Serial Porl 4

2. Click OK to apply the port configuration settings.

Port Keyword List

Port keywords work as a filter. You can create port keywords and associate them with Event
Management Destinations, such as Audit Log, SNMP, Syslog, SMTP for "Serial Alert" under User Activity.

If a keyword is detected -

e A corresponding event is sent via SMTP (if configured).
e A corresponding trap is sent via SNMP (if configured).

This feature is useful for notifying administrators if a particular event occurs on a port. For keywords to
trigger when no users are connected to a port, "Always Active" must be selected on the port's Port
Configuration page. A list of existing port keywords is displayed on the Port Configuration page, at the
bottom of the page, near Exit Command.

Exit Command:

Port Keywords:
key1

Ort AULD Ha B

* Apply Serial Port Settings To Other Ports

OK | | Cancel | | Reset To Defaults |

The Serial Alert event is selected from the Event Management - Destinations page.

1. Choose Device Settings > Port Keywords. The Port Keyword List page opens.
2. Click Add at the bottom of list on the page. The Keyword page opens.
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| Home > Device Settings > Port Keyword List > Keyword

Keyword: *
[kev2 | LAdd |

™ Ports

Available: Selected:

1; Serial Port 1 A 2. Sernal Port 2 a
Senal Port 3

Senal Port 4

Senal Port 5 M
- Senal Port 6 El
Senal Port 7
Senal Port 8
Senal Port 9 = hd

Do =~ O B

[ C:IH| ["cancel |

Type a keyword in the Keyword field.

Select the Port(s) you want to associate with that keyword.
Click Add to add them to the Selected box.

Click OK.

o v kW

Port Auto Name

Port Auto Name automatically detects a port's System Name from the target output. You can configure
when you want auto naming to run, and select the trigger and matching string pattern pairs to assign to
each port. These pairs form the basis of the search. When the auto name process begins, the trigger
string is sent to a target and the time limit begins. As data is returned, ANSI color codes are filtered out
and the pattern match strings are applied against the data to seek a match. When a matching name is
found, the port's name field is updated and saved. Names are not unique in SX Il. If a name is too long,
it is rejected. If a name is not found for a port, the name is set to default: Serial Port #

» To configure Port Auto Name:

1. Choose Device Settings > Port Auto Name.
2. Select when Auto Name will run:
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Port Auto Name Settings

Search on Port Down to Up Status

Minimum Down Time
10

Search at Boot Time

Once

Search Time Limit Per Port
20

_Ok |

e Search on Port Down to Up Status: Port name search will start when a port changes from Down to
Up status, if the port has been down for the specified Minimum Down Time.
= Minimum Down Time: Enter the time in seconds.
e Search at Boot Time: Port name search will start for all configured ports as soon as the system
starts.
= Select Once to allow the Port Auto Name search process to happen once, and then the setting
will be turned off when search completes.
3. Search Time Limit Per Port: Enter the time in seconds to allow for each port name search. If the
search times out, the default port name is saved.
4. Click OK to save.
5. Select the triggers and patterns you want to use in the search. Triggers prompt a response from the
target. Patterns are the strings to match in a found name:
* Available Triggers and Patterns: Select the checkbox of any trigger or pattern you want to exclude
and click Delete. Optional.

Available Triggers and Patterns

i Trigger

n (HOST)

ir (HOST) [Lijogin:
AC @HOST) [~]." ¥
hostname'r

Delete |

e Port Pairs: Click Add to open the Add Auto Name Pair dialog. Select a common Trigger and Pattern,
or type directly in the text fields below the lists, then click Add. Select the ports to assign these
search terms, then Add to the Selected list. Click OK to save.
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= Supported special characters: \n, \r, AC, \xXX (an octet in hexadecimal)
= \ and » may be escaped as \\ and \” to negate their special operation.

= (HOST) indicates the expected location of the host name.

| Home > Device Seftings > Port Auto Name List > Auto Mame

| [Add |

Trigger: Pattern:
n v [ (HOST)
[in jHosT)
Trigger Pattern
1 ir (HOST) [Lijcgin
™ Ports
Available: Selected:
o Senal Port 5 al 1: Senial Port 1 -
G Senal Port & 2. Serial Port 2
7: Senal Port 7

3 Senal Port 3
& Senal Port 8 4: Serial Port 4
9 Senal Port 9 [T |
10; Senal Port 10 oot
11; Serial Port 11
12: Senal Port 12~ b

|O_K ' Cantei]

®  Your assigned Port Pairs display in the main page.

Configure Security Settings from the Remote Console

Login Limitations

Using login limitations, you can specify restrictions for single login, password aging, and the logging out

idle users.

Login limitations are configured on the Security Settings page.

e Select Security > Security Settings.
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Home > Seourity > Secunty Sellings

Login Limitations

~1 Enable Single Login Limitation

| Enable Password Aging

Password Aging Interval [days)
60
1 Log Out idle Users

Idie Timeout (minutes)
1

| Anonymous Port Access

e Enable Single Login Limitation

When selected, only one login per user nhame is allowed at any time. When deselected, a
given user name/password combination can be connected into the appliance from several
client workstations simultaneously.

e Enable Password Aging

When selected, all users are required to change their passwords periodically based on the
number of days specified in Password Aging Interval field.

This field is enabled and required when the Enable Password Aging checkbox is selected.
Enter the number of days after which a password change is required. The default is 60
days.

e Log Out Idle Users and Idle Timeout

When selected, users are automatically disconnected after the amount of time you specify
in the Idle Timeout (minutes) field. If there is no activity from the user, all sessions and all
resources are logged out. Range is 1-365 minutes.

e Anonymous Port Access

When selected, users can access ports via SSH and Telnet using username anonymous only,
so long as Direct Port Access is enabled for the port. When the setting is enabled, a user
group called "@anonymous" is added. The permissions of this group determine which DPA
ports the anonymous user can access.

User Blocking

The User Blocking options specify the criteria by which users are blocked from accessing the system
after the specified number of unsuccessful login attempts.

e Select Security > Security Settings.
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User Blocking

(@) Disabled
Timer Lockout

Attempis
e |

Lockout Time
5

Deactivate User-ID

Failed Attempits
3

The three options are mutually exclusive:

e Disabled
The default option. Users are not blocked regardless of the number of times they fail
authentication.

e Timer Lockout

Users are denied access to the system for the specified amount of time after exceeding the
specified number of unsuccessful login attempts. When selected, the following fields are
enabled:
e Attempts - The number of unsuccessful login attempts after which the user will be locked out.
The valid range is 1 - 10 and the default is 3 attempts.

e Lockout Time - The amount of time for which the user will be locked out. The valid range is 1 -
1440 minutes and the default is 5 minutes.

Note: Users in the role of Administrator are exempt from the timer lockout settings.

e Deactivate User-ID

When selected, this option specifies that the user will be locked out of the system after the
number of failed login attempts specified in the Failed Attempts field:

Failed Attempts - The number of unsuccessful login attempts after which the user's User-ID
will be deactivated. This field is enabled when the Deactivate User-ID option is selected.
The valid range is 1 - 10.

When a user-ID is deactivated after the specified number of failed attempts, the
administrator must change the user password and activate the user account by selecting
the Active checkbox on the User page.

Strong Passwords

Enable and configure strong passwords on the Security Settings page.

e Select Security > Security Settings to configure strong passwords.

Strong passwords provide more secure local authentication for the system. Using strong passwords, you
can specify the format of valid SX Il local passwords such as minimum and maximum length, required
characters, and password history retention.
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Users with passwords not meeting strong password criteria are automatically required to change their
password on their next login.

When not enabled, only the standard format validation is enforced.
The minimum, general requirements when strong passwords are enabled are that -

e Passwords must be at least 8 characters long

e Have at least one alphabetical character

e Have at least one nonalphabetical character such as a punctuation character or number
e The first four characters of the password and the user's username cannot match

A password cannot begin with a space or end with a space

To enforce this use of a special character, select "Enforce at least one printable special character".

"Number of restricted passwords based on history" enforces the number of prior passwords that cannot
be repeated. The range is 1-12 and the default is 5.

Strong Passwords

_| Enable Strong Passwords

Minimum length of strong password
8

Maximum length of strong password

16

. Enforce at least one lower case character

. Enforce at least one upper case character

. Enforce at least one numeric character

| Enforce at least one printable special character

Number of restricted passwords based on history
5

Configure Encryption & Share

Using the Encryption & Share settings you can specify the type of encryption used, PC share modes, and
the type of reset performed when the SX Il Reset button is pressed.

WARNING: If you select an encryption mode that is not supported by your browser, you will not be able
to access the SX Il from your browser.

1. Choose one of the options from the Encryption Mode drop-down list. When you select a mode, the
associated cipher displays in the Cipher Configuration box.

When an encryption mode is selected, ensure that your browser supports it, or you will not be
able to connect to the SX II.

e Auto: This is the recommended option. The SX Il autonegotiates to the highest level of encryption
possible.
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You must select Auto in order for the device and client to successfully negotiate the use of
FIPS compliant algorithms.

e AES-128: 128 is the key length. See Checking Your Browser for AES Encryption (on page 130) for
more information.

e AES - 256: 256 is the key length. See Checking Your Browser for AES Encryption (on page 130) for
more information.

e Custom: Enter your own custom cipher. Openssl v1.0.2 ciphers are accepted as values.

2. For government and other high security environments, enable FIPS 140-2 Mode by selecting the
Enable FIPS 140-2 checkbox. See FIPS 140-2 Support Requirements (on page 130).

3. PCShare Mode - Determines global concurrent remote access, enabling up to 10 remote users to
simultaneously log into one SX Il and concurrently view and control the same target server through
the device. Click the drop-down list to select one of the following options:

e Private - No PC share. This is the default mode. Each target device can be accessed exclusively by
only one user at a time.

e PC-Share - targets can be accessed by up to ten users (administrator or non-administrator) at one
time. One user will have write permission to the port and others will have read only, unless this
port is configured in multi-write mode.

4. If needed, select Local Device Reset Mode. This option specifies which actions are taken when the

hardware Reset button at the back of the device is depressed. For more information, see Reset the
SX 1l Using the Reset Button on the Appliance (on page 157). Choose one of the following options:

® Enable Local Factory Reset (default) - Returns the SX Il device to the factory defaults.

e Enable Local Admin Password Reset - Resets the local administrator password only. The password is
reset to raritan.

e Disable All Local Resets - No reset action is taken.

5. Select the checkboxes of each TLS protocol version you want to enable. TLS v1.3 is the most secure
protocol option. Select the most secure version that your environment supports. All versions are
enabled by default. Unchecked protocols are not used. You should uncheck the lesser options to
ensure they are not used. At least one protocol must be enabled.

Note for Users with CC-SG: CommandCenter Secure Gateway v6.2 and below only supports TLS v1.0. If
you are using CC-SG v6.2 or below, TLS v1.0 will be used to connect with SX Il even if it is disabled here. If
you are using CC-SG 7.0 and higher, CC-SG and SX Il use the most secure protocol.

6. Click OK to apply the settings.
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Cusrant FIPS SEtUE: Inacth
Cipher Conhguration
g EXPORTSE: | IDEA: | EXF
+MEDTLM: | all)

PG Share Mode
PL-SRAne W
Lecal Devece Rusel Mode
Enabie Local Faciony Reset e

TLE Encryption | Strongest - Weakeat)
B Enanie TLSV3

Enabile TLEw1.2
Enable TLSv1.1 {nonFiPS mode only]
Enable TLEv1.0 (non-FIP S mode onby)

Farce HTTPS fof web access

Checking Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser manufacturer or navigate to the
website using the browser with the encryption method you want to check. This website detects your
browser's encryption method and displays a report.

AES 256-bit encryption is supported on the following web browsers:

e Edge

e Firefox

e Internet Explorer
e Chrome

e Safari

Jurisdiction files for various JREs™ are available at the “other downloads” section the Java download
website.

FIPS 140-2 Support Requirements

The SX Il supports the use of FIPS 140-2 approved encryption algorithms. This allows an SSL server and
client to successfully negotiate the cipher suite used for the encrypted session when a client is
configured for FIPS 140-2 only mode.

Following are the recommendations for using FIPS 140-2 with the SX II.
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SX

Set the Encryption & Share to Auto on the Security Settings page. See Configure Encryption & Share (on
page 128).

Microsoft Client
FIPS 140-2 should be enabled on the client computer.
To enable FIPS 140-2 on a Windows® client:

1. Select Control Panel > Administrative Tools > Local Security Policy to open the Local Security Settings
dialog.
From the navigation tree, select Select Local Policies > Security Options.
Enable "System Cryptography: Use FIPS compliant algorithms for encryption, hashing and signing".
4. Reboot the client computer.

Enable FIPS 140-2

For government and other high security environments, enabling FIPS 140-2 mode may be required.

The SX Il uses an embedded FIPS 140-2-validated cryptographic module running on a Linux® platform
per FIPS 140-2 Implementation Guidance section G.5 guidelines.

Once this mode is enabled, the private key used to generate the SSL certificates must be internally
generated; it cannot be downloaded or exported.

Note that performance may be impacted once FIPS 140-2 mode is enabled.

» To enable FIPS 140-2:

1. Access the Security Settings page.

2. Enable FIPS 140-2 Mode by selecting the Enable FIPS 140-2 checkbox in the Encryption & Share
section of the Security Settings page.

You will utilize FIPS 140-2 approved algorithms for external communications once in FIPS 140-2

mode.

The FIPS cryptographic module is used for encryption of session traffic.

3. Reboot the SX II. Required

Once FIPS mode is activated, 'FIPS Mode: Enabled' will be displayed in the Device Information

section in the left panel of the screen.

For additional security, you can also create a new Certificate Signing Request once FIPS mode is

activated. This will be created using the required key ciphers. Upload the certificate after it is

signed or create a self-signed certificate. The SSL Certificate status will update from 'Not FIPS

Mode Compliant' to 'FIPS Mode Compliant'.

When FIPS mode is activated, key files cannot be downloaded or uploaded. The most recently

created CSR will be associated internally with the key file. Further, the SSL Certificate from the

CA and its private key are not included in the full restore of the backed-up file. The key cannot

be exported from SX II.
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Enabling Force HTTPS for Web Access

Force HTTPS for web access is disabled by default. When enabled, SX Il forces HSC to launch using
HTTPS, and SX Il will perform validation of server certificate for downloads. Make sure that the Device
CA or self-signed certificate is added to the Trusted Root CA store of the browser.

» To enable or disable Force HTTPS for web access:

Choose Security > Security Settings.
In the Encryption and Share section, select the Force HTTPS for Web Access checkbox to enable, or
clear the checkbox to disable.
3. Click OK to save.
¢ When disabling the feature, restart your browser after saving. Switching between enabled/disabled
may require a refresh of the browser cache.

Host Allowlist

The Host Allowlist feature helps prevent host header attacks by limiting what a web client can send in
the HOST header of an HTTP request.When enabled, the HOST header is checked and only addresses or
hostnames that are in the allowlist are permitted. If the HOST header contains a domain or IP that is not
in the list, then the client HOST specified will be removed and replaced with the device IP address.
Redirection to non-allowed domains is prevented.

You must have the Security and Device Settings permission to manage this feature.

Home > Securlty = Host Allovis

Host Allowlist Enabled
Host Albowilist
fardan com
agrand.us

Hew Allowlist Host Address

[Add | [ Delete

[oK] [ResetToDefauis] | cCancet |

» To configure the host allowlist:

1. Click Security > Host Allowlist.
2. Toenable or disable the feature:
e Select the Host Allowlist Enabled checkbox to enable the feature. Clear the checkbox to disable.
3. To add or delete host addresses:
e Enter an approved domain in the New Allowlist Host Address field, then click Add to add it to the
list.
e Select a host address checkbox in the Host Allowlist, then click Delete to remove it.

4. Click OK to save.

Raritan.

132 Abrand of [1legrand



Firewall

The SX Il has a firewall function to provide protection for the IP network and to control access between
the internal router and LAN 1, LAN 2, and the modem interfaces.

Disabling the firewall deletes your configured rules, but default rules will return when the firewall is
enabled again.

o Enable Frewail

=
iptabiey gritabdes Command:

Appty ol

IFTablesiPETables Rules

(1] anpwhaTs TR T LT AR T

Choose Security > Firewall. The Firewall page opens, displaying the existing IPTables rules.
Select the Enable Firewall checkbox.
Click OK.

Note: When you enable IP forwarding for Dual LAN units, use IPTables rules to create policies for traffic
being forwarded between LAN interfaces

Add IPTable rules as needed. When you enable IP forwarding for Dual LAN units, use IPTables
rules to create policies for traffic being forwarded between LAN interfaces.

These rules take effect immediately but persist permanently only after clicking the Save button.
If there is a mistake in the rules and as a result, the appliance becomes inaccessible, this allows
you to recover from the mistake. Reboot the system. If you do not Save the rules, you lose
them in the reboot.

Rules are added using the IPTables command to the kernel.
4. Enter arule in the IPTables Rule field the click Apply. Add as many rules as are needed.
5. Click Save. The rule is displayed on the screen.

6. You can delete some or all of the default rules if you choose to.
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SSL and TLS Certificates

SX Il uses the Transport Layer Security (TLS) for any encrypted network traffic between itself and a
connected client.

When establishing a connection, SX Il has to identify itself to a client using a cryptographic certificate.
SX Il can generate a Certificate Signing Request (CSR) or a self-signed certificate using SHA-2.
The CA verifies the identity of the originator of the CSR.

The CA then returns a certificate containing its signature to the originator. The certificate, bearing the
signature of the well-known CA, is used to vouch for the identity of the presenter of the certificate.

Important: Make sure your SX II date/time is set correctly.

When a self-signed certificate is created, the SX Il date and time are used to calculate the validity
period. If the date and time are not accurate, the certificate's valid date range may be incorrect, causing
certificate validation to fail. See Configuring Date/Time Settings.

Note: When upgrading firmware, the active certificate and CSR are not replaced.

» To create and install a SSL certificate:

1. Select Security > Certificate.
2. Complete the following fields:

a. Common name - The network name of the SX Il once it is installed on your network (usually the
fully qualified domain name). The common name is identical to the name used to access the SX
Il with a web browser, but without the prefix “http://”. In case the name given here and the
actual network name differ, the browser displays a security warning when the SX Il is accessed
using HTTPS.

b. Organizational unit - This field is used for specifying to which department within an organization
the SX Il belongs.

Organization - The name of the organization to which the SX Il belongs.
Locality/City - The city where the organization is located.
State/Province - The state or province where the organization is located.

-~ ® 2 o0

Country (ISO code) - The country where the organization is located. This is the two-letter ISO
code, e.g. DE for Germany, or US for the U.S.

Email - The email address of a contact person that is responsible for the SX Il and its security.

Q

h. Subject Alternative Name (SAN) - Optional. Add up to ten SANs, which may include alternate
hostnames. Maximum of 64 characters. This allows devices that are reachable under different
names to pass the TLS hostname validation for each name registered in the TLS certificate. Enter
the SAN in the Enter Hostname/IP address field, then click Add to create the list of SANs. Select a
SAN and click Remove to delete.
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i. Challenge Password - Some certification authorities require a challenge password to authorize
later changes on the certificate (e.g. revocation of the certificate). Applicable when generating a
CSR for CA Certification.

j. Confirm Challenge Password - Confirmation of the Challenge Password. Applicable when
generating a CSR for CA Certification.

K. Key length - The length of the generated key in bits. 1024 is the default. Up to 4096 is supported.
3. To generate, do one of the following:
¢ To generate self-signed certificate, do the following:

a. Select the Create a Self-Signed Certificate checkbox if you need to generate a self-signed
certificate. When you select this option, the SX Il generates the certificate based on your entries,
and acts as the signing certificate authority. The CSR does not need to be exported and used to
generate a signed certificate.

b. Specify the number of days for the validity range. Ensure the SX Il date and time are correct. If
the date and time are not correct, the certificate's valid date range may not be calculated
correctly.

C. Click Create.
d. A confirmation dialog is displayed. Click OK to close it.
€. Reboot the SX Il to activate the self-signed certificate.
¢ To generate a CSR to send to the CA for certification:
a. Click Create.
b. A message containing all of the information you entered appears.

C. The CSR and the file containing the private key used when generating it can be downloaded by
clicking Download CSR.

d. Send the saved CSR to a CA for certification. You will get the new certificate from the CA.

Note: The CSR and the private key file are a matched set and should be treated accordingly. If the
signed certificate is not matched with the private key used to generate the original CSR, the
certificate will not be useful. This applies to uploading and downloading the CSR and private key
files.

= Once you get the certificate from the CA, upload it to the SX Il by clicking Upload.
* Reboot the SX Il to activate the certificate.

After completing these steps the SX Il has its own certificate that is used for identifying itself to its
clients.

Important: If you destroy the CSR on the SX II there is no way to get it back! In
case you deleted it by mistake, you have to repeat the three steps as described
above. To avoid this, use the download function so you will have a copy of the CSR
and its private key.

Converting a Binary Certificate to a Base64-Encoded DER Certificate (Optional)

SX Il requires an SSL certificate in either Base64-Encoded DER format or PEM format.
If you are using an SSL certificate in binary format, you cannot install it.

However, you can convert your binary SSL certificate.
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1. Locate the DEGHKVMOO0O1.cer binary file on your Windows machine.
Double-click on the DEGHKVMO0001.cer file to open its Certificate dialog.
2. Click the Detail tab.

3. Click "Copy to File...".

Welcome to the Certificate Export

Wizard
This wizard helps you copy cerbificates, cerfficate trust
ksts and certficate revocation kets from o oertificate
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4. The Certificate Export Wizard opens. Click Next to start the Wizard.
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5. Select "Base-64 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a Base-64 encoded X.509.

You can now install the certificate on your SX Il.

TLS Ciphers for Web Access

When set to AUTO, the following TLS ciphers are used on the web port.

TLSv1.0

e | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
e | TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
e | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256r1) - A
e | TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

TLSv1.1

e | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
e | TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
e | TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (secp256r1) - A
e | TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A

TLSv1.2

e | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256r1) - A
e | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256r1) - A
e | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A

e | TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
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e | TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A

e | TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

e | TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (secp256r1) - A
e | TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (secp256r1) - A
e | TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (secp256r1) - A

e | TLS_RSA_WITH_AES_128 GCM_SHA256 (rsa 2048) - A

e | TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A

e | TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

TLS-v1.3

e | TLS_AKE_WITH_AES_256_GCM_SHA384 (secp256r1)

-A
e | TLS_AKE_WITH_AES_128 GCM_SHA256 (secp256r1) - A
Certificate and Smart Card Authentication

Remote Smart Card Authentication Overview

Remote Smart Card Authentication enables users to login to SX Il using a smart card reader connected
to their client computer. Users can be verified through local or LDAP authentication. Radius and
TACACS+ authentication is not supported. This process works exactly like PKI Certificate Authentication,
except the client certificates are stored in the smart card instead of in the browser.

» Steps to Configure Remote Smart Card Authentication:
Step 1: Use a CA to generate client certificates to be used in authentication.

Step 2: Add the CA certificate to the repository: Certificate Repository (on page 143)

Step 3: Add Client certificates to cards and connect a Smart Card reader to the client computer:
Supported Smart Card Readers and Cards (on page 142)

Step 4: Enable and configure Client Certificate Authentication: Client Certificate Authentication Settings
(on page 140)

Step 5: Configure users on LDAP or locally on the SX II: User Management

Step 6: Use a Smart Card for Remote Login: Using a Smart Card at the Client Computer (on page 149)
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PKI Certificate Authentication Overview

PKI Certificate Authentication enables users to login to SX Il using a certificate installed in the browser
on their client computer. Users can be verified through local or LDAP authentication. Radius and
TACACS+ authentication is not supported. This process works exactly like Remote Smart Card
Authentication, except the client certificates are stored in the browser instead of in the smart card.

» Steps to Configure PKI Certificate Authentication:
Step 1: Use a CA to generate client certificates to be used in authentication.

Step 2: Add the CA certificate to the repository: Certificate Repository (on page 143)

Step 3: Add Client certificates to the browsers of each client computer: Tips for Smart Card and PKI
Certificate Authentication

Step 4: Enable and configure Client Certificate Authentication: Client Certificate Authentication Settings
(on page 140)

Step 5: Configure users on LDAP or locally on the SX II: User Management

Step 6: Login with a PKI Certificate in the Browser: Login with a PKI Certificate in the Browser (on page

149)
Browser
Certificates : = e .
| Certificate Repository
Optional
LDAP Server CRL S

Lists Certificates

Web Browser

Client PC
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Client Certificate Authentication Settings

When enabled, Client Certificate Authentication applies to smart card and certificate authentication.

All Client Certificate Authentication settings are disabled by default.

IMPORTANT: Selecting "Require Client Authentication” will lock out standard username/password
access to the web interface. Do not enable this setting until you have tested all other settings to verify
successful authentication. Another option for ensuring continued access would be to make sure you
have access to the SX Il Local Port while configuring and testing these settings.

Both OCSP and CRLs are supported as methods to validate certificates against a certificate authority. To
use CRLs, you must add them to the repository. See Adding CRL (Client Revocation Lists) to the

Repository (on page 147).

» To configure client certificate authentication settings:
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Home > Securiy » Clisn| Cartificile Authentcabon

Note: Client Certificate Authentication must use either LDAP or Local
Authentication.

[ Client Certificate Authentication
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Require Client Certificate Authentication
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[~ Clsent Certificate
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OK I Resat To Defaults Cancel

1. Click Security > Client Certificate Authentication.

® You can also access this page via hyperlink at Security > Remote Smart Card Authentication.

2. Enabling/Disabling:

¢ Enable Client Certificate Authentication: Select this checkbox to enable client certificates for
authentication. When enabled, client certificate authentication will be in effect for smart card
authentication and PKI certificate authentication.

e Require Client Certificate Authentication: IMPORTANT-Test and verify all other client certificate
settings before using this setting. Removes the ability to authenticate on HTTPS connections via
username/password. All access must be authenticated using client certificates, whether by smart
card or certificates in the browser.

3. Require Extended Key Usage: Extended Key Usage enforces that the certificate's public key is being
used for it’s intended purpose of authentication. When this setting is selected, login will be
unsuccessful for certificates without extended key usage or those determined to be intended for
purposes other than authentication.

4. Certificate Attribute Mapped to Username: Select the certificate attributes that should be used as
the SX Il user's login name. The login determines which group the user is in.
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e Common Name
e emailAddress
e Other Name
® DNS Name
e SAN Email
e URI
e UID
5. OCSP: Enable OCSP to use this method to validate certificates against a certificate authority.

e Default Responder URL: Enter a default responder URL to be used if the certificate does not contain
an OCSP server.

e Override URL with Default: Restricts all OCSP communications to the URL entered in Default
Responder URL.

e OCSP Checking Scope: Leaf will check only the final client certificate for revocation. Full will check
the entire chain.

¢ Allow Unknown Revocation Status: Possible certificate statuses are Good, Revoked, or Unknown.
When selected, SX Il will still allow access for certificates with an Unknown status. When not
selected, access will only be allowed for certificates with a Good status.

e Enable Nonce Extension Support: Sends a nonce with the OCSP protocol to help prevent timing
attacks. This requires support on the OCSP server side. Make sure that date/time is synced
between SX Il and the OCSP server.

e Enable Verification of OCSP Responder Certificate: Ensure that the OCSP response is signed with a
trusted CA key. This requires either that the OCSP server send the CA certificate it uses in the OCSP
response data, or that the CA certificate for the OCSP server is added into the Certificate
Repository.

6. Enable CRL Checking: Enables checking of CRLs to see if a certificate is revoked. CRLs must be added
to the Certificate Repository.

® Allow Certificate if no CRL: Allows access to the device if there is no CRL uploaded.

e CRL Checking Scope: Leaf will check only the client certificate. Full requires that the entire
certificate chain’s CAs and their CRLS are added to the repository.

7. Make sure you haven't selected Require Client Certificate Authentication unless you have already
verified your access with these settings, or you have access to the SX Il local port.

8. Click OK to save.

Supported Smart Card Readers and Cards

» Supported Smart Card Readers
A card reader must be USB-based and CCID compliant.
A complete list of card readers supported by CCID driver version 1.4.30 is available at:

https://ccid.apdu.fr/#readers

The following readers were tested with the SX II:
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https://ccid.apdu.fr/#readers

e SCR331 - firmware 0518 or later
e SCM Microsystems SCR3310
e HID Global 3121

e Dell Smarcard Reader Keyboard
» Supported Smart Cards

e DOD Common Access Card (CAC)
e Personal Identity Verification (PIV) Card

The following card was tested with the SX II:

e PIVKey C910 — The client authentication certificate must be mapped to 9A.
Certificate Repository

The Certificate Repository enables a central location and management point for all X509 certificates and
Certificate Revocation Lists except for the SX II's own server authentication certificate.

Upon upgrade to Release 2.4.0, all previously loaded certificates shall be automatically populated in the
repository, with the exception of the SX Il device certificate.

The Certificate Repository enables you to store the necessary security certificates for several purposes:

e CA Certificates:
e LDAP over TLS/SSL
e 802.1X Security
e Client Certificate Authentication
e Client Certificates for 802.1X
e Certificate Revocation Lists for Client Certificate Authentication

Once you load certificates into the repository, they are available for selection in the appropriate feature
configuration page.

Important: Do not delete certificates that are in use from the Certificate Repository. The associated
feature will fail.

» To access the Certificate Repository:

e Click Security > Certificate Repository.
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; Homae » Security » SEL Cetificate Repositony

Certificate Repository
Subject

ON-CH = Com Qut 18 1947492024 | pap over TLS/SSL 70651cd23a8a48044c143043077acada
CN = OCSPlesiCA =
DN-CH = US NJ OCSPlesiCA ST EL IR 200 Ch O bO467adccE311701
OCSPtestCA
CN = TESTAD-CA Oct 18 19:47:49 2024  Clienl Centificate
DN-CH = COM aMT Authenticabion 70b51cd23a8a48b44c1d3043077acada
CN = OCSPSigner Feb720:58302030  Client Cerlificate &
DMN-CN = US NJ OCSPSigner GMT Authentication
| Add Centificate Show Certficate Remaove Cenificate Deownload Cenificate

e C(lick the category you want to view a list of all stored certificates in that category. In the screenshot
above CA Certificate is selected.

* |n any category, click a certificate to select it, then click Show Certificate to view it, or Download
Certificate to download a copy.

e To remove a certificate, select it, then click Remove Certificate. You should only remove certificates
that are not in use by any feature.

e To add a certificate, first click the category button (CA Certificate, Client Certificate, or CRL), then
click Add Certificate to open the addition form.

e Adding CA Certificates to the Repository (on page 144)

e Adding Client Certificates to the Repository (on page 146)

e Adding CRL (Client Revocation Lists) to the Repository (on page 147)

Adding CA Certificates to the Repository

When adding CA Certificates, you must select an "Intended Use" to make the certificate available to the
selected function. The same CA Certificate can be added multiple times with different intended uses.
For example, a CA certificate added with Intended Use: Client Certificate Authentication may be added
again with Intended Use: LDAP over TLS/SSL.

CA certificates added to the repository must be in PEM (Privacy Enhanced Mail) format.

A maximum of 10 CA Certificates can be stored in the repository.

» To add CA certificates to the repository:

1. Click Security > Certificate Repository.
2. Click the CA Certificate button, then click Add Certificate.
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[ Home = Secusity > SSL Corshicats Repostory

CA Cortificale

'|—.| And Certficate | Snow Centificate Remove Certificate Downioad Certificate

Ok ] [ReselTo Defaults | [ Cancel ]

3. The Add CA (Certificate Authority) Certificate tool opens. Click Choose File and select the certificate
file.
4. Select the checkbox for the certificate's Intended Use.
e LDAP over TLS/SSL
e 802.1X
e Client Certificate Authentication

Certificate Repository
'_m Chenl Cenificade

Add CA (Certificate Authority) Certificate

Infended Uss

LDAP over TLS/SSL
0 soz1x

] Client Cerificate Authenbication

Add Certificate | [ Cancel

5. Click Add Certificate.

6. The newly added certificate appears in the list on the main Certificate Repository page, in the CA
Certificate category.
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rl-!u-m > Seourity > S5L Cestficate Repositony

Centificate Repository
Clien! Certicate

CN = TESTAD-CA Oct 18 19:47:49 2024
el i LDAP over TLS/SSL  70b51¢d23a8348b44cid30430
CN = OCSPlestCA
DN-CN = US NJ OCSP1esiCA ;‘i‘;{ 20:58:29 2030 ﬂfn";rﬁli::ﬁ“' b0467adcc631701
OCSPiestCA

| Add Certificale Show Certificate Remave Certificale Download Certificale

Adding Client Certificates to the Repository

Client Certificates in the repository can be used for 802.1X security. See 802.1X Security (on page 91).

Client certificates must be in PEM (Privacy Enhanced Mail) format. A maximum of 2 Client Certificates
can be stored in the repository.

» To add client certificates to the repository:

1. Click Security > Certificate Repository.
2. Click the Client Certificate button, then click Add Certificate.

| Home » Security » 551 Ceriicabe Repository

Certificate Repostiory

- CHL
Issuer (tssued by) o

—r. Add Certificate Show Certificale Remove Ceridicate Download Certificate

3. The Add Client Certificate tool opens. In the Certificate section, click Choose File and select the
certificate file to add it.

In the Private Key section, click Choose File and select the private key file to add it.
If needed, select Enable Password Protection checkbox, then enter and confirm the password.
Select the checkbox for the certificate's Intended Use.

e 802.1X/LAN

e 802.1X/LAN2
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g cA Coriicte | GreniGonsiots | CrL

Add Chent Certificate

—Certificata

" Chocse File ': sampieClanCenificate |

— Private Key

Chooge File | prvatekay

Enable password protection
Enter Password

||-|-|+H-u |
Canfirrm Passwond

Intended Lise

BOZ 1XLAM
B2 1XLAMNZ

Cancel | [Add Cerilicate And Privaie Key |

7. Click Add Certificate and Private Key.

8. The newly added certificate appears in the list on the main Certificate Repository page, in the Client
Certificate category.

Adding CRL (Client Revocation Lists) to the Repository

A Certificate Revocation List (CRL) contains certificates that were revoked before they expired. A
certificate authority might revoke a certificate if it has been compromised. For more information on
CRLs, see RFC 5280.

The CRL has a limited validity period, and updated versions of the CRL are published when the previous
CRUs validity period expires. Certificate revocation lists are considered valid until they expire. The URL of
the CRL can usually be found in the CRL Distribution Points extension of an X.509 Certificate.

CRLs must be in DER (Distinguished Encoding Rules) format. A maximum of 10 CRLs can be stored in the
repository.

A limited amount of internal memory is provided to store CRL files, with an option to use USB storage.
CRL files can be large, so additional storage space may be required. An error message will appear if
external storage is needed. Inserting a USB stick into the SX Il USB port will automatically cause the
repository to store CRL files there instead. Any existing CRL’s will be copied to the USB stick when it is
inserted. You must pre-format the USB stick with a fat32 file system and a /crl directory for this purpose.

Note: To add a CRL, the repository must already contain the corresponding CA certificate of the CA that
issued and signed the CRL.

» To add CRL to the repository:

1. Click Security > Certificate Repository.
2. Click the CRL button, then click Add CRL.
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Home » Secunty » 554 Certficale Reposiory

A Corticate | Clont Centncat |G I
CRL R&l’b&lt\)ly Location: Local e
ooty b fetwpame  [ewndequs  Jommumos |

e = 0 Show CRL Remove CRL Dewnioad CRL Update CRL New Change URL

3. The Add CRL (Certificate Revocation List) tool opens. Click Choose File and select the CRL file to add
it.

4. The Intended Use is pre-selected as Client Certificate Authentication.
Specify the URL for updates to the CRL.
6. Click Add CRL to save.

Reset Certificate Repository to Default

The Certificate Repository can be reset to default, which will delete all existing certificates, CRLs and
supporting data from the repository. Using the Reset to Defaults option will leave the SX Il with no
certificates or CRLs except for the SX Il's own device certificate.

» To reset the certificate repository:

IMPORTANT: Using reset to defaults will delete all certificates that have been added, for all intended
uses.

1. Click Security > Certificate Repository.
2. Click the Reset to Defaults button.
3. Click OK to confirm.

Tips for Smart Card and PKI Certificate Authentication

Various client and browser combinations may behave differently depending on your chosen access
client. Check these tips for recommendations.

e Browser option to select certificate for authentication displayed on Edge and Chrome logins after
session is idle for about 5 minutes, due to internal browser SSL caching and timeouts. If certificate is
selected promptly, reconnection is successful. With longer idle times, authentication is not
successful, and the browser should be restarted to reconnect. Issue is not observed in Firefox or IE
11.

e Unable to perform Smart Card login on Linux and Apple Mac OS. The login menu is displayed
instead. Users are recommended to use HKC. The JRE does not have the capabilities to interface
directly with smart card devices as it cannot access the certificate in the browser

® Smart card login fails in Safari. Apple keychain does not see the reader.

e Clicking Cancel at the smart card PIN login will not cause the local username/password login page to
display. Instead, either a blank page or "Application Error - Unable to launch the Application"
displays. If a local login with username and password is needed, remove the smart card and reload
the client.
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Using a Smart Card at the Client Computer

When Client Certificate Authentication is enabled and configured, you can access SX Il with a smart card
at the card reader connected to your client computer.

» To use a smart card at the at the client computer:

1. Insert the smart card into the reader.
2. Launch a browser and go to the SX Il URL.
3. When prompted by the browser, enter the smart card PIN. If approved, you will be logged in.

If login fails, check the Audit log for failure information.

Winderern iy

Smart Card

Please enter your authentication PIM.

Login with a PKI Certificate in the Browser

When Client Certificate Authentication is enabled and configured, you can access SX Il with a client
certificate installed in your browser.

» To login with a PKI certificate in the browser:
1. Launch a browser and go to the SXII.

2. The browser presents a dialog to select the certificate for authentication. Select the correct
certificate, then click OK. If approved, you will be logged in.
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Select a certificate

Select a certificate to authenticate yourself to 192.168.61.140:443

Subject Issuer Serial

48942909-5667-4bc6-8cd4-40018b... . MS-Organization-Acc... DS5TAAS223B45ABB24...

Certificate information “ Cancel

Security Banner

SX Il provides you with the ability to add a security banner to the SX Il login process. This feature
requires users to either accept or decline a security agreement before they can access the SX II. The
information provided in a security banner will be displayed in a Restricted Service Agreement dialog
after users access SX Il using their login credentials.

The security banner heading and wording can be customized, or the default text can be used.
Additionally, the security banner can be configured to require that a user accepts the security
agreement before they are able to access the SX Il or it can just be displayed following the login process.
If the accept or decline feature is enabled, the user's selection is logged in the audit log.

» To configure a security banner:

Click Security > Banner to open the Banner page.
Select Display Restricted Service Banner to enable the feature.

If you want to require users to acknowledge the banner prior to continuing the login process, select
Require Acceptance of Restricted Service Banner. In order to acknowledge the banner, users will
select a checkbox. If you do not enable this setting, the security banner will only be displayed after
the user logs in and will not require users acknowledge it.

4. If needed, change the banner title. This information will be displayed to users as part of the banner.
Up to 64 characters can be used.

5. Edit the information in the Restricted Services Banner Message text box. Up to 6000 characters can
be entered or uploaded from a text file. To do this, do one of the following:

a. Edit the text by manually typing in the text box. Click OK.

b. Upload the information from .txt file by selecting the Restricted Services Banner File radio
button and using the Browse feature to locate and upload the file. Click OK. Once the file is
uploaded, the text from the file will appear in the Restricted Services Banner Message text box.
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Hova > Gaturty > Berner

o Diaplay Restricied Service Banner

Regquive Acceplance of Reatricied Service Baner

Banner Ttle
Figsricied Atiess

s Reafricted Service Banner Message:

uuhll;.uur:-

Resdriched Service Banner File

[OK] [Resst To Defauits | [ Cancel

Configure Maintenance Settings from the Remote Console

Audit Log

A log is created of SX Il system events.

The audit log can contain up to approximately 2000 lines worth of data before it starts overwriting the
oldest entries.

To avoid losing audit log data, export the data to a syslog server or SNMP manager. Configure the syslog
server or SNMP manager from the Device Settings > Event Management page.

1. Choose Maintenance > Audit Log. The Audit Log page opens.

The Audit Log page displays events by date and time (most recent events listed first). The Audit
Log provides the following information:

e Date - The date and time that the event occurred based on a 24-hour clock.
e Event - The event name as listed in the Event Management page.
e Description - Detailed description of the event.

Click Save to File. A Save File dialog appears.

Choose the desired file name and location and click Save. The audit log is saved locally on your client
machine with the name and location specified.

4. Click Refresh to refresh the list. Click Older to view older log entries.
5. To page through the audit log, use the [Older] and [Newer] links.
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Audit Log

[ Retresn ][ oider ]

Date

08/29/2017 17:27:02
082412017 205646
082412017 205645
08/24/2017 20:56:45
08/24/2017 20:56.46
08242017 205645
082412017 2056 45
082472017 20:56:45
08:24/2017 20:56:45
082412017 20.56:45
082412017 20:56:45
082472017 20:56:45
08/24/2017 20:56 45
082472017 20:56:45
0872412017 20,5645
0872472017 20:55.41
08/24/2017 20:55:41
082412017 20:55:39
087242017 20:52.56
08724/2017 20:52.55

Home > Maintenance > Audit Log I
_

Event

Access Login

MNetwork Fallure

Power Supply Status Changed
Power Supply Status Changed
System Starup

Port Status Changed

Pont Status Changed

Poet Status Changed

Pon Status Changed

Port Status Changed

Pont Status Changed

Port Status Changed

Poa Status Changed

Port Status Changed

Port Status Changed
Access Logout

Sysiem Shutdown

Device Upaate Compieted
Access Logout

Device Upadate Started

Description

LUiser ‘admin’ from host '192.168.32. 172 logged in
Ethemet fallure on LAN pot 2

Power supply outlet 1 status “ON'

Power supply outiet 2 status "ON'

Device slared

Status of port ‘Serial Porl 3' changed to ‘availabie’
Status of port ‘Outlet &' changed 1o ‘ol

Status of port ‘Outlet 7" changed 10 'off

Status of port 'Outlet 6 changed 10 ‘ol

Status of port 'Outiet 5* changed fo 'off

Status of port ‘Outlet 4' changed 1o ‘off

Status of port 'Outlet 3* changed 1o 'off

Status of port 'Outlet 2* changed 10 'olf

Status of port 'Cutlet 1' changed 1o ‘off

Status of port ‘Senal Port 4' changed 1o 'inactive’
User ‘admin’ from host '192 168.61_125' logged oul

Device resel performed By user ‘admin’ from host 1192 168.61.125"
Device update io version '2.2.0.5 1825 by user ‘admin’ from host *192.165.61.125 compieted.

Uiser "admin’ from host 192 168.55, 128 logged out

Device update 1o version *2.2.0.5. 1825 by user ‘admin’ from host '192.168.61.125 started

[ Save To File |

Device Information

Selection Maintenance > Device Information to view information specific to your SX II. This is useful for

support.

Device Information

Model:

Hardware Revision:
Firmware Version:
Serial Number:
MAC Address:

DSX2-32M

OxCs
2.5.0.1.3842

QT 2500002
00:0d:5d:24:b512
00:0d:5d:24:b513

Backup and Restore

From the Backup/Restore page, you can backup and restore the settings and configuration for your SX II.

In addition to using backup and restore for business continuity purposes, you can use this feature as a
time-saving mechanism.

For instance, you can quickly provide access to your team from another SX Il by backing up the user

configuration settings from the SX Il in use and restoring those configurations to the new SX II.

You can also set up one SX Il and copy its configuration to multiple SX Il devices.

Note: Backups are always complete system backups. Restores can be complete or partial depending on

your selection.

152
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» To create a backup file:

Choose Maintenance > Backup/Restore.
To password protect the backup file, enter a password in the Password Protection field. Optional.

Click Backup. The backup file is created and displays as a downloaded file in your browser. Download
location varies based on browser.

» To restore your SX Il:

WARNING: Exercise caution when restoring your SX Il to an earlier version. Usernames and password in
place at the time of the backup will be restored. If you do not remember the old administrative
usernames and passwords, you will be locked out of the SX II.

In addition, if you used a different IP address at the time of the backup, that IP address will be restored
as well. If the configuration uses DHCP, you may want to perform this operation only when you have
access to the local port to check the IP address after the update.

1. Choose the type of restore you want to run:

e Full Restore - A complete restore of the entire system. Generally used for traditional backup and
restore purposes.

e Protected Restore - Everything is restored except appliance-specific information such as IP address,
name, and so forth. With this option, you can setup one SX Il and copy the configuration to
multiple SX Il appliances.

e Custom Restore - With this option, you can select User and Group Restore, Device Settings Restore,
or both:

= User and Group Restore - This option includes only user and group information. This option does
not restore the certificate and the private key files. Use this option to quickly set up users on a
different SX II.

= Device Settings Restore - This option includes only device settings such as power associations
and Port Group assignments. Use this option to quickly copy the device information.

Click Browse. A Choose File dialog appears.

Navigate to and select the appropriate backup file and click Open. The selected file is listed in the
Restore File field.

4. |If the backup is password-protected, enter the password.
5. Click Restore. The configuration (based on the type of restore selected) is restored.

CLI Script

The CLI Script function generates a CLI script file that can be used to configure a different SX Il device
with the settings of the current SX II. The script follows the model of the SX Il CLI.

Scripts created on CC-SG managed SX |l devices can be used only for other SX Il devices under CC-SG
management. Scripts created on SX Il models with internal modem include commands that will cause
the script to fail on non-modem models. If two devices have a different number of ports, errors will be
reported, but the script can continue to run successfully.
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Upload the file to another SX Il to configure it. Or, you can incorporate the script into your own CLI files.

You must be logged in as admin, or a member of the default ADMIN group to use this function.

» To generate the CLI script:

Log into the SX Il whose configuration you want to use as a script.
Choose Maintenance > CLI Script.
Click Export Script. The script.sx2 file generates into your browser's download location.

Examine the script for any unneeded parameters and delete them, such as extra ports.

vk wN e

For security, passwords are not exported. Instead, you will see the password parameter name, such

as "secret", "privpass", "authpass", and so on, with a placeholder for the password, for example:

"secret_Enter_password_here". To add passwords before importing:
Search the script for the text "_Enter_password_here", and replace "_Enter_password_here"
with the required password. For example, if the parameter name is "secret" and the password
is "password":
secret Enter password here should be replaced by: secret password

» To import and run the CLI script:

154

Log into the SX Il you want to configure with the script.

Choose Maintenance > CLI Script.

Click Choose File to select the script.sx2 file you generated and click OK. The file name displays next
to the Choose File button.

Export System Generated Configuration Script:

Import User Configuration Script:

Select Script File:
Choose Fike | scripl sx2

Run Seript | | Cancel |

4. Click Run Script. A status message box appears in the same page. As each setting is processed, the
results appear in this status box.
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5. When your script completes successfully, you will see a Status: Successful. If your script cannot
complete due to an error, see CLI Script Errors (on page 155).

CLI Script Errors

Errors are presented just as they are in the interactive CLI. A caret below the command indicates the
position of a syntactic error. Syntactic errors , such as malformed commands, will halt the script.
Semantic errors, such as settings that are not possible given the SX Il model, will display an error
without interrupting processing. Examples of semantic errors are number of ports or overriding
settings.

If you encounter errors, you can correct the script and run it again. Some commands will emit an error if
run again without a factory reset or otherwise undoing the settings. For example, adding a user or
group that already exists. Depending on your goals for your script, you could fix errors and run again,
remove the successful commands and run again with corrected failed commands, run the failed
commands individually on the interactive CLI, or factory reset the machine and run a completely fixed
script again.

Firmware Upgrade

Use the Firmware Upgrade page to upgrade the firmware for your SX Il, as well as upgrade from CC-SG if
SX Il is under CC-SG management.

Important: Do not turn off your SX II appliance or disconnect targets while the
upgrade is in progress - doing so will likely result in damage to the appliance.

1. Choose Maintenance > Firmware Upgrade. The Firmware Upgrade page opens.
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Firmware Upgrade

Show Latest Firmware

Browse...

[07577] [Gomer]

2. Click the Show Latest Firmware link to locate the appropriate Raritan firmware distribution file
(*.RFP) on the Raritan website on the Firmware Upgrades web page.

3. Unzip the file. Please read all instructions included in the firmware ZIP files carefully before
upgrading.

Note: Copy the firmware update file to a local PC before uploading. Do not load the file from a network
drive.

4. Click Browse to navigate to the directory where you unzipped the upgrade file.
Click Upload from the Firmware Upgrade page.

Information about the upgrade and version numbers is displayed for your confirmation (if you opted
to review target information, that information is displayed as well).

Note: At this point, connected users are logged out, and new login attempts are blocked.

7. Click Upgrade.

Please wait for the upgrade to complete. Status information and progress bars are displayed
during the upgrade. Upon completion of the upgrade, the appliance reboots (1 beep sounds to
signal that the reboot has completed).

8. As prompted, close the browser and wait approximately 5 minutes before logging in to SX Il again.

Upgrade History

The SX Il provides information about upgrades performed on the SX Il and attached devices.

e Choose Maintenance > Upgrade History to view the upgrade history.

Information is provided about the SX Il upgrade(s) that have been run, the final status of the upgrade,
the start and end times, and the previous and current firmware versions. Information is also provided
about the targets, which can be obtained by clicking the show link for an upgrade. The target
information provided is:

* Type - The type of target

e User - The user who performed the upgrade
e |P-IP address firmware location

e Start Time - Start time of the upgrade

e End Time - end time of the upgrade
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e Previous Version - Previous firmware version
e Upgrade Version - Current firmware version

e Result - The result of the upgrade (success or fail)

HEEE

EF

fEEERTE e

i ik

Rebooting the SX I

The Reboot page provides a safe and controlled way to reboot your SX II. This is the recommended
method for rebooting.

Important: All connections will be closed and all users will be logged off.

» To reboot your SX II:

1. Choose Maintenance > Reboot. The Reboot page opens.

Reboot

This may take up to two minutes.

2. Click Reboot. You are prompted to confirm the action. Click Yes to proceed with the reboot.

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

Reboot

This may take up to two minutes.

Reset the SX Il Using the Reset Button on the Appliance

On the back panel of the appliance, there is a Reset button. It is recessed to prevent accidental resets,
so you need a pointed object to press this button.
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The actions that are performed when the Reset button is pressed are defined on the Encryption & Share
page. See Configure Encryption & Share (on page 128).

Note: It is recommended that you save the audit log prior to performing a factory reset.

The audit log is deleted when a factory reset is performed and the reset event is not logged in the audit
log. For more information about saving the audit log, see Audit Log (on page 151).

1. Toensure you are able to properly access and press in the Reset button, remove the bottom USB
cable that is closest to the Reset button.

2. Power off SX Il

3. Use a pointed object such as a paperclip to press and hold the Reset button.

4. While continuing to hold the Reset button, power the SX Il device back on. Continue holding the
Reset button until you hear a beep that is about one second long.

Once the device is successfully reset, two (2) beeps are emitted from the appliance.

Configure Diagnostic Options from the Remote Console

Ping Host Page

Ping is a network tool used to test whether a particular host or IP address is reachable across an IP
network. Using the Ping Host page, you can determine if a target server or another SX Il is accessible.

1. Choose Diagnostics > Ping Host. The Ping Host page appears.
2. Type either the hostname or IP address into the IP Address/Host Name field.

Raritan.

158 Abrand of [1legrand



Note: The host name cannot exceed 232 characters in length.

3. Click Ping. The results of the ping are displayed in the Result field.

4. If necessary, select the interface in the Network Interface drop-down box. Optional

Home = Diagnestics = Fing Host

Ping Host

IP Address/Host Name:
182.188.60.137
Metwork Interface:

[auTo[
[Ping ]

a
m
i
=
=3

G4 bytes from 192,188
54 bytes from 192.188
G4 bytes from 192.188.80
—- 1B2.163.60.137 ping statistics —

round-trig min'awg'max = 0.130/0.178/0.300 ms

4 packets transmitted, 4 packets received, 0% packet loss

Trace Route to Host Page

Trace route is a network tool used to determine the route taken to the provided hostname or IP

address.

» To trace the route to the host:

1. Choose Diagnostics > Trace Route to Host. The Trace Route to Host page opens.
2. Type either the IP address or host name into the IP Address/Host Name field.

Note: The host name cannot exceed 232 characters in length.

3. Choose the maximum hops from the drop-down list (5 to 50 in increments of 5).

4. Click Trace Route. The trace route command is executed for the given hostname or IP address and
the maximum hops. The output of trace route is displayed in the Result field.

5. If, necessary, select the interface in the Network Interface drop-down box. Optional
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Home = Ciagnostics = Trace Rowte to Host

Trace Route to Host

IP Address/Host Name:
192.188.51.11

Network Interface:
AUTO |

]

Maximum Hops:
10w

Trace Route

d

A
m
It
=
=

tracerouts started wait for 2mins
tracerouts to 182.163.61.11 (19
1 182.168.60.5 {182.1638.
2 182.168.60.5 (182.183. 148 mzH**

3 182.168.60.5 {182.168.80.5) 2.849 ms 'H * 1.508 ms 'H

§8.61.11). 10 hops max, 33 byt= packets
2 ms 1.282 ms 2.289 ms

Execute a Diagnostics Script and Create a Diagnostics File

Note: This page is for use by Raritan Field Engineers or when you are directed by Raritan Technical
Support.

Use this feature to download diagnostic information from the SX Il to the client machine.
Three operations can be performed on this page:

e Execute a special diagnostics script provided by Raritan Technical Support during a critical error
debugging session. The script is uploaded to the appliance and executed. Once this script has been
executed, you can download the diagnostics messages using the Save to File function.

e Download the device diagnostic log for a snapshot of diagnostics messages from the SX Il appliance
to the client. This encrypted file is then sent to Raritan Technical Support. Only Raritan can interpret
this file.

e Export the configuration database in a readable text file. No passwords are exported.

Note: This page is accessible only by users with administrative privileges.

Choose Diagnostics > SX Il Diagnostics. The SX Il Diagnostics page opens.

2. To execute a diagnostics script file emailed to you from Raritan Technical Support, retrieve the
diagnostics file supplied by Raritan using the browse function.

3. Click Run Script. Send this file to Raritan Technical Support.
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Device Diagnostics

Diagnostics Scripis:

Script File:
CrlsersijenniferniDownlz)  Browse. .

[ 5] [

Dominion 5X2 Diagnostic Log:

Sawe To File

4. To create a diagnostics file to send to Raritan Technical Support, click Save to File and save the file
locally from the Save As dialog.

5. Email this file as directed by Raritan Technical Support.
To export the configuration file, click Export Configuration, then save the file.

Device Diagnostics

Diagnostics Scriptsy COpening exportconfig_save -
SETiptEiie: . :
] No fie setecid | You have chosen to openc

& exportconfig_save

Dominion SX2 Diagn | which is: applicationfoctet-stream (37.9 KB)
from: https//192.168.61.17
Save To File
What should Firefox do with this file?
Export Configuration Open with :_ﬁfcm.,.

@ Save File

Do this gutomatically for files like this from now on,

0K Cancel

Network Interface Page

The SX Il provides information about the status of your network interface.

» To view information about your network interface:

e Choose Diagnostics > Network Interface. The Network Interface page opens.

The following information is displayed:

Whether the Ethernet interface is up or down.
e Whether the gateway is pingable or not.

The LAN port that is currently active.
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» To refresh this information:

Click Refresh.

Network Statistics Page

The SX Il provides statistics about your network interface.

1.
2.

162

Choose Diagnostics > Network Statistics. The Network Statistics page opens.

Choose the appropriate option from the Options drop-down list.

3. Click Refresh. The relevant information is displayed in the Result field. See examples.

Statistics

Home = Diagnestics = Metwork Statistics

Network Statistics

Options:

I--slat stics -

Result

p:
1897874 total packets received

0 forwarded

0 incoming packets discarded
1179770 incoming packets delivered
TEHO93T reguests sent out

1524 resssemblies required

264 packets reaszembled ok

lemp:

28027 ICMP meszages received

D input ICMP messapge failed

ICMP input histogram:

destination unreachable: £208

Interfaces:

Home = Diagnestics = Metwork Statistics

Network Statistics

Options:
—-interfaces

Result

Kemel Interface table
Iface MTU Met RX-0K RX-ERR RX-DRP RX-0WR TX-OK TX-ERR TX-DRP TX-OVR Flg

eth0 1500 0 1821380 00 0 784600 0 0 0 ABMRU
ethi 1500 0 24335800004 000 ABMRU
lo 16436 081310008131 000LRY

Route:
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Home = Diagnestics = Metwork Statistics

Network Statistics

Result

Kemel IPvE routing table

Destination Mext Hop Flags Metric Ref Use facs

128 -UDDT ke

Kemel IP routing table

Destination Gateway Genmask Flags M55 Window int Hace
102.168.60.0 * 255.255.256.0 U 0 0 0 eth
2240.0.0*240.0.0.0U 000 ethD

default 182.168.60.126 0.0.0.0UG D0 0 ethd

e Ports:

Horne » Disgnoslics = Network S90nhcs

Options:
=ports v

[ Retresh

Fesult

Achie Internel conmections (sensers and estabished)

Prode Rode0 Send-0 Local Addrids Foraign Address Stale
tcp O 0 5000 - LISTEN

fep 0080 LISTEN

o O 022 0 LISTEN

lcp 00443 " LISTEN

1ep 000 T 102 168 61, 1:447 "M 182 168 32586587 TIME_WAIT

lcp O 0 ST 152 168,69 1:443 7 182 1568 32:58784 TIME_WaIT

fcp 00 BT 152 168067, 1:443 (M7 192 168 32:58803 TIME_WAIT

e O 0 M 152 168 61, 1:442 M 152 168.32: 58558 TIME_WAIT

icp 000 CHT 162 168611443 MM 192 168.32:537 14 TIME_WAIT

lep 00 T 152 168,67 17443 (T 192 168 51:50484 TIME_WAIT -
e O P IED TRR R 1447 M 10T TRA R ENETL TIMFE WAIT

q )

Administering SX Il Using command line interface

This section is specific to tasks performed using command line interface.

For information on performing tasks in the SX Il Remote Console, see Administering SX Il from the
Remote Console and Admin-Only Interface (on page 50).

USB Local Admin Port

The USB local admin port is used to add the SX Il as a com port on an external PC to allow this PC direct
access to the SX II's CLI.
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» Requirements:

e USB to mini-USB cable to connect

e Serial communication program such as putty, tera term, or minicom

» To use the USB local admin port:

1. Connect the mini-USB cable to the SX Il and USB to the laptop. The laptop should attempt to install a
serial driver.

e |f the driver does not install: In Windows, open the Device manager.Look for Gadget Serial v2.4
under "Other Devices". Click to select Gadget Serial v2.4, then click Update Driver Software. Search
the Microsoft network for the driver, and it should install properly.

2. Note the COM port that is associated with this newly added USB serial device.
3. Launch a serial communication program and open up the COM port with bps 115200.
4. The SX ll's CLI will appear for login and administration of the device.

Change Your Password Using CLI

Note: This feature can also be configured from the Remote Console. See Change Your Password from
the Remote Console (on page 30).

Important: If the administrator password is forgotten, SX II must be reset to the
factory default from the Reset button on the rear panel and the initial configuration
tasks must be performed again.

Enter admin > password to access the menu.

When creating a password via CLI, it cannot begin with a space or end with a space. This does not apply
to creating passwords in using the Remote Console.

Command Description Parameters

password Create a new password, if needed. ® new password

Configure Power Strips Using CLI

Note: These functions can also be managed from the Remote Console. See Configure Power Strips from
the Remote Console (on page 50).

The following power commands allow you to manage power strips attached to SX II.

Enter admin > power to accessthe menu.
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Command

associate

cycle

off

on

powerdelay

powerstatus

powerstrip

setpowerport

unassociate

unsetpowerport

Description

Associate a power strip outlet to a SX
Il port.

Power cycle specified power strip.

Note: If you are connecting a PX
to SX II, it is recommended you
set the power cycle time to 5
seconds.

Power off a specified power strip.

Power off a specified power strip.

Configure global power strip delays.

Get the status of a specified power
strip.

Get power strip information.

Configure an SX Il Port to contain a
power strip.

Remove a power outlet association
from a SX Il port.

Configure an SX Il Port to remove a
power strip.

Parameters

e <port number> - SX port number to associate

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to
associate

e <port number> - SX port number to cycle

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to
cycle

e <port number> - SX port number to turn off

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to
turn off

e <port number> - SX port number to turn on

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to

turn on

e <cycle value> - Delay between power off/on

e <powerstrip name> - Name of power strip to access

e <powerstrip name> - Name of power strip to access

e <port number> - SX port number

e <port number> - SX port number to unassociate

e <powerstrip name> - Name of power strip to access

e <outlet number> - Outlet number on power strip to
unassociate

e <port number> - SX port number

Configure and Manage Users and User Groups Using CLI

Note: These functions can also be performed from the Remote Client. See Configure and Manage Users
and Groups from the Remote Console (on page 54).

SX Il stores an internal list of all user profiles and user groups.

User profiles and groups are used to determine access authorization and permissions. This information
is stored internally. User passwords are stored in an encrypted format.
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SX Il allows the administrator to define groups with common permissions and attributes. They can then
add users to the groups, and each user takes the attributes and permissions of that group.

Since the group permissions are applied to each individual in the group, permissions do not have to be
applied to each user separately. This reduces the time to configure users.

For example, create a group called Modem Access that has permission to manage modems. Each user
assigned to the Modem Access group can then manage the modem function; you do not have to assign

each user a separate permission.

Enter admin > Config > Users to accessthe menu.

Command Description Parameters
addgroup Creates a group with common  group <groupname> - Group name
permissions. e control <number | range | *> - Port(s) the user group has full

166

control permissions to (users assigned to this group have
read and write access to the listed ports). Control must be
assigned to the group if power control access will also be
granted. Applies to a single port or range of ports (1-n or
1,3,4 or * for all ports).

power <number | range | *> - Port(s) the user group has full
power control permission to. Permitted (true), denied (false).

pcshare <true | false> PC-Share Access - Indicate whether
users in the group are allowed to access a port that already
has users connected to it if the port access mode is set to
Share. Permitted (true), denied (false).

settings <true | false> Permission to change device settings.

viewonly settings <number range *> <true or false><true |
false> - User group has view only permissions to the port.
Permitted (true), denied (false).

cc <true | false> - Allow access under CC-SG management
commands. Permitted (true), denied (false).

diagnostics <true | false> - Permission to access diagnostics
commands. Permitted (true), denied (false).

maintenance <true | false> - Permission to access
maintenance commands, backup and restore the database,
firmware upgrade, factory reset, and reboot. Permitted
(true), denied (false).

security <true | false> - Permission to access security
commands. SSL certificate, security settings, IP ACL.
Permitted (true), denied (false).

manage user <true | false> - Permission to access user
management commands. User and group management,
remote, authentication, login settings. Permitted (true),
denied (false).
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Command

editgroup

showgroup

deletegroup

adduser

Raritan.
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Description

Command to edit an existing
user group.

Shows the details of existing
user groups.

If there is no group specified,
the command displays all
groups in the system.

Deletes an existing user group.

Add an individual user to SX II.

Parameters

Important: manage user allows the members of the group to
change the permissions of all users, including their own.
Carefully consider granting these permissions.

modem <true | false> - Permission to access the modem.
Displayed on the page when a built-in modem is connected
to SX Il. Select this option if you want the group to have
access to the external modem. If broadband access is
enabled for a modem, this permission allows the group to
access SX Il via the wireless modem, as well. Permitted (true),
denied (false).

deny <number | range | *> - Deny permissions to listed
ports.

powerdeny <number | range | *> - Deny power permissions
to listed ports.

All commands listed under addgroup can be used to
editgroup.

<group name> - Group to display.

<group name> - Group to delete.

user <loginname> - User's login name
full name <user's fullname> - User's full name
group <groupname > - The group the user us associated with

password <password> - User's password. When creating a
password via CLI, it cannot begin with a space or end with a
space. This does not apply to creating passwords in using the
Remote Console.

active <true | false> - Activate (true) or deactivate (false) the
user account

<dialback> - User's dialback phone number
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Command

addsshkey

viewsshkey

deletesshkey

edituser

deleteuser

showuser

insertgroupacl

168

Description

The addsshkey command

adds SSH key data for the user.

This data is the rsa_id.pub key
generated for your client. The
user must exist in SX |l before
you can add an SSH key for
them.

The key data should be used
for authentication and users
should not have to enter a
password.

Linux users should delete
"name@Ilocal host" that
appears at the end of the key
when adding non-default
public keys. This is not
necessary if using the
corresponding private key.

The SSH key data is validated
in several ways. Specified
keytype is validated: [ssh-rsa|
ssh-dsa|ecdsa-sha2-nistp256 |
ecdsa-sha2-nitsp384| ecsda-
sha2-nitsp512]. Keytype is
followed by whitespace,
followed by the base64 data.
Base64 data is validated.
Whitespace and any
characters after the base64
are dropped from the key
data.

Displays the SSH key data for
the specified user.

Delete the SSH key for a
specified user.

Update information for a
specified user.

Delete a specified user.

Displays the details for an
existing user.

Insert Group ACL Rule

Parameters

e user <loginname> - User's login name

e key <value> - User's SSH key

e user <loginname> - User's login name

e index <index> - View the index of the SSH key

e user <loginname> - User's login name

e index <index> - Delete the SSH key index

e See addgroup parameters.

e user <loginname> - User to delete

e user <loginname> - User to display

e group: Affected group name

e id:id number

e start: Beginning IP address of range <ipaddress>
e stop: Ending IP address of range <ipaddress>

e policy: <ACCEPT/DROP>
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Command Description Parameters

replacegroupacl Replace Group ACL Rule e group: Affected group name
e id:id number
e start: Beginning IP address of range <ipaddress>
e stop: Ending IP address of range <ipaddress>
e policy: <ACCEPT/DROP>

deletegroupacl Delete Group ACL Rule e group: Affected group name

e id:id number or <all>
showgroupacl Display Group ACL Rules ¢ group: Group name

addgroupacl Add Group ACL Rule e group: Group name
e start: Beginning IP address of range <ipaddress>
e stop: Ending IP address of range <ipaddress>
e policy: <ACCEPT/DROP>

Configure User Authorization and Authentication Services Using
CLl

Note: These functions can also be performed from the Remote Console. See Configure User
Authentication from the Remote Console (on page 65).

SX Il requires users be authenticated to access the appliance.

Authentication is the process of verifying that a user is who he says he is. Once a user is authenticated,
the user's group is used to determine his system and port permissions. The user's assigned privileges
determine what type of access is allowed. This is called authorization.

Users can be authenticated via SX Il locally or remotely.
By default, users are authenticated locally; you must enable remote authentication. When remote
authentication is enabled, there is an option to allow or deny local authentication as a fallback. See

Fallback to Local Authentication.

When the SX Il is configured for remote authentication, the external authentication server is used
primarily for the purposes of authentication, not authorization.

SX Il provides several options to remotely authenticate users -

e LDAP/LDAPS
e RADIUS
o TACACS+

Enter admin > Config > Authentication to access the menu.

Authentication Method
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Command Description Parameters

authmode Set the authentication mode e mode <local|ldap|radius|tacacs>

and fallback. e fallback <true | false> Enable or disable fallback to local authentication
if remote is unreachable

LDAP Configuration
The LDAP configuration menu offers commands to set up LDAP and LDAPS.

Enter admin > Config > Authentication > ldap to access the menu.

Command Description Parameters

ldap Configure secure LDAP  * primip <ipaddress | hostname> - Primary server IP address
authentication mode. ® secip <ipaddress | hostname> - Secondary server IP address
e port <value>- LDAP port
e basedn <Base DN> - Admin user DN
e secret <value> - Admin user authentication secret
e search <value> - User search DN
e dialback <value> - Dialback search query
e domain <Active Directory Domain> - Active Directory domain

e server <generic | ads> - Server type, Active Directory or Generic

ldaps Set/Get secure LDAP e port <value> - Secure LDAP port
authentication mode. e enable <true | false> - Secure LDAP enable (true), disable (false)

e verify <true | false> - LDAPS certificate validation enable (true), disable (false)

testldap Used to test LDAP e |ogin <LDAP user> - LDAP login to test

settings. e password <LDAP users password>

RADIUS Configuration

The RADIUS menu provides access to commands used to configure access to a RADIUS server.

Enter admin > Config > Authentication > RADIUS to accessthe menu

Command Description Parameters
primaryradius Access to configure the primary e ip <ipaddress | hostname> - IP Address
RADIUS settings. e secret <value> - RADIUS authentication secret

e authport <value> - RADIUS authentication port
e acctport <value> - RADIUS accounting port

e timeout <value> - RADIUS timeout (in seconds)
e retries <value> - RADIUS retries

e chap <true | false> - CHAP enable/disable (true/false)
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Command Description Parameters

secondaryradius Access to configure the secondary L
RADIUS settings. .

TACACS+ Configuration

ip <ipaddress | hostname> - IP Address

secret <value> - RADIUS authentication secret
authport <value> - RADIUS authentication port
acctport <value> - RADIUS accounting port
timeout <value> - RADIUS timeout (in seconds)
retries <value> - RADIUS retries

chap <true | false> - CHAP enable (true), disable (false)

The TACACS+ menu offers commands used to configure access to a TACACS+.

Enter admin > Config > Authentication > TACACS+ to access the menu.

Command Description

primarytacacs Used to configure the primary TACACS+
settings.

secondarytacacs Used to configure the secondary TACACS+
settings.

Configure a Modem Using CLI

Parameters

e ip<ipaddress | hostname> - IP Address

e secret <value> - TACACS+ authentication secret
e port <value> - TACACS+ port

e timeout <value> - TACACS+ timeout (in seconds)

e retries <value> - TACACS+ retries

e ip<ipaddress | hostname> - IP Address

e secret <value> - TACACS+ authentication secret
e port <value> - TACACS+ port

e timeout <value> - TACACS+ timeout (in seconds)

e retries <value> - TACACS+ retries

Note: You can also configure modems from the Remote Console. See Configure Date and Time Settings

from the Remote Console (on page 94).

Enter admin > Config > Modem to accessthe menu.

Command Description Parameters
dialback Enable dialback and caller ID ® enable <true | false> - enable or disable dialback, enable (true),
verification disable (false)

e callerid <true | false> - enable or disable caller id verification of

dialback
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Command Description Parameters

dialin Configure dialin settings. e enable <true | false> - Enable or disable modem, enable (true),
disable (false)

e mode <All/PPP_Only/Console_Only> Modem access mode
e serverip PPP <IPv4 address> - PPP server IP address
e clientip PPP <IPv4 address> - PPP client IP address

e callerid <true | false> - enable or disable caller id for dialin

numbers

dialinadd Add phone number to e [number phonenumber] - add a phone number to the approved
dialin. list of dialin numbers

dialindel Delete phone number from @ [number phonenumber] - delete a phone number from the
dialin. approved list of dialin numbers

dialout Enable internal modem e enable <true/false>
dialout feature.

bmodem Enable/Disable broadband e enable <true | false> - enable or disable broadband modem
modem. access, enable (true), disable (false)

bmodemfailover Enable/Disable broadband e enable <true | false> - enable or disable broadband modem
modem failover failover, enable (true), disable (false)

e The command is
available if bmodem is
enabled.

Assign User Groups Modem Access Permissions

If needed, assign users to a group with Modem Access permissions.

Modem Access permission is assigned to a user group on the Group page, and the user is then assigned
to the group on the User page.

For more information, see Configure and Manage Users and User Groups Using CLI (on page 165) or
Configure and Manage Users and Groups from the Remote Console (on page 54).

Server Settings to Support Modems

Primary (or/and Secondary) RADIUS Server Settings should be configured correctly and enabled on SX II.

e On the Remote RADIUS Server, the user's configuration should contain the following line.

Filter-Id = "Raritan:G{<local user group>}:D{<number for
dialback>}"

The LDAP server user's configuration should contain the dialback nhumber in the attribute that
is configured as the 'dialback search string' on SX II.

Dialback with remote LDAP user (OpenLdap v.2 & v.3)
e Dialback with remote TACACS+ user (TACACS++ v.4.0.3a)
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Dial-in and Dialback should be enabled on SX II used for modem communication. Primary
(or/and Secondary) TACACS+ Server Settings should be configured correctly and enabled

on SX IIs.

On the Remote TACACS+Server user's configuration should own the following line .

user-dialback="'129"

Run an Autoconfiguration Script Using CLI

Note: These functions can also be configured from the Remote Console. See Enable Auto Script from
the Remote Console for Use with TFTP or a USB Stick (on page 78).

Enter admin > config > to accessthe menu.

Command Description

autoconfig Set and get Automatic
Script Configuration.

autoconfigusb Set/Get Automatic Script
via USB Configuration.

Enter admin > to access the menu.

Parameters

e enable <true/false> - enable (true), disable (false)
e run <once/every> - Run script once or at every boot

e source <manual/dhcp> - Use TFTP address provided by DHCP or
manually set

e tftp address <ipaddress | hostname> - TFTP server address

e enable <true/false> - enable (true), disable (false)

Command Description Parameters

scriptget Retrievesthe remote i
configuration script. .

scriptrun Runsthe autoconfiguration NA

script.

address <ipaddress | hostname> - Address of FTP server
port <FTP port> - Port of FTP server (1..65535)

path <path to file> - FTP server path for config file. e.g. /ftphome/
config.txt

user <FTP username> - Optional FTP server user name

password <FTP password> - Optional FTP server password. Will prompt if
missing and user name given.

Configure Network Settings Using CLI

Note: This feature can also be managed from the SX Il Remote Console. See Configure SX Il Network

Settings from the Remote Console.

The network menu commands allow you to configure SX Il network settings.

Enter admin > config > network toaccessthe menu.
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Command

802.1x with
commands

advancedrouting

dns

eth

ethernetfailover

interface

ipforwarding

IPv6 interface

Description

Enable and configure
802.1x security

Change to Advanced
Routing sub menu

Get and configure the
DNS parameters for the
network.

Get/set ethernet
parameters

Used to enable and
disable the ability to
failover from one LAN to
another.

Configure network
settings for dual-LAN
failover.

By default, dual LAN
failover mode is
disabled.

IP forwarding
configuration.

Set IPv6 network
parameters and retrieve
existing IPv6
parameters.

Parameters

enable8021x <true/false>

auth: 802.1x authentication type: <eap_peap/eap_tls/
eap_ttls>

tlsServerCert: CA certificate settings for 802.1x server
certificate

advancerounting enable <true/false>

ip <ipaddress> - ip rule/route command

resetroutes Reset route/rule table to system default
saveroutes Save advanced route rules

viewroutes View routing/rule tables

mode <auto/manual> - DNS server IP mode
primary <ipaddress> - Primary DNS server IP address

secondary <ipaddress> - Secondary DNS server IP address

if <lan1/lan1> Interface

mtu <576 - 65536> - Maximum Transmission Unit

enable <true/false> - Ethernet failover enable (true), disable
(false)

ipauto <none | dhcp> - Enable DHCP as ip configuration
<lan1 | lan2> - Select LAN interface you are configuring.

ip <IPv4 address> - IP Address of SX Il assigned for access from
the IP network

mask <subnetmask> - Subnet Mask obtained from the IP
administrator

gw ipaddress <IPv4 address> - Gateway IP Address obtained
from the IP administrator

mode <auto | 10hdx | 10fdx | 100hdx | 100fdx | 1000fdx> -
Set Ethernet Mode to auto detect or force a specified mode.

enable <true/false>

ipauto <none | routerdisc> - Enable IPV6 auto configuration
if <lanl | lan2> - Select LAN interface you are configuring.

ip ipaddress <ipaddress> - IPv6 address of SX Il assigned for
access from the IP network.

prefixlen <prefix length> - IPV6 Address prefix length (is the
number of bits in the prefix, in range of 0-128 (decimal))

gw ipaddress <IPv6 address> - Gateway IP Address obtained
from the IP administrator.

mode <enable or disable> - IPV6 network operational mode,
enable (true), disable (false)

ipforwarding: Enable <true/false>
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Command Description Parameters

name Name the appliance. e devicename <value> - name assigned to SX Il

e hostname <value> - Preferred host name (DHCP only)

staticroute Configure static routes.  ® enable <enable> - enable (true), disable (false)

staticrouteadd Add a static route. e dest <dest> - Destination
e if<lanl | lan2> - Interface (lan1/lan2)
e prefix <prefix> - IPv6 prefix length
e mask <mask> - IPv4 mask
e gateway <gateway> - Gateway
e mtu <mtu>- MTU (64..65536)
e flags <host|net> - Flags (host/net)

staticrouteshow Show a list of static NA
routes.

staticroutedelete Usedtoremovearoute ® id<id>-id numberorall

from the kernel routing
table.

Configure 802.1X Security Settings Using CLI

Note: This feature can also be managed from the SX || Remote Console. See 802.1X Security (on page
91).

The network>802.1X sub-menu commands allow you to configure SX 1l 802.1X security settings.

Enter admin > config > network > 802.1X to accessthe menu.

Command Description Parameters
enable8021X Enable or disable 802.1x e Interface: <lan1/lan2>

security e Enable: Enable feature <true/false>
auth 802.1x authentication type ¢ Interface: <lan1/lan2>

* type: Authentication type <eap_peap/eap_tls/eap_ttls>

eap_peap EAP-PEAP configuration e Interface <lan1 /lan2>
e user <username for EAP-PEAP>

e password <password for EAP-PEAP>

eap_tls Display EAP-TLS settings. e Interface <lan1/lan2>
Configuration cannot be e Use Key Password: <true/false>
done with CLI.

e Key Password: <password for EAP-TLS>
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Command Description Parameters

eap_ttls EAP-TTLS configuration e Interface <lan1/lan2>
® Inner Authentication: <MSCHAPv2/CHAP/PAP>
e Username: <username for EAP-TTLS>

e Password: <password for EAP-TTLS>

tlsServerCert 802.1x CA Certificate settings ® Interface: <lan1/lan2>

e (A Certificate Validation: Enable or disable CA certificate validation.
<true/false>.

e Disable Certificate Date Check: Allow expired or not yet valid
certificates. <true/false>

Configure Advanced Routing Using CLI

Note: This feature can also be managed from the web interface. See Advanced Routing (on page 89).

The network>advanced routing commands allow you to configure SX Il advanced routing
settings.

Enter admin > Config > Network > Advanced Routing > to accessthe menu.

Command Description Parameters

advancedrouting Enable/Disable Advanced Routing Feature enable <(true/false)>

ip ip rule/route command ip <ipaddress> - ip rule/route command
resetroutes Reset route/rule table to system default

saveroutes Save advanced route rules

viewroutes View routing/rule tables

Configure Device Settings Using CLI

Note: These functions can also be configured from the Remote Console. See Configure Device Settings
from the Remote Console (on page 82).

These commands provide the ability to configure SX Il server services.
Enter admin > config > services to access the menu.

Command Description Parameters

discovery Configure the discovery port. e port <value> - Discovery TCP listen port

e encryption <true/false> - Discovery port encrypted
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Command

dpa

dpaport

http

https

ssh

telnet

Configure Direct Port Access Using CLI

Description

Direct Port Access Configuration

Set/Get Port Configuration

Used to control http access and define
the port.

Used to control https access and define
the port.

Enable or disable SSH access and
configure settings.

Enable or disable Telnet access.

Due to the lack of security, the
username, password and all traffic is in
clear-text on the wire.

Telnet must be enabled before it can be
used; it is disabled by default.

By default, the telnet port is set to 23
but can be changed by issuing the
following command.

Parameters

enable <true/false> - Enable/Disable DPA access

url <true/false> - Enable/Disable DPA via URL

loginstring <true/false> - Allow specifying DPA port in
username when logging in

port - Port(s) to view/modify

dpaip - IP Address assigned for direct port access

telnet - TCP Port assigned for direct port access via Telnet.

ssh - TCP Port assigned for direct port access via SSH

port <value> - HTTP server default listen port (tcp)

port <value> - HTTPS server default listen port (tcp)

enable <true | false> - Enable or disable SSH access, enable
(true), disable (false)

port <value> - SSH server tcp listen port

dsa <true/false> - Use Legacy DSA

authmethod <pass/cert/passcert> - Password, Certificate, or
both

enable <true | false> - Enable or disable Telnet access, enable
(true), disable (false)

port <value> - Telnet server tcp listen port

The permitted TCP Port Range is 1024-64510. When run without the mode parameter, the system
displays the current dpa type.

Enter admin > Config > Services > toaccess this menu.

Command

dpa
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Description Parameters
Enable direct port .
access .

enable <true | false> - DPA access, enable (true), disable (false)
url <true | false> - DPA via URL, enable (true), disable (false)

® loginstring <true | false> - Allow specifying DPA port in username when logging
in, enable (true), disable (false)
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Command Description Parameters

dpaport Configure the e port <number | range | *> - Port(s) to view/modify (Single port or range of ports
IP/SSH/telnet DPA (1-nor 1,3,4 or * for all ports))
ports for specified ~ ® dpaip <ipaddress> - IP Address assigned for direct port access. 0.0.0.0 clears the
serial ports. setting.

e telnet <port number> - TCP Port assigned for direct port access via Telnet. 0
clears the setting.

e ssh <port number> - TCP Port assigned for direct port access via SSH. 0 clears the
setting.

Anonymous Connections

You can establish an anonymous Direct Port Access connection via Telnet by typing anonymous, or
pressing Enter at the username prompt. The anonymous connection is established without prompting
for a password.

When establishing a Direct Port Access connection via SSH, entering the username anonymous is
required. The anonymous connection is established without prompting for a password.

Use the suppress parameter to configure the following messages to display or not display the first time
SX Il is accessed via anonymous Direct Port Access -

Escape Sequence is : <escape string> <true\false>

"You have read-only access to this port." OR "You are now master for the port."
If suppress is true, the above messages are not displayed and connected directly to the target prompt.

If suppress is false, the above messages are displayed.

Configure SNMP Traps and Alerts Using CLI

Note: SNMP traps can also be configured from the Remote Console. See Configure SNMP Notifications
from the Remote Console.

SX Il supports sending SNMP alerts to a predefined SNMP server. The Raritan SNMP MIB can be found in
Viewing the SX Il MIB (on page 99).

Enter admin > config > snmp to access the menu.

Command Description Parameters

add Add SNMPv2c trap or inform. ® dest <ipaddress | hostname> - Destination IP/hostname
A recipient is an IP address e port <port number> - Destination port
with an optional space- e community <community>- SNMP community

separated port number. ® type: SNMP Notification Type (Trap/Inform)

Traps may be sent to multiple
ports with the same IP
address. e timeout: Number of seconds to wait for an Inform response <1-20>

e retries: (Number of Inform retries before quiting) <0-10>
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Command

addv3

viewtraps

del
delv3

snmpagent

snmptrap
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Description

WARNING: NON-
RESPONDING DESTINATIONS
MAY SIGNIFICANTLY SLOW
SYSTEM RESPONSE IF
INFORMS ARE CONFIGURED
WITH LARGE VALUES FOR
RETRIES AND/OR TIMEOUTS.

Add SNMP V3 Trap or Inform.

WARNING: NON-
RESPONDING DESTINATIONS
MAY SIGNIFICANTLY SLOW
SYSTEM RESPONSE IF
INFORMS ARE CONFIGURED
WITH LARGE VALUES FOR
RETRIES AND/OR TIMEOUTS

A recipient is an IP address
with an optional space-
separated port number.

Traps may be sent to multiple
ports with the same IP
address.

Display existing SNMP traps.

Delete SNMP traps.

Delete SNMPv3 traps.

Configure SNMP daemon.

Enable or disable an SNMP
trap.

Parameters

NA

dest <ipaddress | hostname>- Destination IP/hostname
port <port number> - Destination port

name <name> - Security name

authproto <MD5 | SHA> - SNMP auth protocol

authpass <authpass> - SNMP auth passphrase

privproto <None | DES | AES> - SNMP privacy protocol
privpass <privacy password> - SNMP privacy passphrase
type: SNMP Notification Type (Trap/Inform)

retries: (Number of Inform retries before quiting) <0-10>

timeout: Number of seconds to wait for an Inform response <1-20>

dest <ipaddress | hostname>- Destination IP/hostname

port <port number> - Destination port

dest <ipaddress | hostname>- Destination IP/hostname

port <port number> - Destination port

enable <true|false> - SNMP Daemon, enable (true), disable (false)

contact Contact Sunbird Professional Services and Support via the
Support site at http://support.sunbirddcim.com or via email
(tech@sunbirddcim.com ) - SNMP contact

location <location> - SNMP location

community <community> - SNMP community

type <read_only | read_write> - SNMP community type
v2cenable <true | false> - SNMP v1/2 agent, enable (true), disable
(false)

enable <true | false> - SNMP traps, enable (true), disable (false)

v2cenable <true | false> - SNMP v1/v2c traps, enable (true), disable
(false)

v3enable <true | false> - SNMP v3 traps, enable (true), disable
(false)
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Command Description

snmpv3agent Configure an SNMPv3 agent. b

Parameters

enable <true|false> - SNMP V3 Agent, enable (true), disable (false)
name <security name> - Security name

authproto <MD5 | SHA> - SNMP auth protocol

authpass <auth password> - SNMP auth passphrase

privproto <None | DES | AES> - SNMP privacy protocol

privpass <privacy password> - SNMP privacy passphrase

useauthforpriv <true | false> - Use auth passphrase for privacy,
enable (true), disable (false)

Configure Date and Time Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Date and Time
Settings from the Remote Console (on page 94)

Enter admin > config > time to accessthe menu.

Command

clock

timezonelist

ntp

Description

It is important to set the date
and time correctly to ensure
that log entries and events
contain the correct timestamp.

Use this to set the time and
date on the server.

Used to find the number code
that corresponds to your time
zone.

Use this command if you are
synchronizing SX Il with an NTP
server.

Parameters

tz timezone - Timezone index is a number corresponding to the
desired time zone.

e dst<true | false> - Apply DST settings, enable (true), disable
(false)

e time - Time String <HH:MM:SS>
e date - Date String <YYYY-MM-DD>

NA

e enable <true | false> - enable or disable the use of NTP, enable
(true), disable (false)

e primip <primarylP> - Primary NTP server to use first.

e primkeytype <none | MD5 | SHA-1> - Authentication Key Type.
e primkeyid <numeric value>

e primkeyform <ASCIl | HEX> - Authentication Format.

e primkey <Primary server key> - Key value.

e secip <secondaryip> - Secondary NTP server if the first is not
available.

e seckeytype <none | MD5 | SHA-1> - Authentication Key Type.
e seckeyid <numeric value>

e seckeyform <ASCIl | HEX> - Authentication Format.

e seckey <Secondary server key> - Key value.

e override <true/false> - Override DHCP settings for NTP server
(true/false)
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Change the Default GUI Language Setting Using CLI

Note: This setting can also be configured from the Remote Console. See Changing the Default GUI
Language Setting from the Remote Console (on page 114).

Enter admin > config > language to access the menu.

Command Description Parameters

language Language settings only apply to the Remote Console web interface; theydo ® set <en|ja | zhs | zht>
not apply to the Local Console interface. - GUI language code

The SX Il GUI defaults to English, but also supports the following
localized languages:

e English (default)
® Japanese
e Simplified Chinese

e Traditional Chinese

Configure SMTP Events and Notifications Using CLI

Note: This setting can also be configured from the Remote Console. See Enable Email (SMTP)
Notifications from the Remote Console (on page 100).

Use the 1og > smtp menu to access to the options that can be used to configure the SMTP server
and destination email addresses.

Enter admin config > log > smtp to accessthe menu.

Command Description Parameters

smtp Configure the SMTP server. e enable <true|false> - SMTP server, enable (true), disable (false)
e ip<ipaddress | hostname> - SMTP server IP address
e port <port number> - SMTP server port (1..65535)

e auth <true | false> - SMTP auth required, enable (true), disable
(false)

e user <username> - SMTP user account

® pass <password> - SMTP user password

® source <source> - SMTP source address
addemailsub Add a mail subscriber. Upto ® email Info@Acme.com - Email address to add

ten subscribers can be
added.

delemailsub Delete an email subscriber. e email Info@Acme.com - Email address to delete
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Command Description Parameters

testsmtp Test email notification e dest <destination email> - Destination email address
settings.
viewemailsub View a list of email NA

subscribers.

Configure Port Logging Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Port Logging
Settings from the Remote Console (on page 114).

As part of its security capabilities, SX Il logs data and to provide alerts based on activities between the
users, SX Il, and the target device.

Audit trail that allows authorities to review what has happened in the system, determine who
implemented what action and when is captured as part of this function.

Event logging and SNMP traps are also available. Events can be logged locally using Syslog. Local events
are maintained in a 512K per port buffer and can be stored, reviewed, cleared, or sent periodically to an
FTP server.

Configuration log commands allow you to manage the logging features of the SX Il server.

Enter admin > config > Log to access the menu.

Command Description Parameters

eventlogfile Use thiscommand to ® size <value> - Maximum size of local log file (in bytes).
control and configure the

If the event log file size exceeds the available flash memory on your SX
logging of events to the

I model, the event is not saved.

local log.

To avoid this, set the file size to greater than 1024 but less than
10000000.

Note: SX Il model's flash memory varies.

e style <wrap or flat. - Specifies what action to take when the maximum
size is reached:
wrap will cause the log to circle around when end is
reached.
flat will cause logging to stop when the end is reached.

eventdest Event configuration. e event <index of event> - Event Index, use 'eventlist' to see index and

current configurations
e audit <true | false> - Audit Logging, enable (true), disable (false)
e snmp <true | false>- SNMP Logging, enable (true), disable (false)
e syslog <true | false> - Syslog Logging, enable (true), disable (false)

® smtp <true | false> - SMTP Logging, enable (true), disable (false)
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Command

eventlist

syslog

portsyslog

nfsportlog

nfsencrypt

Raritan.

A brand of Ellegrand

Description

Display an indexed list of
all configurable events.

Displays the list of
configured syslog servers.

Configure the syslog
servers.

Up to 8 servers can be
added.

Each syslog server is
added and identified by a
number: ip1, ip2, ip3, and
so on.

Configure the UDP port on
the syslog server to which
the syslog messages are
sent. Default is 514.

Configure portsyslog
server.

Configure the logging of
port data.

Set the encryption key to
be used for encrypting
port log.

Parameters

NA

enable <true | false> - System event log logging, enable (true), disable
(false)

ipl <ip address | hostname | delete> - syslog server address. portl
<portlnumber> - UDP port number for ip1.

ip2 <ip address | hostname | delete> - syslog server address.
<portlnumber> - UDP port number for ip2.

port2

ip3 <ip address | hostname | delete> - syslog server address.
<portlnumber> - UDP port number for ip3.

port3

ip4 <ip address | hostname | delete> - syslog server address.
<portlnumber> - UDP port number for ip4.

portd

ip5 <ip address | hostname | delete> - syslog server address.
<portlnumber> - UDP port number for ip5.

port5

ip6 <ip address | hostname | delete> - syslog server address.
<portlnumber> - UDP port number for ip6.

porté

ip7 <ip address | hostname | delete> - syslog server address.
<portlnumber> - UDP port number for ip7.

port7

ip8 <ip address | hostname | delete> - syslog server address.
<portlnumber> - UDP port number for ip8.

port8

enable <true | false> - Port logging data to a remote NFS server and
also to the Syslog server, enable (true), disable (false)

primaryip <primaryip> - Primary Portlog Syslog server address
secondaryip <secondip> - Secondary Portlog Syslog server address
category - Syslog Category local <0 - 7>

enable <true|false> - Logging of port data to remote NFS server,
enable (true), disable (false)

primaryip <primaryip> - Primary Portlog Syslog Server
secondaryip <secondip> - Secondary Portlog Syslog Server

primarydir <mountpath. - Primary NFS Server's mount directory. Eg., /
nfslog

secondarydir <mountpath> - Secondary NFS Server's mount directory.
Eg., /nfslog

prefix <name> - Prefix for log file name. Use " " for a blank prefix
size <value> - Maximum Size (in bytes) for the log file

inputlogging <true|false> - Enable/Disable logging of user input data
on the port. This refers to input via keystroke from the user.

indir <name> - Directory name for storing input log

outdir <name> - Directory name for storing output log. Output implies
data sent from target to the SX port.

enable <true|false> - SMTP Server, enable (true), disable (false)

key <string> - Provide RC4 key string to be used for encryption
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Command Description Parameters

portlogtime Use to configure the Port ® timestamp - Time interval (in seconds) between two timestamps in
Log Time. the log file. A value of 0 will disable timestamp logging. The default

Changes to the timestamp value is 20. The max value is 99999.

interval will go into effect ® update <update> - Update frequency (in seconds) between two

after the current interval updates to the remote log file. Default interval value is 30. Update
has passed and that port Frequency range is 1 and 65535.

status timestamp has

been logged."

Enter admin > config > log > local to access the menu.

Command Description Parameters
serialportlog Configure serial e size <value> - Maximum File Size (bytes)
port log file. e enable <true|false> - Serial Port Log File, enable (true), disable (false)

® input <true|false> - Enable logging of all input keystrokes to file.

serialportlogdel Delete serial port ® port <number> - Ports to delete log of
log file.

serialportlogview View serial port e port Ports to view log. (Single port or range of ports (1-n or 1,3,4 or *
log file. for all ports))
e type Log type <input/output>
e start Position in log file to start viewing <Number>

e length: Length of port data to read <number>

serialportlogftp . e port: Port number to retrieve log <Number>
e type: Log type <input/output>
e address: FTP server address <ipaddress>
e ftpport: FTP server port (default 21), TCP/UDP Port, <1..65535>
e path: FTP server path for serial log file <String>.
e file: Optional destination file name. Default: portlog_[portnum]
e user: Optional FTP user name. <String>

e password Optional FTP password. Will prompt if missing and user
name given. <String>

Decrypt Encrypted Log on Linux-based NFS Server

To decrypt nfs encryption on Linux® platform, follow these steps:

1. Retrieve the current nfs encryption key

admin > Config > Log > nfsencrypt

Cut and paste the key printed after the Key: in the command response into a file.
Retrieve decryption application and either place it on the Linux machine or compile its source.

Save the encryption key file (dsx-encrypt.key) in the same directory where the decryption
application is stored.
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5. Copy the encrypted portlog file to the same directory.
6. Decrypt the file using the command:

./decrypt -f <portlogfile> -e <keyfilename> -o <outputfile>

7. The decrypted file should be saved in <outputfile>.

Configure Ports Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Ports from the
Remote Console (on page 118).

Enter admin > to access the menu.

Command Description Parameters

listports List accessible ports NA

Enter admin > config > port toaccessthe menu.

Command Description  Parameters

keywordlist Display all NA
configured
keywords.

keywordadd Add a keyword ® port <number | range | *> - Single port or range of ports (1-n or 1,3,4 or * for all
to the port. ports)

e keyword <value> - When keyword is detected on target, notification is sent.

keyworddelete Delete an e port <number | range | *> - Single port or range of ports (1-n or 1,3,4 or * for all
existing ports)
keyword from o keyword <value> - When keyword is detected on target, notification is sent.
the port.

config e port <number | range | *> - Single port or range of ports (1-n or 1,3,4 or * for all

ports)
® name <port name> - Port name

e bps<1200 | 1800 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 | 115200 |
230400> - Port speed in bits-per-second

e parity <none|even|odd> - Port parity type

e flowcontrol <none|hw|sw> - Port flowcontrol type hw = hardware flow control
sw =X on/X off)

e eqtype <auto|dte|dce> - Equipment type (auto=>AUTO Detection, dte=>Force
DTE, dce=>Force DCE)
Note: If the target has the ability to autodetect either DTE or DCE, you must

select either Force DTE or Force DCE for the port. SX Il does not support
autodetection of both DCE and DTE on the same port.
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Command Description Parameters

escapemode <none|control> - Use Ctrl-key (escapemode=control) or single key
(escapemode=none) as escape sequence; for example, Ctrl- =>
escapemode=control

escapechar= escapechar char-Escape character

Raritan recommends that you do not use or Ctrl- as the Escape command. Either
of these may cause unintended commands, such as opening a menu, instead of
invoking the Escape Command.

emulation <vt100 | vt220 | vt320 | ansi> - Target Emulation type
sendbreak <duration> - Duration of the sendbreak signal in milliseconds.

exitstring <cmd #delay; > - Execute exit string when port session closes, for
example, config port 1 exitstring logout (execute logout on exit) config port 1
exitstring #0 (disable exit string for the port). The delay is the amount of time to
wait after writing the command to the target. Number in seconds up to 60.

dpaip <ipaddress> - IP Address assigned for direct port access
ssh <tcp port> - TCP Port assigned for direct port access via ssh

alwaysactive <true | false> - Determine whether data coming into a port is
logged, for example, config port 1 alwaysactive true (always log activities coming
into a port even if no user is connected) config port 1 alwaysactive false (ignore
data coming into a port when no user is connected)

encoding - Target Encoding type (DEFAULT | US-ASCII|ISO-8859-1]1SO-8859-15 |
UTF-8| Shift-JIS | EUC-JP | EUC-CN | EUC-KR)

chardelay delay - Delay inserted between writing characters (0-9999ms)
linedelay delay - Delay inserted between writing lines (0-9999ms)
stopbits - Number of bits used to signal the end of a character (usually 1) (1/2)

telnet - TCP Port assigned for direct port access via Telnet. O clears the setting.
(TCP/UDP Port) (0..65535)

ssh - TCP Port assigned for direct port access via SSH. 0 clears the setting.
(TCP/UDP Port) (0..65535)

multiwrite <true/false> - Port set in multiple writer mode

suppress <true/false> - Suppress SX messages when connecting to this
target(true/false)

portdetect <true/false> - Enable port up/down detection.

DPA Mode Port Config Command Example

The following example configures Direct Port Access. The following port command sets an IP address for
DPA access to the port which is not the same as DPA by URL. The DPA IP address is just an address that

goes directly to the port.

admin > Config > Port > config port 1 dpaip10.0.13.1

admin > Config > Services > dpa enable true

e dpa enable true -enablesIP and port DPA methods for configured ports

After entering the password, you have direct access to port 1, using the newly assigned IP specifically

for port 1.
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admin@10.0.13.1's password:
Escape Sequence is: Control-

You are now master for the port.

The following example configures DPA port settings for DPAIP for range of ports.

admin > Config > Port > config port 1-32 dpaip 10.0.13.200

or

admin > Config > Port > config port * dpaip 10.0.13.200

In both cases above, port 1 will have an IP assigned as 10.0.13.200, while port 2 will have 10.0.13.201,
port 3 10.0.13.203, and so on.

The following example configures DPA port settings for SSH and Telnet by TCP port.

admin > Config > Port > config port 1 ssh 7000 telnet 8000

DPA Telnet and SSH port changes are available immediately without rebooting.

ssh -1 sx user -p 7000 10.0.13.13 or telnet -1 sx user 10.0.13.13 8000
admin@10.0.13.13"'s password:
Escape Sequence is: Control-

You are now master for the port.

After entering the password, you have direct access to port 1, using the newly assigned TCP Ports(either
ssh or telnet), specifically for port 1.

The following example configures DPA port settings for a group of ports (make sure no TCP Ports have
been assigned, and a free range of TCP Ports are available for dpa TCP Port mode usage).

admin > Config > Port > config port 1-32 ssh 7000 telnet 8000

or

admin > Config > Port > config port * ssh 7000 telnet 8000

In both cases above, port 1 will have ssh port 7000 and telnet port 8000 assigned for direct port access,
port 2 will have ssh port 7001 and telnet port 8001, and so on.

To configure all ports using a block of contiguous port numbers, use the <port *> command. If
port_range is specified, a block of contiguous port numbers are used. The given value of base_tcpport is
used as starting value. For individual port configuration, the <port number> command can be used.
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Configure the Local Port Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Local Port Settings
from the Remote Console (on page 112).

Enter admin > config > localport to accessthe menu.

Command Description Parameters
config Configure local e enable <true/false> - Standard Local Port, enable (true), disable (false)
ports. e auth <common|none> - Local User Authentication: common-(Local/LDAP/RADIUS/

TACACS+); none-(No authentication) (common/none)

e ignorecc <true/false> - Ignore CC managed mode on local port, enable (true), disable
(false)

e kbd - Keyboard Type
e config baud <9600|19200|38400|57600|115200>

Configure Security Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Security Settings
from the Remote Console (on page 125).

There are various settings configured from the security menu.

Enter admin > Security to accessthe menu.

Command Description Parameters

banner SX Il optionally supports a customizable e enable <true | false> - Banner display, enable
welcome banner that is displayed after login. (true), disable (false)
Up to 6000 characters can be entered. e audit <true | false> - Audit for the banner,
When you log in to SX Il via a GUI, a banner enable (true), disable (false)

with a fixed width typeface and acommon o title <value> - Title of the security banner
dimension, such as 80x25, appears. If the

banner is very large, that is, over 9000 lines,

the banner displayed on the GUI does not

increase the overall page size because it is

contained within a scrollable text area.

The banner identifies the location to which
the user has logged in. You can also add a
consent banner that forces the user to
accept stated conditions prior to advancing
into operation of the console server.

The banner command controls the display
of a security banner immediately after login.
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Command

bannerget

pcshare

resetmode

encryption

hostallowlist

addhostallow

delhostallow

clientcertauth

Description

Directs SX Il to go to this site to retrieve the  ®
welcome banner. The welcome banner and

the audit statement can be configured using o
the above command maintained on an

external FTP site.

Simultaneous access to the same target by
multiple users.

Configure Local Factory Reset Mode .

Sets the encryption type and FIPS mode of .
SXII.

Helps prevent host header attacks by limiting
what a web client can send in the HOST
header of an HTTP request.

Add a Hostname/IP to the Host Allowlist. ]
Delete a Hostname/IP from the Host U]
Allowlist.

Client certificate settings. °

Parameters

address <ipaddress | hostname> - FTP Server
Address

port <FTP port> - FTP Server Port (default 21)

path <path to file> - Path to Banner file to
retrieve

user <FTP username> - FTP Username

password <FTP password> - FTP Password
(prompted if missing)

mode <shared/private> - Set PC-Share mode to
shared or private (shared/private)

mode full <full| password | disabled> - full factory
reset | password - only admin password reset |
disabled - disable factory reset (full/password/
disabled)

mode <auto | aes128 | aes256 | custom> - Set
the encryption mode of the device

fips <true | false> - Enable/disable FIPS 140-2
mode, enable (true), disable (false). This option
requires a reboot of the device to take effect.

https <true/false> - Force HTTPS for web access.
customciphers <string> - Custom ciphers for
HTTPs.

enable <true/false> - Enable/Disable the Host
Allowlist feature.

host <Hostname/IP> - to add to the allowlist

host <Hosthame/IP> to delete from the allowlist.

clientcert: Client certificate global settings.

clientcertauth: Client certificate authentication
map settings.

clientcertcrl: Client certificate CRL settings.

clientcertocsp: Client certificate OCSP settings.

Enter admin > Security > firewall to accessthe menuand menu options.

Command

firewall

viewtables
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Description

Enable the firewall.

Rules are deleted upon disable.

View current iptables/ip6tables.

Some rules exist by default and cannot be deleted.

Parameters and examples

enable <true | false> - Enable/Disable firewall

NA

189



Command Description Parameters and examples

iptables Administration tool for IPv4 packet filtering and NAT. Example - to block icmp packets
SX Il supports most modules. iptables -A INPUT -p icmp -j
Firewall must be enabled. DROP
iptables -A OUTPUT -p icmp -3
DROP
ip6tables Administration tool for IPv6 packet filtering and NAT. Example -
Firewall must be enabled. A INPUT -p icmpvé —--icmpvé6-type

128 -3 DROP

ipétables -A OUTPUT -p icmpvé --
icmpvée-type 128 -3j DROP

iptables- Save IP Tables (v4 and v6) to make firewall rules NA
save persistent.

Enter admin > Security > loginsettings to accessthe menuand menu options.

Command Description Parameters

idletimeout Specify the amount of idle enable <true | false> - Enable/Disable password aging
time allowed before the
system disconnects the user.

time - Idle Timeout Period in Minutes

passwordaging Control when a password enable <true | false>

expires. days <value> - Number of days in Password Aging
Interval

singleloginperuser Restrict to a single login enable <true/false> - Enable/Disable system wide single
session per user. login session per user

Strongpassword Configure strong password enable <true|false> - Enable/Disable strong password
rules. rules for local users
When creating a password minlength <value> - Minimum password length

via CLI, it cannot begin with a

space or end with a space.
This does not apply to history <value> - Number of passwords to store in

maxlength <value> - Maximum password length

creating passwords in using  Password history
the Remote Console. uppercase <true|false> - true => force uppercase
characters in password

lowercase <true|false> - true => force lowercase
characters in password

numeric <true|false> - true => force numeric characters
in password

other <true|false> - true => force special characters in
password

Unauthorizedportaccess Enable/Disable unauthorized enable <true/false> - Enable/Disable anonymous access
access to a set of ports to a set of ports assigned to the 'Anonymous' group
assigned to 'Anonymous'
group.
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Command Description Parameters

userblocking Configure user lockout mode - <disabled/timer_lockout/deactivate_userid> Set
parameters. User Blocking mode (disabled/timer_lockout/
deactivate_userid)

timerattempts <timerattempts> - Timer Lockout
Attempts

lockouttime <lockouttime> - Timer Lockout Time

deactivateattempts <value> - Deactivate UserlD
Attempts

Enter admin > security > certificate toaccessthe menuand menu options.

SSL Security certificates are used in browser access to ensure that you are connecting to an authorized
appliance.

Note: If SX Il is not used to generate the certificate signing request and an external certificate is used
instead, encryption needs to be removed from the private key before installing it on SX Il. If this is the
case, to remove the encryption from the key, a command such as openssl rsa -in server.key -out
server2.key and server2.key should be used. Encrypted private keys are used to prevent the web server
from being started by unauthorized users. Since SX Il does not allow users to access the web server
directly, encrypted private keys are not required and does not compromise security.

Note: When SX Il is used to generate the certificate signing request, the private key is not required since
SX Il keeps the private key exclusive.

Command Description Parameters
generatecsr Generate certificate signing bits <1024 | 2048 | 4096> - Bit Strength of Certificate Key
request.

name <name> - Common Name (CN)

country <code> - 2 Character I1SO Country Code (C)

state <state> - State/Province (ST)

locality <locality> - Locality/City (L)

org <organization> - Organization (O)

unit <unit> - Organizational Unit (OU)

email Info@Acme.com - Email

challenge <challenge> - Challenge Password

selfsign <true | false> - Create a Self Signed Certificate (true/false)

days <days> - Days certificate will be valid

getcert Get the certificate from a specific ~ address <ipaddress | hostname> - FTP Server Address
location. port <FTP port> - FTP Server Port (default 21)
path <path to file> - Path to Certificate file to retrieve
user <FTP username> - FTP Username

password <FTP password> - FTP Password (prompted if missing)
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Command Description Parameters

getkey Get certificate key. address <ipaddress | hostname> - FTP Server Address
port <FTP port> - FTP Server Port (default 21)
path <path to file> - Path to Certificate Key file to retrieve
user <FTP username> - FTP Username

password <FTP password> - FTP Password (prompted if missing)

viewcert View the current certificate. NA

viewcsr View the certificate signing NA
request.

viewcsrkey View the certificate signing NA

request key.

deletecsr Delete the current certificate NA
signing request.

Enter admin > Security > tls toaccessthe menuand menu options.

Command Description Parameters
tls Configure TLS settings. TLSv1.0 <Enabled/Disabled>: <true|False>
At least one protocol must be enabled. TLSv1.1 <Enabled/Disabled>: <true|False>

TLSv1.2 <Enabled/Disabled>: <false | False>
TLSv1.3 <Enabled/Disabled>: <true|False>

Addressing Security Issues

Consider doing the following in order to enhance security for console servers.
SX Il supports each of these, but they must be configured prior to general use.

e Encrypt the data traffic sent between the operator console and SX Il appliance.
e Provide authentication and authorization for users.

® Log data relevant to the operation for later viewing and auditing purposes. In some cases, this data
is required for compliance with governmental or company regulations.

e (Create a security profile.

Security Notes

Encryption of traffic between the operator console and SX Il appliance is determined by the access
methodology being used.

SSH and encrypted browser access (HTTPS) are enabled by default.
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To accept unencrypted connections, you must manually enable the Telnet services. HTTP automatically
redirects users to HTTPS, if applicable.

Configure Maintenance Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Maintenance
Settings from the Remote Console (on page 151).

The maintenance commands allow you to perform maintenance-related tasks on the SX Il firmware.

Enter admin >maintenance to accessthe menu.

Command Description Parameters
deviceinfo Provides information about the NA

SX Il appliance such as build and

so on.
userlist Displays a list of all users who are A

logged in, as well as their source
IP addresses and any ports to
which they are connected.

Also found under the command

root menu.
upgrade Upgrade device from file on FTP @ address <ipaddress | hostname> - Address of FTP Server
server. e port <FTP port> - Port of FTP server (1..65535)

e path <path name> - FTP server path for upgrade file.
e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server
password. Will prompt if missing and user name given.

upgradehistory Get information about the last NA
time you upgraded the system.

backup Back up appliance settings and e address <ipaddress | hostname> - Address of FTP Server
store on the FTP server. e port <FTP port> Port of FTP server (1..65535)
e path <path name> - FTP server path for backup file.

e file <file name> - Optional destination file name. Default:
backup.rfp

e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server
password. Will prompt if missing and user name given.

e keypass <Encryption password> - Optional encryption
password.

auditlog View the appliance audit log. NA

Raritan.

A brand of Ellegrand 193



Command Description

auditlogftp Get the audit log and store on FTP
server.
factoryreset Returns the SX Il console server to

its default factory settings.

Important: If you choose to revert
to the factory settings, you will
erase all your custom settings and
will lose your connection to SX Il
because, upon rebooting, the IP
address of the appliance is reset
to the factory default IP address
of 192.168.0.192.

reboot Reboots SX Il from the CLI
interface.
restore Restore device settings from

backup file on FTP server.

logoff Log a user off SX Il (terminate
their session).

194

Parameters

NA

address <ipaddress | hostname> - Address of FTP Server
port <FTP port> - Port of FTP server (1..65535)
path <path name> - FTP server path for audit log file.

file <file name> - Optional destination file name. Default:
audit.log

user <FTP username> - Optional FTP server user name

password <FTP password> - Optional FTP server
password. Will prompt if missing and user name given.

mode <full|network> - Type of factory reset to perform

mode <full | protected | user | device | userdevice> -
Type of restore to perform.

address <ipaddress | hostname> - Address of FTP Server
port <FTP port> - Port of FTP server (1..65535)

path <path name> - FTP server path for backup file.

user <FTP username> - Optional FTP server user name

password <FTP password> - Optional FTP server
password. Will prompt if missing and user name given.

keypass <Encryption password> - Optional encryption
password.

user <loginname> - Close all sessions for the specified
user by name.

session <id | all> - Close the session by identifier number
or all sessions (ID/all)

port <port name | port number> - Close sessions on the
specified port by name or number.

address <ipaddress> - Close all sessions from the
specified remote address.
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Command

scriptconfigcat

scriptget

scriptput

Description
List (cat) the system generated
configuration script.

Start line and end line are user
configurable.

The default values shall be as
shown below.

start line: "BEGIN CONFIG.
SCRIPT"

end line: "END CONFIG. SCRIPT"

Parameters

scriptconfigcat {start startline] {end endline}

address: FTP server address <IP address>
port: FTP server port (default 21), <1..65535
path: FTP server path for config file.

user Optional FTP user name

password Optional FTP password. Will prompt if missing
and user name given.

address: FTP server address <IP address>

port: FTP server port (default 21), <1..65535

path: FTP server path for config file.

file: Optional destination file name. Default: script.sx2
user Optional FTP user name

password Optional FTP password. Will prompt if missing
and user name given.

Configure Diagnostic Settings Using CLI

Note: These settings can also be configured from the Remote Console. See Configure Diagnostic Options
from the Remote Console (on page 158).

The diagnostic commands allow you to gather information for troubleshooting.

Enter admin > Diagnostics to access the menu.

Command Description Parameters
netif Network Interface Info  NA
netstat Get Network Statistics ® type <stats | interfaces | route | ports> - stats interfaces route
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Command

ping

traceroute

diagscript

diaglogput

exportconfig

uptime

Description

Ping a remote system
to ensure it is
reachable.

Trace the network
route to a host.

Get and execute
diagnostic script from a
FTP server.

Take diagnostic
snapshot and store on
FTP server.

Export a configuration
file.

view system uptime

Parameters

e ip<ipaddress | hostname> - IP Address/Hostname to Ping
e if<auto | lanl | lan2 | usb0> - Network interface (default: auto)

e ip<ipaddress | hostname> - IP Address/Hostname to trace to

e maxhops<5| 10| 15]|20|25|30]| 35| 40| 45 | 50> - Maximum hop
limit (default: 10)

e if<auto | lanl | lan2 | usb0> - Network interface (default: auto)

e address <ipaddress | hostname> - Address of FTP Server

e port <FTP port> - Port of FTP server (1..65535)

e path <path name> - FTP server path for diagnostic script file.
e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server password.

e address <ipaddress | hostname> - Address of FTP Server

e port <FTP port> - Port of FTP server (1..65535)

e path <path name> - FTP server path for diagnostic script file.
e file Optional destination file name. Default: diagnostic_save
e user <FTP username> - Optional FTP server user name

e password <FTP password> - Optional FTP server password.

e address: FTP server address <ipaddress>

e port: FTP server port (default 21) <1..65535>

e path: FTP server path for configuration file.

e file: Optional destination file name. Default: exportconfig_save
e user: Optional FTP user name

e password: Optional FTP password. Will prompt if missing and user name
given.

NA

Enter admin > diagnostics > debug to access the menu.

Command Description

setlog Set/get diagnostics log.

Parameters

e module <module> - Module name

e |evel <level> - Diagnostics log level (err/warn/info/debug/trace)
e vflag <vflag> - Verbose flag (timestamp/module/thread/fileline)
e verbose <on|off> - Verbose control (on/off)
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Connect a Rack PDU to SX Il and Configure Power
Control Options

SX Il provides the following options when connecting a Raritan PX PDU to a SX II:

e Connect SX Il to the PX PDU Serial port.

In this configuration, access to the PX PDU is done through the PX PDU command line
interface (CLI).

e Connect the SX Il to the Feature port on the PX PDU.

In this configuration, the PX PDU is managed from the SX II interface like any other power
strip.

Go to https://www.raritan.com/support/product/px for support on PX PDUs.

In This Chapter

Connecting the SX Il to the PXPDU Serial Port. ... ...... .. ...t 197
Connecting the SX Il to the PX PDU FEATUREPort. . ............ccvvunn... 198

Connecting the SX Il to the PX PDU Serial Port

In this configuration, after the PX is connected to the SX I, access the PX using the PX CLI.

Note that the appliances used in the diagram may not match your specific models. However, the
connections and ports used are the same across models.

» To connect the SX Il to the PX:

1. Connect an ASCSDBIF adapter to the PX2 DB9 console/modem port.

Note: The adapter is purchased from Raritan. It does not come with PX or SX Il appliances.

2. Plug a Cat5 cable into the ASCSDB9F adapter, then plug the other end of the cable in to the port on
the SX 1.

3. Power on the PX (if it is not already). The command line interface (CLI) interface appears.

Raritan.

A brand of Ellegrand

197



o PX appliance
@ SXI

Connecting the SX Il to the PX PDU FEATURE Port

In this configuration, the PX is managed from the SX Il interface like any other powerstrip. See Power
Control.

Note: Make sure that the PX PDU's Feature Port is configured to the PowerCIM setting.

Note that the appliances used in the diagram may not match your specific models. However, the
connections and ports used are the same across models.

» To connect the SX Il to the Feature port on the PX:

1. Connect the gray end of the CSCSPCS crossover Cat5 cable into the Feature port on the PX.
2. Connect the yellow end of the CSCSPCS crossover Cat5 cable into a port on the SX II.
3. Power on the PX (if it is not already).

You can now add the PX as a managed power strip to the SX II. See Configure Power Strips
from the Remote Console (on page 50)or Configure Power Strips Using CLI (on page 164)..
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Appendix A Specifications
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SX Il Dimensions and Physical Specifications

Form factor 1U, rack mountable

Dimensions 17.3"W x13.15" D x 1.73'H '; (440mm x 334mm x 44mm)

Weight 9.08 Ibs; (4.12 kg)

Power 100/240VAC auto-switching: 50-60 Hz, .35A, 36-72VDC auto-switching

Max power consumption 4-Port SX: 21W | 8-port SX: 21W | 16-port SX: 22W | 32-port SX: 23W | 48-port SX: 25W

Temperatures Operating: 0°C — 50°C. Non-Operating: 0°C — 55°C
Humidity Operating: 20% — 85%. Non-Operating: 10% — 90%
Altitude Operates properly at any altitude from 0 to 2,000 meters

Supported Remote Connections

Network

e 10BASE-T

e 100BASE-T

e 1000BASE-T (Gigabit) Ethernet
Protocols

e TCP/IP

e HTTP
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e HTTPS

e RADIUS

e LDAP/LDAPS
e SSH

e Telnet

e TACACS+

e UDP

e SNTP

Supported Number of Ports and Remote Users per SX || Model

Model

SX2-04 and SX2-04M
SX2-08 and SX2-08M
SX2-16 and SX2-16M
SX2-32 and SX2-32M

SX2-48 and SX2-48M

Number of ports

4

8

16

32

48

Maximum Number of Users Session

A maximum of 200 users can access a single SX Il at the same time.

This applies to the Remote Console access, Direct Port Access and command line interface access via

SSH/Telnet.

Maximum Number of Support Users Per Port

A maximum of 10 users can access the same port and the same time.

This applies to the Remote Console access, Direct Port Access and command line interface access via

SSH/Telnet.

Port Access Protocol Requirements

Protocol Port

HTTP Ports 80, 443 and 5000 must be open in the firewall for the appliance to operate.
Port 80
This port can be configured as needed. See HTTP and HTTPS Port Settings.

By default, all requests received by the SX Il via HTTP (port 80) are automatically
forwarded to HTTPS for complete security.

The SX Il responds to Port 80 for user convenience, relieving users from having to
explicitly type in the URL field to access the SX II, while still preserving complete
security.
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Protocol Port Communication

direction
Port 443
This port can be configured as needed. See HTTP and HTTPS Port Settings.
By default, this port is used for multiple purposes, including the web server for the
HTML client, the download of client software onto the client's host, and the
transfer of data streams to the client.
Port 5000
This port is used to discover other Dominion devices and for communication
between Raritan devices and systems, including CC-SG for devices that CC-SG
management is available.
By default, this is set to Port 5000, but you may configure it to use any TCP port
not currently in use. For details on how to configure this setting, see Network
Settings.
HTTPS SSLonly  Port 443 Both
TCP port 443 must be open.
Port 80 can be closed.
SSH Port 22 Both
TCP port 22 must be open.
Port 22 is used for the SX Il command line interface (CLI).
Telnet Port 23 Both
TCP port 23 must be open.
TACACS+ Port 49 Outgoing
Port 49 must be open.
RADIUS Port 1812 Outgoing
If SX Il is configured to remotely authenticate user logins via the RADIUS protocol,
port 1812 is used and must be open.
However, but the system can also be configured to use any port of your
designation. Optional
Port 1813
If the SX Il is configured to remotely authenticate user logins via the RADIUS
protocol, and it also employs RADIUS accounting for event logging, port 1813 or
an additional port of your designation is used to transfer log notifications.
LDAP Ports 389 and 636 Outgoing
Port 389 or 636 must be open.
If the SX Il is configured to remotely authenticate user logins via the LDAP/LDAPS
protocol, ports 389 or 636 will be used, but the system can also be configured to
use any port of your designation. Optional
SNMP Ports 161 and 162 Both (Port 161)
Port 161 is used for inbound/outbound read/write SNMP access. Outgoing (Port 162)

Port 162 must be open. Port 162 is used for outbound traffic for SNMP traps.
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Port 21 must be open.

By default UDP port 514 is used. Configurable to a port of your choice.

The SX Il offers the optional capability to synchronize its internal clock to a central

Protocol Port

For FTP Port 21
upgrades

SYSLOG on Port 514
Configurable

UDP Port

SNTP (Time Port 123
Server) on

Configurable time server.
UDP

This function requires the use of UDP Port 123 (the standard for SNTP), but can
also be configured to use any port of your designation. Optional

You may have to open additional ports when NFS logging, using LDAP servers, and so forth.

Communication

direction

Outgoing

Outgoing

Both

These ports may vary from installation-to-installation depending on network topologies, virtual Local

Area Networks (VLANSs), and firewall configurations.

Contact your network administrator for site-specific information and settings.

SX Il Port Pins

Local Terminal Port

pin Definition
pinl RTS
pin 2 N/A
pin 3 TXD

pin 4 Ground

pin 5 Ground

pin 6 RXD
pin 7 N/A
pin 8 CTS

Direction

Output

Output

Input

Input

DTE Mode on Server Port

pin Definition
pinl RTS
pin 2 DTR
pin 3 TXD
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DTE Mod
pin4
pin 5
pin 6
pin7

pin 8

DCE Mod
pin

pinl

pin 2

pin 3
pin4

pin 5

pin 6
pin7

pin 8

Port Ran

e on Server Port

Ground

Ground

RXD Input
DSR Input
CTS Input

e on Server Port
Definition Direction
CTS Input
DSR Input
RXD Input
Ground

Ground

TXD Output
DTR Output
RTS Output
ges

The port range for internal port configuration - CSC, HTTP, HTTPS, SSH, Telnet, DPA SSH, DPA Telnet - is 1

to 64510. The configurable port range for socket creation is limited to 1024 to 64510.

External port configuration - LDAP, RADIUS, TACACS+ and SNMP - is not affected by a port range

limitation.
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Network Speed Settings

SX Il network speed setting

Network
switch
port
setting

Legend:

Auto

1000/

Full

100/
Full

100/
Half

10/
Full

10/
Half

Auto

100/Half

10/Half

1000/Full

100/Half

No
Communication

100/Full

No
Communication

No
Communication

100/Half

100/Half

No
Communication

No
Communication

10/Full

No
Communication

10/Half

10/Half

No
Communication

No
Communication

No
Communication

No
Communication

No
Communication

No
Communication

Does not function as expected

Supported

Functions; not recommended

NOT supported by Ethernet specification; product will communicate, but collisions

will occur

Per Ethernet specification, these should be “no communication,” however, note
that the SX Il behavior deviates from expected behavior
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Note: For reliable network communication, configure the SX Il and the LAN switch to the same LAN
Interface Speed and Duplex. For example, configure the SX Il and LAN Switch to Autodetect
(recommended), or set both to a fixed speed/duplex such as 100MB/s/Full.

Default User Session Timeouts

e SXllinterface - 5 minutes (to change this, select Security > Settings and update the "Idle Timeout
(minutes)" field)

e SSH - 16 minutes

e Telnet-2 hours

SX Il Supported Local Port DVI Resolutions

Following are the resolutions supported when connecting to a DVI monitor from the SX Il local port.

e 1920x1080@60Hz
e 1280x720@60Hz
e 1024x768@60Hz (default)
e 1024x768@75Hz
e 1280x1024@60Hz
e 1280x1024@75Hz
* 1600x1200@60Hz
e 800x480@60Hz

e 1280x768@60Hz
* 1366x768@60Hz
e 1360x768@60Hz
e 1680x1050@60Hz
* 1440x900@60Hz

SX Il Appliance LED Status Indicators

LEDs are used to indicate power status, appliance status and target connection status.

There are LEDs located on the front panel and rear panel of the SX II. Front Panel
LED Status Indicators

e When SX Il boots up, only the Power LED turns on. The power LED turns both red and blue.
e Port Channel LEDs are off the whole time SX Il boots up.
e Once SX Il is fully powered on, the Power LED remains on.

e [f a single power supply is plugged in, the Power LED is Red.

e If both power supplies are plugged in, the Power LED is Blue.

e When you physically connect a powered-on target to a port on SX Il via a CAT5 cable, the Port
channel's LED turns on.

The LED remains on until the target is disconnected.

Note: The target must be powered on in order for the SX Il Port channel LED to turn on and the SX Il to
detect the target.
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e When you physically disconnect a target from a port on an SX Il, the port channel's LED turns off.

e When you log in to SX Il and connect to a target via either HSC, SSH or the Local Console, the port
channel's LED blinks.

The LED blinks until you end the your connection to the target.
If you are connected to more than one target at the same time, all LEDs blink in unison.

e When you press the SX ll's Reset button to reset the appliance or when you perform a reboot from
the SX Il GUI, the Power LED(s) blinks as the appliance powers down and turns off.

While the appliance powers back up, the Power LED(s) continue to blink.

Once the appliance is powered on, the Power LED(s) stop blinking and the LED remains on.

Target Cable Connection Distances and Rates

SX Il supports the following connection distances using a CAT5 cable between its Serial port and a

target.

Distance
300ft/91m
300ft/91m
300ft/91m
200ft/60m
100ft/30m
50ft/15m
25ft/7.5m
16ft/5m
8ft/2.5m

4ft/1.2m
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Bits per second
1,200

1,800

2,400

4,800

9,600

19,200

38,400

57,600

115,200

230,400
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Appendix A Updating the LDAP Schema

In This Chapter

Returning User Group Information. ......... ... . ... 208
Setting the Registry to Permit Write Operations to the Schema. ............. 208
Creatinga New Attribute. .. ... ... i i 209
Adding Attributestothe Class. . ...t 210
Updatingthe Schema Cache........ ... .. i i 212
Editing rciusergroup Attributes for User Members. . ...................... 212

Returning User Group Information

Use the information in this section to return User Group information (and assist with authorization)
once authentication is successful.

From LDAP/LDAPS

When an LDAP/LDAPS authentication is successful, the SX Il determines the permissions for a given user
based on the permissions of the user's . Your remote LDAP server can provide these user names by
returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP/LDAPS server. Consult your authentication server
administrator to enable this attribute.

In addition, for Microsoft® Active Directory®, the standard LDAP memberOf is used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory® administrator.

Returning user information from Microsoft's® Active Directory for Windows 2000® operating system
server requires updating the LDAP/LDAPS schema. See your Microsoft documentation for details.

1. Install the schema plug-in for Active Directory. See Microsoft Active Directory documentation for

instructions.

2. Run Active Directory Console and select Active Directory Schema.

Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a registry entry that permits schema
updates.
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» To permit write operations to the schema:

1. Right-click the Active Directory® Schema root node in the left pane of the window and then click
Operations Master. The Change Schema Master dialog appears.

Change Schema Master d |

The zchema master manages modifications to the zchema. Only one
zemver in the enterprize performs this role.

Current gchema maszter [online]:

rei-gofdi2nzmzt. mypc. mydarmain. com

To transfer the schema master rale to the targeted
domain contraller below, click Change.

rei-gofdi2nzmat. mypc. rmydarnain. com

Claze

2. Select the "Schema can be modified on this Domain Controller" checkbox. Optional
3. Click OK.

Creating a New Attribute

» To create new attributes for the rciusergroup class:

Click the + symbol before Active Directory® Schema in the left pane of the window.
Right-click Attributes in the left pane.

Click New and then choose Attribute. When the warning message appears, click Continue and the
Create New Attribute dialog appears.
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Create New Attribute d |

. Create a Mew Altribute Object
s Id! “i.i: !'].l:ﬂ
Common Name: |TM“§°L¢'

LDAP Display Name:  [rchusesgioup
Uriique %500 Object D: |1.3.E.1.4.1.13?42.5!]

Description: | LDAP attribute
~ Syntax and Range
Syntax [ Case Insensitive Stiing =|
Miramum: |1
Masmum: [24

™ MubiValed ok | Cancel

Type rciusergroup in the Common Name field.

Type rciusergroup in the LDAP Display Name field.

Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.
Type a meaningful description in the Description field.

Click the Syntax drop-down arrow and choose Case Insensitive String from the list.

w e N o u e

Type 1 in the Minimum field.
10. Type 24 in the Maximum field.
11. Click OK to create the new attribute.

Adding Attributes to the Class

» To add attributes to the class:

1. Click Classes in the left pane of the window.
2. Scroll to the user class in the right pane and right-click it.
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ook~ w

Choose Properties from the menu.
Click the Attributes tab to open it.
Click Add.

Choose rciusergroup from the Select Schema Object list.

T Loasoiel - [Lonsole Koot fctive Directory Schems [ro-gel 4B

Dfi B feton pew Fagie Wede b =181
==+ EefRE® . Il
|1 Corcrda Rt Sarre [ Type | stabe [ fiescna]
-9 Active Drectory Sdherra | B saneraCornectoniont  Sectarsl Butree e
- Sleoe B sovietimtme ulad futien ieres
=] Atriutes B2 crrpliSaousity bt fupchiary ki The &
L] Sctarsl v b o ]
B3 delik Sructarsl Buthen We-i
WY sheLinkBridge et Hacren Sko-dl
B benontnber ity Bailtien St
Lt Seuctarsl [T ] Shers
B3 bt Fructasl Billive T
B3 st Cd e St Aikiow Y
B3 abschena Sctarsl then Skis
L Alsriact Aulive Top
L STE RS, et re ) Seactasl Ackien Trasi
B3 hpelirary ks Eutien Tor®
-
vy Frown Fhore
L e _____!?M : Bative Yok
jafe— gt | 1| Eelech | 2
= - - T —
i

Select Schema Object '

Sedect o schema obyect:

The user Properties dialog appears.

Ilx

proliePath A [ o |

prossec0 byt ame
prospuldesie:
peosndGeree staonk nabled
peouyLietime
prubihec i Pk
mpmad‘iuﬁh
perdntond ength
pevdlaatGed
peedPropertie:
mt:rﬁm
quenFitar
eenPord

queniPolcyBL
quendPobcylbect i
L e

B
|mm.ﬂ
MDD ﬂ

_Camcd |

7. Click OK in the Select Schema Object dialog.
8. Click OKin the User Properties dialog.
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Updating the Schema Cache
» To update the schema cache:

1. Right-click Active Directory® Schema in the left pane of the window and select Reload the Schema.
2. Minimize the Active Directory Schema MMC (Microsoft® Management Console) console.

Editing rciusergroup Attributes for User Members

To run the Active Directory® script on a Windows 2003® server, use the script provided by Microsoft®
(available on the Windows 2003 server installation CD). These scripts are loaded onto your system with
a Microsoft® Windows 2003 installation. ADSI (Active Directory Service Interface) acts as a low-level
editor for Active Directory, allowing you to perform common administrative tasks such as adding,
deleting, and moving objects with a directory service.

» To edit the individual user attributes within the group rciusergroup:

From the installation CD, choose Support > Tools.
Double-click SUPTOOLS.MSI to install the support tools.

Go to the directory where the support tools were installed. Run adsiedit.msc. The ADSI Edit window
opens.

I 00 x|
o e e Ve Wedes [RFTEN
w = ||| |

[ _'%-r N [ R T 1 T
! H pwnan gl alx T i | Covmi s e T

=1
- j G TR Wi | - 4 i e AN
Bk o L T P T I -

aj | =flal i ol

4. Open the Domain.

5. Inthe left pane of the window, select the CN=Users folder.
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6. Locate the user name whose properties you want to adjust in the right pane. Right-click the user
name and select Properties.

7. Click the Attribute Editor tab if it is not already open. Choose rciusergroup from the Attributes list.

LM = Adrmanistr st or Properbles ..t.l.?..':.l
At Eccr | Socuty |
[ S maredshorny alinkbubes
¥ Show opticnal slinbutes
™ S oy attrbute:: $hat have yalus:

Ivsnhubes:
Altrtats | Symtrn [ Vol |
prosiiddietins Ursoode Shirg - <Mk Sely
pradLastSed Lage Inleget/,.. 1 ZB2S6CH524 BIEEENS
L i i oMk Sy
reguteediddiesy Ociet Shing Mok Sets

replPropeybistalats  Ociel Sing (i Qo) 08200 0100 e
repllpToDatebecte  Dohet Siing <ot Selr

repifeom DOciet Suing Mot Setx
repiTa Oeiat S oHet Setr sl
eSO Indages <Nt Selr
nd Intege Mot Sety
i umisee Urseodes Stieg <Mt Selx

Unicode Stip  Adminaator z

[oe | cowed | e |

8. Click Edit. The String Attribute Editor dialog appears.
9. Type the user (created in the SX ) in the Edit Attribute field. Click OK.

String Attribute Editor
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Appendix A RADIUS Configuration Examples

This appendix contains instructions and examples to help configure various RADIUS implementations.

In This Chapter

Cisco ISE 2.1.x Configurations. . .. ..o o it i e e 214
Cisco ACS 5.x for RADIUS Authentication. . ......... ... . oot 232
Configure Microsoft Network Policy Server for Dominion RADIUS Integration.. 233
RADIUS Communication Exchange Specifications. . . ...................... 247
RADIUS Using RSA SecurID Hardware Tokens. . .. ......ccoviiiinnnnnnn... 248

Cisco ISE 2.1.x Configurations

SX Il performs authorization by means of user’s membership to local User Groups. When using remote
authentication, there is no user account locally on SX Il, therefore there must be a way of returning user
group information from the remote authentication server that SX Il will then match and perform
appropriate authorization. To achieve this, you must create the appropriate local group on SX II, and
configure the remote authentication server to return appropriate matching group (case sensitive).

The following examples demonstrate an authorization profile called "Raritan Dominion KXII1_SXII
Profile".

e See Cisco ISE 2.1.x for RADIUS (on page 214)
e See Cisco ISE 2.1.x for TACACS (on page 224)

Cisco ISE 2.1.x for RADIUS

» Configure SX Il for RADIUS settings:

1. Login to SX Il with administrative account.
2. Access User Management>Authentication>RADIUS

Home > Pars

[Power] Viruai edia| User Management] od
| Add New User

Add Mew U

Port Access |/

Chamn ae Password

Ciick on the individual port| User Group List |
0/ 4 Remote KVM channefs| User Lisl

Users By Port

3. Configure RADIUS section to point to Cisco ISE 2.1.x running Radius server.
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Home > User Management > Authentication Settings

Authentication Settings

Local Authentication
LDaP

@ RADIUS

= LDAP

Primary RADIUS Sarver
[192 168 565

Shared Secret
|a-a--¢-

Authentication Port

1812

Accounting Port
1813

Timeout (in seconds)
1

Retries

eies.

4. Create user group with appropriate permission and port permission by accessing User
Management>User Group List.

| Virtual Media | User Management

Home > Pors Achd New User
Add New User Group
Part Accass Authentication Settings
Change Password

Click on the individual port RREERSSEES
0/ 4 Remote KVM channels| User List
Users By Porl
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¥| Device Access While Under CC-5G Management
¥ pevice settings
| Diagnostics

Y| Maintenance

Modem Access

¥l pc-share

[id] Security

[ User Management

Part Access VI Access Power Control
1: CCSG from BMO Conlrol | = Read-Write | = [Access (=]
2: ESXI Control | » Read-wirite v [Access ]
3: Dominion_HX3_Port2 Conirol | = Read-Write | = | Arcess | ¥
4: Deminlon_KX3_Pertd Conirol | = | Read-Write | | Access | x|
5: Dominlon_KX3_Ports Control | = Read-Write | = Access |
&: Fedora control | = Read-Write | » | [Access ]
7: Deminion_KX3_Port? Control | Read-Write | = | Arcess ¥
8: Dominion-KX2_Port4s Conirol | = Read-Write | = | Access | ¥
9: Deminlon_KX3_Porns Control | = Read-Write | = Access x|

! Device Access While Under CC-5G Management
Device Settings

| Diagnostics

¥ Maintenance

| Modem Access

| pe-share

i Security

¥| User Management

¥ Port Permissions

Part Access Power Cantrol
1: DPX2-Console Control | | | Access [=
2: DPX3-Console Conirol | = | Access | x|
3. Seral Port 3 Control | = Access |
4: DPX3-5041-Console-86 Conirol | ¥ Arcess | ¥
5: DPX3-5041-Console2-83 Conftrol | = Access | =
&: DPX3-5041-Consoled-85 Control | = | Access x|
7. Clgco Catds60x Control | = Arcess | =
8: Serial Port 8 Control | = Access | v |
9: Serial Port 8 Control | » | Access =

Raritan.

A brand of Lllegrand’



» Configure Cisco ISE:

e Step 1: Add SX Il Network Device

e Step 2: Add/Edit Users (Skip for external user database such as AD/LDAP)

e Step 3: Configure/Verify Allowed Authentication Protocol Service (PAP/CHAP/MS-CHAP)
e Step 4: Create Authorization Profile

e Step 5: Configure/Create Authorization Policy

» Step 1: Add SX Il Network Devices:

1. Access Cisco ISE Web URL https://x.x.x.x/admin and login with administrative credentials.
2. Access Work Cer’m'j';c\'\letwork Resources under Network Access section to load Network Device

menu and click

wrlamle J o - -
e Identity Services Engine Home: + Conlexd Visikdity » Oparations » Policy » Admenestration = Work Cenlers
~Netaork Access | » GuestAccess  p TrustSec  » BYOD  » Profler  » Posture  » Device Aoministration Hetwork Access
Overview

b Ovenview o Mdenbities 10 Groups  Extid Sounes = Metwork Resources  Device Groups  » Poicy Elemants
—

o
Natwork Devices Network Devices
Default Devica
r feadd B Import
Extemal RADILS Servers ’ LS 0 & & o
Nalwe x| IPAMask Profie Name
RADILS Server Sequences Auhorizaion Poiicy

3. Configure Name, Description and IP Address/Range as well as enable Radius Authentication Settings
option and set Shared secret, then click Submit to save changes. If appropriate and applicable,
assign Device Type and Location.
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https://x.x.x.x/admin

Mezwor Devices List » New Nebwork Device
Network Devices

* Nama 162 168 55 32
] S—

*IP Aganess: | 1921685632 = *]"3_2_:

* Device Profile | &5 Cisto| +

Ll e—
el —

* Metwork Device Growp

Device Twpe |ﬂ£: Device Types & | St To Default

Location s Locations © | | 5etTo Do

|+ RADIUS Aushentication Settings

Enatre Authenticaton Seftings

Frolocol  RADIUS

* Shared Secrel IL S
Enable KeyWrap [
* Key Encryplion Key
* Message Authenboaior Code Key

» Step 2: Create/Edit User

Note: Skip this step in production environments where user accounts are already created, or there is a
configured external identity source (AD/LDAP).

= Budel

1. Access Work Centers>Device Administration>ldentities> and click to add a user
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= Work Cenlers.

* TrustSec  » BYOD  » Profier  » Posture |~ Devace Administration Network Access
Cveniew
|genines
Id Groups
Ext id Sources
Network Resturces
Device Groups
Podcy Elements
Authentic ation Folcy
Authonzation Fobey
Troubleshoot
Repans
Sedtings
Dictionaries

¢Groups  Extlo Sources ¢ Network Rescurces.  Network Device Groups.  » P

Network Access Users

@eimport gy Expert
| Descripion Firt

Guest Access
Ovendiew
Igenibes
Icentity Groups:
Ext I8 Sounces
Admirisiration
Network Devices
Confiqure
Manage Ascounts
Py Eloments
Authantc ation Policy
Authonzation Polcy
Reports
Settings

entity Groups
Metwork cevices
Ext Id Sources
Chent Provisioning
Configure

Poiicy Elements
Autnenticaton Polcy
Autherizason Poiicy
Reports

Semings

2. Configure required fields and click Submit to add user
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Profiler
=0
Ext Id Sources
Network Devices
Endpoint Classification
Mode Conig
Feass
Manual Scans.
Folicy Elements
Profiing Policies

MNetwork devices
Chant Provisiening
Folicy Elements
Pogture Policy
Authentication Policy
Autharzation Policy
Troubleshool
Regorts

Device Administration
Crearview

Edentities.




New Network Acoecs User

v Nebwork Acoess Liser

"Mama | lseraduser
Status Enabled =
Emal

* Passwords

Passwond Typa Infernal Users -

Password Ri-Erilie Password
* Login Passeaid | sessssss | ssssnass Gensrate Password
Enable Password | | | | Generate Password i

* User Information

First Name oo [SE

LastName [ Radius Used "

* Account Options

Description

Change password on nead login - 1L

* Account Disable Policy

Dezabhe @t counl if date Exesds Aryy-mim=ad)

» Step 3: Configure/Verify Allowed Authentication Protocol Service (PAP/CHAP/MS-CHAP)

1. Access Policy>Results under Policy Elements section. Select Allowed Protocols under Authentication
Dropdown from left pane. Click to Edit Default Network Access and select CHAP. SX Il supports both
PAP and CHAP authentication types. If CHAP authentication type is desired, verify Global
Authentication Type setting on SX Il RADIUS configuration is set to CHAP, and verify this step is
completed on Cisco ISE 2.1.x server.
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» Oiperations = Policy » Adminisiration

Authencation  Authorizaion Profling  Posture  Clienl Provisioning = Polcy Elen  aythentication Authorization

Dictionanes  » Condiions  ~ Resulis Profiling Posture
—
(<] Chient Provisioning Puolicy Elements
Allowed Protocols Services Ditonates
i For Policy Export 9o to Adminisiration > Systemn > Congtions.
Aligwed Frofocots
t oofetdd O b
» Austhorizati
o [] Service Name » | Description
Diafault Network A Defautt Allowed Protocol Se
¢ Profiling rvice
» Posture
Aligwed Profocois Senvices List > Default Network Access
ot Exiiakioky Allowed Protocols

Name

Detriplion [ pefault Alewad Protocol Servica

w Allowed Prolocols

Authentication Bypass
O Process Host Lookup &
Authentication Prolocels

M anow PAPIASCH
B AwcHAP
O anowms-crarvt

O asow ms-CHAP

» Step 4: Create Authorization Profile

1. Inthe Policy Elements tab, choose Policy > Results. In the left panel that displays, choose
Authorization > Authorization Profiles, then Click Add

2. Under General Tab configure Policy Friendly Name

-Bial jdentity Services Engine

e Home ¥ Conkext Visiilly v Operabons v Adménasiration *

Authenication  Authorization Profiing Poslure  Chent Provisioning = Policy Elen A uthentication Audhorization

Dictonares  » Conditions = Resulls Profiling Posture

—_—
o Clignt Provisioning Palicy Elements.
Dictiorares
» Authentication standard Authorization Profiles Conditions
For Policy Expon oo to Administration = Sysis

X
- Profile al
Doaminadatie ACLs 45 Cisco © 1
+ Profiling 2= Cisco (0 1
+ Posture s Chco ) !

3. Specify appropriate Profile name. Scroll down to Advanced Attributes Settings section and click on
drop down next to Select and Item text field. Select Radius and from Submenu select Filter-ID--[11]
option.
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Authorizabion Profiles > New Authorization Profile

Authorization Profile

*Name |Raritan Dominion KXIII_SXII Profi

Description
*Access Type  [ACCESS_ACCEPT -]
. Dictionaries Radius
Network Device Profile s Cisco
o) ( o)
Service Template [] I b .f"L-I .:,_.%:.Mw s S
u  Akatellucent 3
~ ® ODN5-Server-IPvb-Address--[165]
Track Movement [ u Auba » e 791
u Brocade » s
Passive Identity Tracking [ v B Egress-VLAN-Name--[58]
’ B Egress-VLANID--[56]
o Cxeo-885M »
g _Error 410
o CReo-VPNGDO »
@ Fiter-1D-{11]
| M3 3 ~ Y
» Common Tasks TS 5 ® Framec-Apolerab-Link-{37]
B Framed-AppleTalk-Network--[38]
e o 2 Framed-AppleTalk-Zone--[39]
w Micosoft » %
P @ Framed-Compression--[13]
* Advanced Attributes Settings s ’ B Framed-Interface-1d--[96] v
u Radus ¢
o Framed-IP-Address—-{8]
i [select an item S| ]

4. Verify your selection in the text box. It must correctly display attribute name Radius:Filter-ID. In the
next test field, type attribute value Raritan:G{KVM_Admin} and click anywhere on the page to set it.
Confirm Attribute Details display as shown below.

* Advanced Attributes Settings

[Radhus:Fiter-ID O] = [Raritan:G{KvM Admin} ]

* Attributes Details

Aocess Type = ACCESS_ACCEPT
Filter-1D = Raritan: G{KVM_Admin}

5. Click Submit to create new Authorization profile and return to the profile list summary page. Verify

e

profile name and mouse over icon for preview of summary.
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ity » Operations » Adminisirabon

Authonticalion  AuthorizaSon  Profling  Postute  Client Provisioning | = Policy Elaments

Dktionanes  » Condiions. = Results

o

et Standard Authorization Profiles

For Policy Export 90 to Adminsiration = Sysiom =
= Authorization

f B add  [(Duplicste = 3 Delete
Authorization Profies = + o
0| Name Profiie a  Descript
Downioadabie ACLS

O eacihoie_winsless._Access =% Cisco @ Dafault p
+ Frofing O Cisco_IP_Phones == Cisco T Dafault o

& 5
» Posture 2 Standard Authorization Profile Details =

O nsP_onboard
» Client Provisioning o Name Raritan Dominion K00I_SXIT Profile

] Non_Cisco_IP_Prones
Description
4] Rarttan Dominion KXHI_SXN Profie _—_——
] Attributes Details
Access Type ACCESS_ACCEPT
3 RadiuszFiltar-1D Rartan:GlEVM_Admin}
[

» Step 5: Configure/Create Authorization Policy

1. Access Policy>Authorization to see policy listing.

E'-'u'lo Igentity Se

Authenbcation  Authorization

Authorization Policy

For Policy Export 9o o Adminisiration »

d\Visibity  » Operaticns v Administration

Prafiling  Podturé  Chent Provisioning  » Polcy Ell  Aumentication Authorization

Profiling Posture

Client Provisioning Podicy Elements
Dafine the Authorization Policy by configuring rules based on identity groups andior ofiher condil Dic bonanes
i = Backup & Restore = Poicy Export Page e
-] Residts

| First Matched Rule Applies

Click the Edit

Authorization Policy
Defios e Auorizaton
For Poley Expartgo o

tats  Rule Name Condiions (identy

New first row is added.

Status  Rule Name

Stardtard Ruls 1

1. Specify appropriate Policy name and Click Add ( v ) in the Permission text box. Select Standard
to view a submenu with a list of available profiles. Select Raritan Dominion KXIII_SXII Profile and

L

er condibans. Drag and drop fules Yo changs the order

y grougs and s) Pamasons
Wrsless Black ListDefaut Blackist  Wysiess_Access Blacihols_Wirsiess, Access
Profied Cisca IP Phones Ciscotp.Phone Cisea_IP_Phanes

Protied Non Cisco 1P Prones Non,_Giseo_Pratiea_Prones Non_Giseo_IP_Pranes
Comaiant Devess Actess Network Acess Authenteation Passad [\ Comaiant Devees Permtaccess

Conditions (wentity groups and other conditions) Permissions

dropdown in the first row and select Insert New Rule Above.

| Anvy | Conditicn{s) [ [ AatnZ Pr..

click Done complete selection.
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Authorization Policy

For Poscy Export ga o

Permessions

St y arouss and o .
s > | [ Canaont ] [Aurzer
| }
Cominion B Fodcy Rq
Wreioss Biack List Detot SRR AND Wrsesm_ Access oy Sssmae 8 =
prafile Standard
Profid Cisco 1P Prones CiscodP Phone of
Profec Non Gisco I Frones Non,_Cico_Profied_Prones g
©  Compliant Devices_Access Metwork_Access_juihentc ation_Passed /() Compkant_Devices Permtaccess ey Grovp)
2 St
@  EmoojsEaeTis Wirsiess_02.1X 40 BYCD._s_Registeres 417 EAP-TLS Pemtaccass 410 BYOD
MAC_in_BAN
@  Empioyee_orsoarang Wireiess_802 1% A0 EAPMSCHARZ NS®_Onboara A0 8YG0
@  WoFGusccess Guest_Flow A0 Wireless_MAB PemitAccess /1.5 Guests

@  WFL_Rearect to_Guesi_Logn Wirsess_MAB
Basic_Authentcated_Access Notwork_Access_Authentcatin_Passed
S ) s
Ay ] [Fommo 3¢ Done
] any Rartan Dominion PX &=

2. Click Save to create policy.

» Troubleshooting Tips:

1. Verify from Live Lc~< under Operations> TACACS that correct Authorization Policy is being applied.
Click Details icon “ to see more information

License wamng &

elogs »TACACS Repois » RADUS TCHAC Live Logs
. e Sessions woorts
= S Live Sessons Report
TACACS
wisc Live Logs H !
Trouiashaat
Sagrosi Toos
Dounioad Logs
Refresh | Every 1 it (V] | show| Latost 20 rocorcs (9] | withn Lot 2 hoves. [
CRetesn @ Reset Repsat Counts Yemew &
Time Status Detals  Repeal . Idently End. End. Authenlial. Aufhorization Polcy Authorization Profies IPAd. NeworkDevee O
x =
Mar 10, 2017 015355700 P B 3 .. [[ Dot > Dominn som_sx Poscy llizrunmnnmho(m__smwu’e | 21853
Mar 10,2017 015327043 P ° 3 92163532

2. User authorization may fail on SX Il if incorrect policy is applied. If this occurs, consider the following
options:
e Moving policy higher up in the order (in case of multiple policy sets).

* More appropriate conditions in policy coupled with device type and location when adding SX Il as a
network device in Cisco ISE.

Cisco ISE 2.1.x for TACACS

» Configure SX Il for TACACS+ settings:

1. Login to SX Il with administrative account.

2. Access User Management>Authentication Settings and Configure it to point to Cisco ISE 2.1.x
running TACACS server
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| Home > Liser Management > Authentication Settings

Authentication Settings

Local Authentication
LDAP
RADIUS

@ TACACS+

/| Faliback to Local Authentication

» LDAP

T TACACS+

Primary TACAC S5+ Server
|192' 168 566

Shared Secret
|ill'ill L1 L] @
Port

fon

Timeout (in seconds)
1

Retries
3

3. Create user group with appropriate permissions and port permissions by accessing User
Management>User Group List>Add New User Group
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Port Access | Power m \Management| Device Settings| Security | Maintenance | Diagnestics | Help
| Hemi > User Management > Group

Device Access While Under CC-5G Management
Device Settings

Diagnostics

* Maintenance

Modem Access

PC-Share

Security

¢ User Management

v Port Permissions

s SSS S S

Port ACCRSS Power Contral
1: DPX2-Console M I Access ||
2: DPX3-Console Control | x| [Access[~]
3: serial Port 3 Control x| [Access [+
4: DPX3-5041-Conscle-86 Contral | * | IAccess- =
5: DPX3-5041-Console2-83 Contral | = [Access [=
&: DPX3-5041-Consolel-25 Control | | [access[=]
7: Clseo Catas60x Control | x| [ccess [+

» Configure Cisco Identity Service Engine (ISE):
Step 1: Add SX Il Network Device
Step 2: Add/Edit Users (Skip if using external user database such as AD/LDAP)
Step 3: Create TACACS profile policy element
Step 4: Configure/Create Device Admin Policy Set
» Step 1: Add SX Il Network Devices:

1. Access Cisco ISE Web URL https://x.x.x.x/admin and login with administrative credentials.

2. A%;:; Work Centers>Network Access>Network Resources> to load Network Device menu and click
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https://x.x.x.x/admin

bl jdentity Services Engine dod Conle ity Operabons + Poiicy

cuce

- Metwork Access » Guesi Access ¥ TrustSec * BYOD » Profiler » Posiune » Device Adminisiraton

¢ Ovendew  » Menbbes 10 Groups  Exthd Scurces = Network Resources  Device Groups v Policy Elemants A
—_—

-]
Natwork Devices Network Devices
Deafault Device
i RADIUS S o)l dadd Eoimpat g Enon o ] Policy Elements
Hale | iPMask Profiie Name i /ushenticalon Pokey
RADIUS Server Sequences Authonization Policy

3. Configure Name, Description, IP Address/Range as well as enable TACACS Authentication Settings
option. Set Shared secret, then click Submit to save changes. If appropriate and applicable, assign
Device Type and Location.

Metwonk Devices List > New Metwork Devioe
Network Devices
* Mame | 192.168.56.30 0]

£ v1p Agaress: [ 192 168.56.30 1 =]

* Device Profie 2t Cisco| » &

Ll —
e —

* Metwork Device Group

Device Type [a Device Types &9 | | Set To Defaut |

Locatan )i | acations © | [:5etToDefauk |

1 v RaDIUS Authentication Setings

» TACACS Authentication Settings

Shared 3ecrel | seasses & Show |

Enabie Sngle Connect Mode [

* Legacy Cisco Device
TACACS Draft Compliance Single Connact Suppodt
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» Step 2: Create/Edit User

Note: Skip this step in production environments where user accounts are already created, or there is a
configured external identity source (AD/LDAP).

1. Access Work Centers>Device Administration>ldentities> and click

= Work Cenlers.

» Con ity » O ons ¥ » Admntsiration

»BYCD » Profier  » Postoee |+ Dévice Administration

vGroups  Extd Sources v Network Rescurces  Network Device Groups P

Network Access Users
St | deadd IE eimeot gy X |
Stal ame «  Description Firy

228

Network Access
Cveniew
|genines
Id Groups
Ext id Sources
Network Resturces
Device Groups
Podcy Elements
Authents: ation Polcy
Authonzation Fobey
Troubleshoot
Repans
Sedtings
Dictiondries

Guest Access
Ovenview
Ideniities
Icentity Groups:
Ext i Sourtes
Admiristration
Network Devices
Confiqure
Manage Ascounts
Podcy Eloments
Authantsc ation Policy
Authonzation Py
Reports
Settings

TrustSec
Cvarview
Compenents
TristSies Polcy
Authentication Policy
Authorization Polcy
SXP
Troubisshoot
Reports
Semngs

BYOD
COwarview
enbbes
bentity Grougs
Metwork cevices
Ext Id Sources
Chent Provisioning
Configure
Folicy Elements
Autnenticaton Polcy
Autherizaton Peiicy
Reports
Senngs

to add a user

Prafiler
=
Exl Id Sources
Network Devices
Endpoint Classification
Mede Config
Feads
Manizal Scans
Folicy Elements
Profiing Polickes
Authorzation Folicy
Troubleshool
Reports:
Settings
Dichonanas

Posture
Crverview
Network devices
Chent Prowisioning
Folicy Elements
Pasture Policy
Authentication Policy
Authorization Palicy
Troutleshoot
Regorts

Device Administration
Crearview
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» Network Access  » GuestAccess  » TrustSec v BYOD  » Profler  » Posture | - Denvice Admanisiration

v O wicentBies  Usericendty Groups  Extid Sources  » Nebwork Resources  Metwork Device Groups  » Policy Eements  Device Admin Policy Sets
e

L]
Metwork Adcess Lsers List = New Nebtwork Acoess User

* Network Acoess User

*Name  [isetacuser [ull

Status [ Enabied «
Emad |

* Passwords

Pasoword Typs: | Intemal LUisers -
Password Re-Enter Password

* Logn Password | sssssss ER N EE ® | | Generata Password |

Enable Password | 2] | B | | Generate Password. |

* User Information

First Name | Cisco ISE

LastName |

* Account Options

Deserpson |

Change password on next login ()

* Account Disable Policy

O Disabie account i date axceeds | 2017 060 [yyy-mmm-aa)
* User Groups
[5ehect an memn &

» Step 3: Create TACACS Profile Policy Element:

Add
1. Access Work Centers>Policy Elements>Results >TACACS Profiles and click to add a profile.
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ENGINE  piome

» G sbity  »Operaions  »Poicy  » Administraton IR NTSEY

letwork Acess b GuestAccess TnstSec  » BYOD  » Profler  » Postive | = Device Administraton

Network Access.

»Overvew »ldenies  Useridenbty Groups  Exiid Sources  » Network Resoutes  Network Device Grougs  + P E‘m"?"
— Iderities
1d Groups
TACACS Profiles Extid Sources:
- Caitios: Network Resources
Rows/Page

Device Groups
Krascn?
Cretresn | 4 s B Trasn - Authenticabon Polky

Asrwed Protoccss AUTONZAON POy
Troubieshoot
Roports

Setmngs
Ditionaries

O Name Type
TACACS Command Ses

TACACS Profies

Guest Access
Overdew
Ioanies
ety Groups
Ex110 Sources
Aamnsiaben
Network Deviees
Configure
Manage Accounts

Autharization Polcy
Reports
Sattings

2. Configure Policy Name and click

ToustSoc
Overview
Compenents
TrusiSec Poicy
Autmenbeaton Poscy
Authorization Policy
=P
Troubleshoot
Regons
setmngs

BYOD
Overview

Client Provisioning
Consgure

Policy Elements
Aumeaneabon Pesey
Aumenzaton Pety
Regonts

Sertings

ot

COwervew
Exi Id Sources
Network Devices
Endpoint Classification
Node Config
Feeds
Manual Scans
Folicy Elements
ot Fos
ipmictismdlh
e
Settings
Dictionanes

Posture
ey
Foditisrt
ey
i SR
Auihorization Policy
Troublashoot

Reports.

Settings.

S
pidem

i o i
Ext id Sources
Network Resources
Network Device Groups

Device Admin Pobcy Sets

under Custom Attributes section. From Type drop

down, delect option Mandatory, Attribute Name as user-group and value KVM_Admin where

KVM_Admin is the group name created locally on Dominion SXII (Case sensitive) then Click on

to add attribute then select Submit to save changes.

TACACS Prafiles = Neéw

TACACS Profile
Mame | Deeninion SXII Profie
Desenption
Task Altribute View Raw View
Common Tasks
Comeon Task Type | Sh v

] Default Privilege {_J | (Sebect 0 ta 15)

] Masimium Priviege ) | (Salect 0 19 15)

] Access Conirol List

Q|

|.
|
|
[ Aute Commana | ) |
[ Ho Escape | [+] | (Sebect frue or false)
] Tineou | o | Minutes (0-0999)
1 e Time | ) | Ministes (0-0005)

Custom Attributes

#asd | BTrashe

O Type Name Value

NG dals fonind

Mandatory 3 LISRr-groun KM_Admin

» Step 4: Configure/Create Device Admin Policy Set

(u

1. Go to Work Centers > Device Administration > Device Admin Policy Sets.

2. Inthe left pane, click and Create Above to create a new policy set.
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k Centers:

¥ Metwork Access  » GuestAccess  » TnsiSec  » BYOD  » Profier  » Posie | Device Adminisirasion Metwork Access TrusiSec Profiler
ST g rerview Overvien Gueren
vy b lowSies  UseliGentty Growse  EXNSOWcEs b NelwokRestuces  NelworkDpvco Giowps b B TRREW s sy P00
1o Groups TrustSee Poley Network Devices
" " Ext la Seurces Aumentabon Pocy Enopoint Classicabon
Polly Sals Dextos. Adsaia Policy Seks Neswors: Resources Auencrization Polcy Node Conéig
Saarch polcy rames & GRRTIDEoTS. P Summary of the defined posc Device Groups sxP Foocs
3 For Policy Export 90 s Paicy Eloments Teoudieshoct Manuai Scans
St Authentication Polcy Reports Poicy Elements
B Audharzation Palky Settogs Frofiing Folces
Troubleshoot BYOD Authorzation Polky
Regorts. Overview Troublesheot
Rudes across ertre dekyenent Setings Frggsoey Reports
Dictionanes Wentty Groups Settings
[ efautt ~ Guest Access Network devices Bttt
Tacacs_Defnst w Cvervaw 31K Soutces Posture
\gentites Chent Provisionng Overda
entity Grous Contgure Network devices
Ext1d Sources Poicy Esments Ghert Provisioning
agmevsabon Autenicaton Pocy Poicy Elements
Network Devices Autmorizaton Poacy Posture Poicy
Contigure Regors Authenteaton Polcy
Manage Actounts. Sefings. Authonzation Policy
Poiicy Elements Troubleshoot
Authenticabon Policy Regorts.
Authorization Polity Settings
st Dovice Administration
rerviem
enttes
User Kentity Groups
Ext Id Sources

Netaon: Resources

Poiey Elements

3. Above step will create New Policy Set 1
e )| o
Bl e (X2

" Summary of Policies

[ Global Exceptions ~ Authentication Policy
ks accas st deploymant

S Bl OotmtRus(fromstn)  AlowProiocols | DRRDIVESASA  anduse’ Al User 1D Skares e
;

» Authorization Policy

hand sice Io change the ceder

Conations
Canitons)

» Excoptions (0)

Sots R Name s Shed Profies

Tacats Detaut ey Al S Frotie ] .;-l.

4. Click Edit and enter the Name, Description, and Condition (optional) and click Done. Authentication
Policy is optional unless it is explicitly required for security guidelines and user store specific needs
of your organization.

Sefina the Pobicy Sets
For Policy Export go to Adr
Hame Descrgkon
# @ ~ [ Dominion 01 Poicr C 1 [conomonts) | Do
Reguiar® Proey Sequence ()

= Authentication Policy

g rules based on condens. Drag and d
ion > System > Backup & Restore » Pokc

5 00 tha left hand sice 1o change e oroer
port Page

| 4 Add AN Conditions Below to Library

Condition Name Descrption
L
B Detaut Rule (i no match) Allow Protocols - Defaut Device Agmin O hatwork decess00] [ Eauss - [m: -1-63‘—.56-.371 'u']
Dictionaries
w Authorization Policy |
* Exceptions (0) | >
Standard |
Stalcs  Rue Name Condticns {identity groups and ofher condition:
= o
B Tacats Deta Doy Al st Fivin Ealv

5. Create the required Authorization Policy. Click Edit and specify select drop down under
Command Sets and select profile created earlier in step 5 then click Done to save changes.
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= Authorization Policy

» Exceptions (0)

Conasions (icensty groups and other congitions) Command Sats Shel Frofies

Comenan ] [Deny Al Shell Profile =il

Shadl Profile

—_—
C 7)

(G Dok shell Profile
G Derr 20 Shell Profile
(@ Daviricn ST Profle
@ s A

@ Wi womToR

Submit
6. Click — to save changes. This concludes configuration on Cisco ISE pertaining to Dominion
SXII TACACS authentication and authorization.

gl Gentily Services Engine.

Homs  » ConiaxtVisbity  » Operatons s Poicy b ASmnsiaton

VEYOD b Proier b Postre | = Deves Ao
»Owrvem  » Wentior  Usaeertly Groups EX1IdSaurcos > Network Rescurcor  Nabwork Do Grogs  » Poiky Blamants e Admin Polky Sats_ Reports Satnas
["Poter e
EEEre—)
PRIy

; Daminen S Posc
Summary of Policies ~8 5 .
o Repuar ® Promy Sequerce

the left hand
ort Fage

Network Access Device IP Agdress EQUALS 192 163.56.30

* Authentication Policy

Detaun Rule (fromakn) - Alow Protocoss - Defaul DevceAdmn  anduse - AgUser ID. Siores
[ Dominion SXIT Policy . 8 e
Default

* Authorization Policy

» Exceptions (0)

Sutus  Rulo Name

# B Tasacs Detaut

e Jim

» Troubleshooting Tips:

1.

Verify from Live Le~< under Operations> TACACS that correct Authorization Policy is being applied.
Click Detailsicon ~  to see more information.

IS TCNAGLVELogs | ~TAGACS | Repons TC-HAC Live Logs
Lve Logs
U Reports
L) Lve Sessons o
Agsplive Network Control
TACACS o=
int Assignment Refresn Every 1mite (7] | show | Latest 20 recoros (] | withn |Last 24 nowrs (%]
Troublestioot
Dagnosis: Toos
e o Fasee Q-
eresn Dawnioad Logs ! Devie :
Logged Time Status Detads  Usemame Type Auhentication Poiey Authorization Policy Ise Node Network Device.. Network Device [P
* ] =
a o

2. Alternatively Choose Work Centers > Device Administration > Reports > ISE Reports

o

»BYOD » Profier » Postre | = Dsvice At

W b Mdenthes  Usoricemity Groups  EXtI0Sources b Network Resources  Netwoxk Devies Groups b Poicy Elemants  Dvice Atmin Polcy Sets. _ Repors Satongs

TACACS Authorization te @evonT . [rvens .
Generaid a 2017050516 4845290

From 030372017 120000 A 10 D30Y2017 04345 PA

TACACS Accounting

TACACS Authentiaten

e Logged Tme Sotes | Dotk | Usarmama:

Fecocn -
Authoration Polcy BEtiofe  Network Fakure Reason
Device Hame
7 s .
o X 03.09 16 7 Domeen SK1 Pokcy > CocuisE21 3
= Tme Range Tadsy = .
20170309 16:36:30. r Domen SX1 Polcy > o CooSEZ 1921665630 192.168.56.30

TACACS Command Accountng

3. User authorization may fail on SX Il if incorrect policy is applied. If this occurs, consider:

e Moving policy higher up in the order (in case of multiple policy sets)

* More appropriate conditions in policy coupled with device type and location when adding SX Il as a
network device in Cisco ISE

Cisco ACS 5.x for RADIUS Authentication

The Cisco Access Control Server (ACS) is another authentication solution supported by the SX II.
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For the SX Il to support RADIUS, both the SX Il and the user information must be added into the RADIUS
configuration.

If you are using a Cisco ACS 5.x server, after you have configured the SX Il for RADIUS authentication,
complete the following steps on the Cisco ACS 5.x server.

Note: The following steps include the Cisco menus and menu items used to access each page. Please
refer to your Cisco documentation for the most up to date information on each step and more details
on performing them.

e Add the SX Il as a AAA Client (Required) - Network Resources > Network Device Group > Network
Device and AAA Clients

e Add/edit users (Required) - Network Resources > Users and Identity Stores > Internal Identity Stores
> Users

e Configure Default Network access to enable CHAP Protocol (Optional) - Policies > Access Services >
Default Network Access

e (Create authorization policy rules to control access (Required) - Policy Elements > Authorization and
Permissions > Network Access > Authorization Profiles

e Dictionary Type: RADIUS-IETF
e RADIUS Attribute: Filter-ID
e Attribute Type: String

e Attribute Value: Raritan:G{Serial_Admin} (where Serial_Admin is group name created locally on
SX 11). Case sensitive.

e Configure Session Conditions (Date and Time) (Required) - Policy Elements > Session Conditions >
Date and Time

e Configure/create the Network Access Authorization Policy (Required) - Access Policies > Access
Services > Default Network Access>Authorization

Configure Microsoft Network Policy Server for Dominion RADIUS Integration

The following steps show how to configure a Microsoft Network Policy Server as a RADIUS Server for
integration with any Raritan Dominion product. These steps cover Windows 2012 server configurations.

» Prerequisites:

Before you begin, ensure that Network Policy Access and Services as well as Active Directory are
configured and available on Windows 2012 server.

This can be verified in the Server Manager snap-in Role Summary available under Administrative tools.

» 3 Step Process:

e Step 1— Configure Raritan Dominion switch to use Windows 2012 NPS Radius server
e Step 2 — Add Raritan Dominion switch as Radius client on Windows 2012 NPS Radius server.
e Step 3 — Add Connection Request Policy on Windows 2012 NPS Radius server.
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» Step 1— Configure Raritan Dominion switch to use Windows 2012 NPS Radius server

1. Login to Dominion switch and access Remote Authentication setting option and configure Radius
server IP, port, secret and authentication type (CHAP/PAP) and save changes.

2. Create a user group locally on Raritan Dominion Switch with port and permission restrictions as

desired.

» Step 2 — Add Raritan Dominion switch as Radius client on Windows 2012 NPS Radius server.

The Dominion switch is added as a client on Radius server as per Radius protocol requirements. Since
Raritan Radius implementation uses Use Standard IETF Radius spec, select Radius Standard as Vendor

Name.

Follow steps below in order to add Dominion as Radius client on Windows 2012 NPS Radius server.

1. Launch Network Policy Server snap-in via Start>Administrative Tools>Network Policy Server.

s

File Action Veew Help

= m Bm
e‘ WS (Local}
4 ] RADIUS Clients and Seners
H RADIUS Clients
j} Remete RADIUS Server Groups
F] : Pebeies
| Connection Request Palicies
1 Metwork Policies
. Health Paolicies

Pl * Metwork Access Protection
oY Systern Health Validators
B PRemedistion Server Groups
‘I.I Accounting
¢ R Templates Management

Swandand Configuration

@ Motwark: Policy Sarver {NPS] alows you o creals and snforcs organization-widk netwodk acces
suthenticaton, and connection regues suthonzaton

Sainct & confipuration scenang e the kst and then click: the bnk below 1o open the scenano wizard

RADILIS snver Tor Dial-Up or VPR Connections

B} Configurs VPH or Disl-Us

Templales Configuration

RADIUS server for Dial-Up or VPN Connections

Wity you corfagurs NPS a8 & RADIUS server for Dial-Up of VPN connections, you create network: o
connactiard fom Diallp or VPN retvod: acoets senven (e called RADIUS chents)

El Leamsom

2. Right Click NPS (Local) server and select properties as show below. This step is included in order to
verify Radius port number as below and confirm it Dominion switch Radius configuration port

matches with this number.
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3. Right Click RADIUS Client and select New option as show below.

&

File &ction  Yiew Help

4. Configure Friendly name (for identification purpose), IP address of Radius client (Dominion switch IP
address). Specify shared secret that will need to match with secret field of Radius configuration on
dominion switch. Click on Advanced Tab to select RADIUS Vendor (Select Radius Standard)
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File Action View Help
e m Bm
@ s -
‘ RAL Import Configuration
3 Export Configusaticn
-;.-: Start MIPS Service
4 W Pol o NDS Service
Fegister server in Active Dinectony
Properties
a4 W8, Mt
b L View
o Hek

e=/[mEmn

& HPS (Local]

4 | RADIS Clients and Servers
i RADIUS =
i Remote e

4[5 Polices Refrech
1 Ennn:l:ll Help
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236

| Setings | Advanced |

[+ Enable this RADIUS chert
Tl Smlesct i ceistng |seriona
[ ”
Name and Addness

[Enendiy name:
[132 168 56.42 ]

Agdress (P o DHSY

[192 168 56 42 [ Nedy.. |
Shared Secrel

Salect o edsfing Shaved Secrets ierpiste:

[Hane v|

To marusly tpa 8 thared secrel_ chek Manual. To sulomatically generste & shared
secrel, chok Generate. You must configqune the FADIUS dhent with the same shared
secre! entered here. Shared secrets are case senstive.

) Myl ) Ganarie

Shared secret:

rilii (113 |
Cgnfim shared secrel:

feneend 1

[ ok || Conca |

[ S| A |

Wendor
Specly RADIUS Seanderd bor most RADIUS cherits or sslact the RADILS chent
wandor from the st

s s )

Addtional Options
[] Acscess- Racpuest mrosangens rmusl conlmin the Message-Authenicater stabule

[ RADUS chont & NAP-capabin

[ S| Ao |

Wandor
Specly RADIUS Standerd for most FRADIUS cherts. or sslact the RADILS clent
wandor from the Bt

W name:

[RADAUS Sanderd 1]

Addtionsl Options
[ Access-Fmquest messages must contain the Message-Authenticator Mtshute

[] RADUS chent i NAP-capatin
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» Step 3 — Add Connection Request Policy on Windows 2012 NPS Radius server.

1. Expand Policies option, right click Connection Request Policies and select New to create policy.

2. Specify Policy Name. Type of network access server value can be left default as Unspecified. Click

Next.

3. Depending on how many policies are configured on Radius server, how many users and groups as
well as number of dominion switches in the environment, configure Specify conditions to match
option in order to apply correct policy to a user request coming from Dominion switch into Radius
server. Click on Add button to select list of condition before proceeding to next step.
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€ |
File Action View Help
+=||m @m
& NPS (Local)
4 - RADIUS Chents and Serven
d RADIUS Chents
3 Remote RADIUS Senver Groups
4 [0 Palicies
5} Conmectysa Dassmt Dakateal LI
Metwork Hew
| Health Py Refresh
4 B, Network Ace
b oM 5.:',___1"“ 1 Help

Specify Connection Request Polig
! ]

You can specify & name for your connection request o

_Pdiq' e

Hetwork Sorrschon msibd |
Sedect the bype of network acoess mmmnmm
ype or Yendor spacic, But nether is requasd, | your netwodk Sccess: sa
salacd Lrapaching

% Types of rebvrdc aCcess gonver
:Lb'un-e\:fmd b
Yendor speciic
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Specify Conditions

Specify the conditions that determine whether this connsction requast palicy is evalusted far & corsection request, A
minimum of one condition is reguined.

Selnct a condbon. and then chok Add.
HAS |dontifer
The HAS Identifies condition speciies & characher siing that is the name of the nebwork access serder [NAS] You
can uze patharn matching synbax o specly NAS names.

HAS IPvE Addiezs
Thmmmmmﬁ:adum-hgﬂm-hlm.ﬂmdh!ﬂ‘fmumm

pealimir mahchang syrta bo spacly Py nebhwerks
HAS Port Type

Thmmtmmw of mesdis used by the scoess chent, such a5 snalog phane nes,
ISON. harnwls: of vitusl pevale retveodcs, IEEE B02 17 weebstt, and Eteenst vesbchs.

Spacdy the [Pvd mddess of the networdk access sener
regUes MeEaos. Tou can use patlem mabching symERT.

[152 1625649

[Cox]

Raritan.

238 Abrand of Olegrand



Spacty tha [Pvd mddess of the networdk access senver serdng
request medsbon. Tou CBn use patiem mabching sk

[152 162 5643

ok

Specify Conditions

Specify the conditions that determire whether this connection request p
manarmum of ane conditicn i required.

Conditions:
Condeon Walue
B MAS IPv4 Addemas 192.168:56.42

5. Click Next to specify Connection Request Forwarding option. Select appropriate option based on
your environment. If you have local NPS server, select Authenticate requests on this server radius
button (default) and click next to proceed further.

The connection request can be authenticated by the local server of it con be forwarded ta RADIUS servers in s
remote RADIUS gerver growp.

ll.-l Specfy Connection Request Forwarding

I the policy condiions match the connection regues!. thess seRings aw appled,

Fottings:

e B | S

— RADHUS servers for guthentication, or are acoepied wihoul authentication.

5 Accounting ) rhentiate recEg o (i perver
Fonwand pequests bo the follovang remobe RADILS server group fior suthentcation
[t corfirnds o] [hee—]
1) Agoept users wihcut valdating credentisls
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6. On Authentication Method configuration menu, enable Override network policy authentication
settings option and select CHAP/PAP as applicable to match with Dominion RADIUS configuration
option. Click next to proceed further.

! Spedfy Authentication Methods

Configure one or more authentication methods required for the connadti
authentication, you must configure an EAP type, I you deplay MAP with
Protected EAF,

[+ Qrvemide network policy authertication settings
Thest sitkerbication sesings ane used mehaf than the consirmnts and suthentication setingd
conrsechiona with MAP, you mus! configune PEAP authenticabion hems

EAF types ane negoliated between NP5 and the chent in the order in which they are lisled

EAP Typea:

[ . |
Leas secure sutherntscation methods
[[] Microgolt Encrypted Authentcation version 2 (M5-CHAP.42)
ser can chiange passwond after & has epired
[[] Micreack Encrypted Authentication (MS-CHAF)
Joer can change passwond after & has expied
[+ Engrypled authentication (CHAF)
[ Unererypied suthentication (FAF, SFAF)
[ Mjorw chhents o connec without negotialing an authenbcation method

7. Select Standard under RADIUS Attributes located in settings section on next screen show below and
click on Add button to see list of available attributes. As documented in Dominion switch user guide,
Raritan uses Filter-1d attribute and its value for authorization. Select Filter-Id attribute from the list
and click on Add.
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" Configure Settings
ﬂ ﬁﬂﬁsmwwhwmnmumlfiﬂmtmmtwhwwmu For the policy sre

Configurs e settings for this netwod
fmmldthmmﬁhmm“ saftinga are appled,

Settings:
Sty e P o To st Bekcitionssl skt o RADILS chants, sabect 5 FADILES standard itrbaite, wd

o) Atibete hen ok Edit, F you do not configune an aftdbute. & i not sent to RADILIS clents. See
RADIUE Atk your RADIUS cisnt document ation for nequirsd attshutes.

[75] Versdo Spechc

T add an stribute lo the sstfings, selact the sfidbule, and then dick Add.
Tﬁﬂﬂl“rnﬁﬁ%%“#ﬁﬁuﬂ#ﬁ%!ﬂ#.ﬂhﬁ

Aooess e
u v|

Spactes the ruma of ter kst for the user requesting suthentication.
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T add an stribwbe io the ssttings, seledt the afidshule, and then dick Add.
&m-mumwmmmnmwmwm.wmm

- vl

Spcies the rama of iter kst bor the user reguesting suthentication,

8. On Attribute Information dialogue box, click Add and configure value as string as show below. In
example below value Raritan:G{Admin} is used where Admin is the group name that matches with
local group (case sensitive) on Dominion switch. For configuration test purpose use of default Admin
group in value is best recommended. Click OK on all dialogue boxes to close and come back to main
screen.
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[Ener the atirbote vale in:

[Ratan G lAdemn] |

[Erler the afirbube vaiue in:

[ Rertian G LAdemn] |

[ ox [[ coce |

RADIUS Stancierd  Parton GlAdmin}

9. Click Next to view summary and Finish to complete configuration.
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g Configure Settings
* NFS applies settings to the connection reguest if all of the conn

mabched,

—

(Configus the setiings lor this netwerk polcy.
¥ conditicns match the cornection request and the policy grants acosss, settings o

Settings:

Specdy afoalm N ame

FLADILS Attikutes

[ Vendos Specifc Mpbutes:

To saend addbonal attriutes (o RADIUS o
o] Besbuls MMEﬂ.Ipudarumﬁ;m<

i Completing Connection Request Policy Wizard

You hawve successfuly creatied the following connection reguest policy:
RaritanDeminionPolicy

Pelicy conditions:

Condtion Valuo
MAS [Pvd Address 192 168.56.42

Orwemde Authertication  Brabled
Futhentication Method  Encryption authentscation [CHAF)

To clome this wizand, chck Finish.

et

[ B

NE="
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0 . Completing Connection Request Policy Wizard

You have successhuly created the foliowing connection request poloy:
Riawitan Desminion Policy

Policy conditions:

Condtion Valuo
HAS [Pvd Address 1592 168.56.42

Autherfcation Method  Encryplion authenbcation {TRAP)

To chose this wizard, dick Firish.

» Additional Notes:

1. |If this is the first time NPS/RADIUS server is being configured and user accounts are located on
Active Directory, it will be required to Register NPS/RADIUS Server in Active Directory so that it can
look up users in AD for password validation and return attribute values pairs back to Dominion

switch.
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Bnish

[ concw |

File Action View Help
«= [ Bm
4 | RAE Irmport Configuration
E] Export Configuration
a [i Pl Start NP5 Service
= Stop NP5 Service
% Register server in Ackive Directary
PN | Propete
bl View
al
L.
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Ta enable NP5 to suthenticate uters in the Actne Derecteny, the computers
tunnang MES must be suthorized to read users’ dasl-in properties from the
dormasn,

Do yeu wizh to suthonze this computes to read wiers' dhsl-in peoperties from the
Win120C.com doman?

This computer & now authorized to read users’ disl-in properties from domain
Win120C.com,

To autharize this computer to read users dial-in properties from other domai
mm-wm:mmh;mwﬂmwmmmpn
that dormain.

o ]

2. Ensure user on Active Directory has Dial-in Permission set to Allow access option.

n-mmu | Femcte Duskton Services Profls |
Gerersl | Addess | Account m]mlw

Mok | [ | Eveoomet | Sessos

[ etmod: Access Permission

!ﬁhm

:"'Duvm-

I " Control scoess though NFS Mebwosk: Polbcy

™ Veafy CallorD:

-Callack Options
o Calback
i Sat by Caller (Routing and FRemote Acosss Senvice only)

i Ahways Calback to: I

™ hasign Sisc 1P Addreases
Define IF addresses to enable for this
Dialin cormeciion.

T Poply Sistic Routes 1

Diefirs routed 1o ermble for this Dialan Sitalic Reoutes
connechon.

3. When using CHAP, ensure that Store password using reversible encryption is enabled. User
password should be reset if it is being enabled after user password is set.

Raritan.

Abrand of [legrand’



Remots cortrel | Fiemote Daskdop Senaces Frofle | COMa
Mok | Dabin | B t | Sesson
Gerersl | Addess | Account | Prefle | Telephones | Orgerization |
|bech | | EWin 120 com b
wawﬁnmwﬁmwm.
| WIN12DC ech
[ logontous.. | [ lognTo.. |
[ Undock account
Accound gplions

[# Prasword never mpins s

¥ o paserd pir rEversbls ol

L] Accourt s dissbled

|| Smanl cand m mmguansd For rferacinee logon e
Account epees

) Mawer

I Erd b ey et E

ok | [ Concel || sev |[ vew |

RADIUS Communication Exchange Specifications

The SX Il sends the following RADIUS attributes to your RADIUS server:

Attribute

Log in
Access-Request (1)
NAS-Port-Type (61)
NAS-IP-Address (4)
User-Name (1)
Acct-Session-ID (44)
User-Password(2)
Accounting-Request(4)
Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5)
NAS-IP-Address (4)

User-Name (1)

Raritan.
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Data

VIRTUAL (5) for network connections.

The IP address for the SX II.

The user name entered at the login screen.
Session ID for accounting.

The encrypted password.

Start(1) - Starts the accounting.
VIRTUAL (5) for network connections.
Always 0.

The IP address for the SX II.

The user name entered at the login screen.
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Attribute Data

Acct-Session-ID (44) Session ID for accounting.
Log out

Accounting-Request(4)

Acct-Status (40) Stop(2) - Stops the accounting
NAS-Port-Type (61) VIRTUAL (5) for network connections.
NAS-Port (5) Always 0.

NAS-IP-Address (4) The IP address for the SX Il

User-Name (1) The user name entered at the login screen.
Acct-Session-ID (44) Session ID for accounting.

RADIUS Using RSA SecurlD Hardware Tokens

SX Il supports RSA SecurlD Hardware Tokens used with a RADIUS server for two factor authentication

Users will specify their RADIUS password followed by the token ID without a delimiter between.

For example:

e password = apple
e token=1234
e User enters: applel1234

Or, configure the RADIUS server to use only hardware token and no passwords. Users will specify the
token ID only.

Returning User Group Information from Active Directory Server

The SX Il supports user authentication to Active Directory® (AD) without requiring that users be defined
locally on the SX II. This allows Active Directory user accounts and passwords to be maintained
exclusively on the AD server. Authorization and AD user privileges are controlled and administered
through the standard SX Il policies and user group privileges that are applied locally to AD user groups.

IMPORTANT: If you are an existing Raritan, Inc. customer, and have already
configured the Active Directory server by changing the AD schema, the SX II still
supports this configuration and you do not need to perform the following
operations. See Updating the LDAP Schema for information about updating the AD
LDAP/LDAPS schema.

» To enable your AD server on SX II:
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1. InSX I, create special groups and assign proper permissions and privileges to these groups.
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For example, create groups such as AD_Admin and AD_Operator.

2. Onyour Active Directory server, create new groups with the same group names as in the previous
step.

On your AD server, assign the SX Il users to the groups created in step 2.

From the SX I, enable and configure your AD server properly. See Implementing LDAP/LDAPS
Remote Authentication.

Important Notes

e Group Name is case sensitive.

e The SX Il provides the following default groups that cannot be changed or deleted: Admin and
<Unknown>. Verify that your Active Directory server does not use the same group names.

e If the group information returned from the Active Directory server does not match the SX Il group
configuration, the SX Il automatically assigns the group of <Unknown> to users who authenticate
successfully.

e If you use a dialback number, you must enter the following case-sensitive string:
msRADIUSCallbackNumber in field "Dialback Query String".

e Based on recommendations from Microsoft, Global Groups with user accounts should be used, not
Domain Local Groups.

Returning User Group Information via RADIUS

When a RADIUS authentication attempt succeeds, the SX Il determines the permissions for a given user
based on the permissions of the user's group.

Your remote RADIUS server can provide these user group names by returning an attribute, implemented
as a RADIUS FILTER-ID. The FILTER-ID should be formatted as follows: Raritan:G{GROUP_NAME} where
GROUP_NAMIE is a string denoting the name of the group to which the user belongs.

Raritan:G{GROUP_NAME}

where GROUP_NAME is a string denoting the name of the group to which the user belongs.
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